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On January 1, 2017, a leap-second was added (at 8:59:60 am)

Open Innovation toward a New Paradigm
— NICT's R&D activities on loT, Big Data, and Al— (Part 1)
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StarBED as an loT Testbed

To build a verification platform for the loT era, which will allow all people and things to connect to
the network, the Hokuriku StarBED Technology Center conducts R&D on operating platforms for all familiar
devices such as PCs, mobile phones, and sensors, integrating related aspects such as temperature field and
electromagnetic field into the experimental environments. It also provides access to the testbed to help ac-
celerate development of next-generation products.

The following are some expected research topics:

- Flexible support for new devices and protocols

+ R&D lifecycle support

- Emulation of the space surrounding the loT environments
- Linking with external simulators and emulators

See the following for details regarding equipment configuration and operation.

http://starbed.nict.gojp/ (only in Japanese)

(Cover photo: Hokuriku StarBED Technology Center Experimental node clusters. Photo: Shingo YASUDA)
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Visitors watching at the instant the leap second was added

As the sole institution maintaining and distributing Ja-
pan Standard Time, the National Institute of Information
and Communications Technology (NICT) added a leap
second (8:59:60 am) between January 1, 2017, 8:59:59 am
and 9:00:00 am. This was an infrequent event that had not

occurred in about a year and a half, and approximately 400
people came to see it on the clock in front of NICT head-
quarters in Koganei City.

For those who came, NICT held a briefing by NICT Vice
President, Dr. Mizuhiko HOSOKAWA, and Director General,
Applied Electromagnetic Research Institute, Dr. Kazumasa
TAIRA.

Video of this event can be found in the Video Library
section of the NICT Website.

http://www.nict.go.jp/video/leap-second.html

Standard time display at the instant
the leap second was added

Visitors interviewed by TV station staff
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Recently the terms, Internet of Things (loT), Big Data, and Artificial Intelligence (Al) are heard more and

more often. The Internet of Things refers to a society in which a wide range of objects are connected to the
Internet, and their data are accumulated, exchanged, and combined in cyberspace (the virtual world on the
Internet) in a timely fashion and in useful ways for diverse purposes, to create a range of new value.

loT Initiatives

The concepts of IoT, Big Data, and Al grew
out of the ubiquitous computing concept in the
1990s, so as the Internet spread and technolo-
gies related to sensors, knowledge processing,
and data visualization advanced quickly, we
entered a time when technology R&D activity
advanced, closely linked with activity to create
value and services using those technologies.
These developments signified the first step
into a future to be realized by cyber-physical
systems, with mastery over both cyberspace
and physical space (the real world). When this
future is realized, it will bring changes com-
parable to the industrial revolution, and many
countries are intensifying R&D and imple-
mentation activity with collaboration among
industry, academia, and government, as with

the Industry 4.0 initiative in Germany.

Promotion of loT in Japan

In this environment, Japan also estab-
lished the IoT Acceleration Consortium in
2015 (inaugural meeting Oct. 23, 2015), and
the Smart IoT Acceleration Forum was estab-
lished within the consortium. This was the
start of concrete activities to accelerate R&D
and implementation of IoT, Big Data, and Al
technologies, promoting collaboration among
industry, academia, and government. More
comprehensive promotion to increase compet-
itiveness in Al research, data utilization, and
human-resource development in Japan also
began in 2015, including collaboration on Al
R&D among the Ministry of Internal Affairs
and Communications (MIC), the Ministry of
Education, Culture, Sports, Science and Tech-
nology (MEXT), and the Ministry of Econo-
my, Trade and Industry (METTI).

Initiatives at NICT so far

In multilingual speech translation technol-
ogy, MIC announced in April 2014 the Global

Communication plan (hereinafter, GC plan)
to realize a society that overcomes language
barriers, and has been promoting it since then.

This is one part of realizing effective cy-
ber-physical systems to improve society and
human life in it, by linking information from
cyberspace and physical space according to
specific purposes, and it is an important direc-
tion for ICT in the future. NICT is pursuing
R&D to increase our lead in sensor technol-
ogies for collecting information, network and
cloud technologies that store and distribute in-
formation, technologies that use data to create
new value, and on linking these technologies
organically in selected important fields. As
a core facility promoting the GC plan, NICT
is also promoting projects on specific themes
such as multilingual speech translation, for
which there is a particular need for rapid imple-
mentation, big-data utilization, which is also a
focus of the Al Technology Strategy Council,
knowledge processing (WISDOM X), which
NICT is developing and implementing, and

sensor network technology using Wi-SUN.

NICT R&D in loT and Al

To implement IoT and Al technologies, it
will be very important to be able to use the huge
amounts of information circulating and accu-
mulating in cyberspace effectively according
to various purposes. As such, technologies in
fields such as knowledge processing will be es-
sential for implementing the intellect that will
control IoT society in the future. Some NICT
technologies that promise to play a central role
in Al technology R&D are starting to be real-
ized, such as the DISAster-information ANA-
lyzer (DISAANA). Often discussed elemental
Al technologies such as deep learning are also
being implemented in technologies that are
starting to become common, such as multi-
lingual speech translation, and are advancing
daily. NICT will continue utilizing such tech-
nologies, which we have cultivated over many

years from the stage of basic research, and also

continue R&D to advance them further.

Realizing an "loT Society"

IoT, Big Data, and Al are closely interre-
lated and essential for implementing an IoT
society (or a society built on cyber-physical
systems) in the future, so it will be important
to take an overarching perspective on them
while advancing R&D. Even more important
will be to integrate R&D activity with activity
to create value and services using these tech-
nologies (i.e. the activities of players in various
fields). This assumes an approach promoting
open innovation. To enhance the effects of
open innovation requires a platform for veri-
fying technologies, not only from a technical
perspective, but also from a perspective of im-
plementation in society.

Conventionally in ICT fields such as ad-
vanced networks, a test platform has been used
to demonstrate technologies ahead of their time
(demonstration using a testbed), but to verify
the utility of new ICT technologies in the IoT
era, a platform with a network testbed and also
a virtual IoT society built inside computers is
needed. NICT is also conducting R&D on test-
beds using emulation to realize this.

We are also emphasizing data related R&D
and business around the concept of data utili-
zation, which will be an important key for an
information-based society. For example, one
aspect of this is running the administration
of the World Data System (WDS), which is an
international framework for handling scientif-
ic data, as a contribution to both international
competitiveness and to international coopera-

tion.

In this and the following edition of NICT
NEWS, we will introduce the current state and
future prospects for NICT R&D initiatives in
IoT, Big Data, and Al.
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Open Innovation toward New Paradigm —NICT's R&D activities on IoT, Big Data, and Al— (Part 1)

loT Testbed Research and Development

Technologies to realize next-generation loT environments

Eiji KAWAI

Research Manager,

Network Science and Convergence
Device Technology Laboratory
Network System Research Institute/
Research Manager,

Applications Laboratory

Resilient ICT Research Center

Social Innovation Unit

After receiving a Ph.D. degree in engineer-
ing in 2001 and working at universities, Eiji
Kawai joined NICT in 2009. Currently he is
working on loT testbed technologies.
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n ICT research and development,

work on testing is very important

in the process of implementing the
R&D results practically. Environments used
to perform this testing are called testbeds.
NICT conducts R&D on testbed technolo-
gies, and builds actual testbed platforms
to support such testing. We are focusing
on loT technologies, and studying how to
implement testbeds for these technologies.

M Testbed work at NICT

There are two types of testbeds that we are
working on: large-scale real platform testbeds
and large-scale emulated platform testbeds.

For a large-scale real platform testbed, an
environment modeled after the presumed user
environment is actually built with the technol-
ogy being tested. Operating in this environ-
ment both tests the technology and promotes
spread of the technology. Examples include
JGN, which is a testbed for ultra-high-speed
trunk networking technology, RISE, which is
a testbed for wide-area SDN technology, and
JOSE, which is a testbed for distributed sensor
applications. By bringing in R&D results and
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actually operating them, these testbeds can be
used to verify technologies for practical appli-
cation, to improve compatibility with existing
peripheral technologies, and to establish real
operational processes.

On the other hand, with large-scale emulat-
ed platform testbeds, the usage environment
is simulated (emulated) on a computer cluster
and the technology is tested while running in
that environment. StarBED is a concrete ex-
ample of this, and with it, a large number of
machines can be used for testing, including
scalability testing. The configuration of the
test environment can also be changed easily to
test in a variety of environments.

M Edge computing as an loT testbed
function

We are currently focusing on IoT technolo-
gy as a new target, and studying implementa-
tion of testbeds for this technology. IoT must
be efficient in processing data that is constant-
ly being produced by a huge number of distrib-
uted IoT devices, so an infrastructure architec-
ture suitable for IoT is needed. However, the
performance necessary to handle IoT data can-
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not be achieved using conventional architec-
tures like cloud computing, which concentrate
computing resources centrally and can lead to
inefficiencies. For example, to control equip-
ment in real time using data from sensors, the
delay between sensors and the remote cloud
could be large, making the response too slow.
If a sensor generates large amounts of data,
transmission of the data to the distant cloud
could also incur very high costs.

As such an ICT infrastructure concept
called edge computing, which places comput-
ing resources near the devices generating the
data (at the edges), has been attracting atten-
tion recently. We are developing a layered ar-
chitecture for edge computing (Figure 1). The
lower layers are infrastructure layers, which
manage various types of distributed physical
resources and provide abstract, virtualized
infrastructure model and service instances to
the upper layers. The upper layers are platform
layers, providing interfaces to middleware
functionality required by IoT services. They
receive the various abstract resource models
provided by the lower layers and use them to
process data and supervise communication.

An important aspect of edge computing is
consideration of the interface between these
upper and lower layers. With edge computing,
physical resources for computation and com-
munication must be distributed, and interfac-
es must be able to define computing “at the
edges.” IoT devices are also being developed
and sold by many companies, so a platform
for IoT must maintain such diversity. For this,
IoT service providers require simple, robust
interfaces able to implement a certain type of
ecosystem independently of the lower level
infrastructure. We are studying use cases and
prototypes where edge computing would be
effective, developing a platform architecture,
including interface design, and working to pro-
vide this as an IoT testbed in the future.

M Service exchange as an loT testbed
function

An important aspect of an IoT platform ar-
chitecture, in addition to being able to process
data efficiently, is to improve cost benefits, and
linking services is one way to achieve this.

1aT device Communication Message  Data Data analysis  Applications
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Figure 2 Various loT elemental technologies and related standards
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Figure 3 Service exchange platform overview

Even if individual IoT devices are inexpensive,
costs to deploy many are high. If new services
can be produced by linking diverse IoT ser-
vices, we can expect to improve cost benefits.
We are developing an IoT data sharing mecha-
nism called service exchange platform to real-
ize this sort of IoT service linking.

Currently, IoT services are composed of IoT
devices, communication, message exchange,
data management, data analysis, applications
and other elements, and diverse technologies
and standards are being developed for each
(Figure 2). As such, it is not an exaggeration to
say there are almost limitless ways to link IoT
services and it would be impossible for a plat-
form to support all of them. Also, most of the
vertically-integrated service platforms being
expanded by current cloud providers have not
considered this type of service linking, which
presents a problem for providing IoT services.

We are developing a simple mechanism
called service exchange platform, which can
handle all IoT device data consistently using
a message exchange format called MQTT
(Figure 3), as our approach to service linking.

This mechanism focuses on sharing data near
the IoT device producing the data. We are also
studying provision of this as a function of the
IoT testbed.

M Collaboration with the Smart loT
Acceleration Forum

In this article, we have introduced our
R&D on testbed technologies, and in particu-
lar, technologies we have begun studying for
implementation of an IoT testbed. We plan
to establish a testbed subcommittee within
the Technology Strategy Study Group of the
Smart IoT Acceleration Forum to advance our
IoT testbed efforts through open discussion. A
anyone interested in verification of IoT tech-
nologies is welcomed to participate.

[Reference URL]
http:/smartiot-forum.jp/tech-strategy/testbed/
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Open Innovation toward New Paradigm —NICT's R&D activities on IoT, Big Data, and Al— (Part 1)

StarBED as an loT Testbed

Expanding ICT technology testbed infrastructure to evaluate loT technologies as well

Toshiyuki MIYACHI
Associate Director of ICT Testbed
Research, Development and
Operations Laboratory/

Director of Hokuriku StarBED
Technology Center

ICT Testbed Research, Development
and Operations Laboratory

Technical Center of ICT Testbed
Research and Development
Promotion Center

Social Innovation Unit

Joined NICT in 2013. Engaged in research on
building and operating network testbeds
and their applications. Ph.D. (Information
Science).

ince FY2002, the NICT Hokuriku
StarBED Technology Center has been
promoting R&D on experimental en-
vironments, mainly for verifying Internet
technologies, and has been providing re-
alistic evaluation environments to industry
and to universities.
These types of test environment are
called testbeds, and the testbed we have
built is called StarBED.

M The StarBED approach and how it
has changed

StarBED was designed to shed light on is-
sues that occur in large scale systems, and is
composed of many PCs to run application soft-
ware that is actually used on the Internet and
in corporate networks. Its main purpose is to
evaluate products and technologies in an envi-
ronment that is similar to real, large-scale, and
complex environments, to expose problems
and to correct them before deploying the prod-
ucts in real environments.

The project began in 2002 with 512 serv-
ers, and since then the equipment has been up-
dated and expanded into an environment with
about 1,100 servers as of 2016. Until 2015, the
environment went through changes to support
various projects, but it was built and remained
a test environment for ICT technologies. How-
ever, there is now vigorous development of IoT
technologies, and products incorporating IoT
technologies are becoming quite familiar. [oT
technologies are more closely connected to our
living environments than ever before, and IoT

Figure 1 StarBED and its equipment
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devices are strongly linked to the movements
of people. Ensuring the safety of IoT technol-
ogies will be very important for technical de-
velopment in the future. As such, we are con-
ducting R&D to utilize StarBED as a testbed
for IoT technologies, starting this fiscal year.

[l StarBED as a testbed for loT

As described above, the approach of
StarBED is to operate real devices and appli-
cations, and facilitate doing experiments in
environments that reproduce the large-scale,
complex environments where the technologies
being evaluated will be introduced. However,
there are many types of IoT devices, and it is
not possible to build realistic environments
that would have many more devices than the
ICT environments we have dealt with till now.
So far, StarBED has been able to provide many
devices on the assumption that general servers
were being used, but such an approach is dif-
ficult with IoT devices. As such, our approach
is to use virtualization technology on gener-
al servers, to run hardware such as Arduino,
which is used in IoT technology. If many types
of hardware can be emulated using software
technology, the scale and connectivity of the
environment can be changed with flexibility.
It also has the benefits that emulator develop-
ment costs less than providing many individ-
ual hardware components, and the emulator
equipment requires less physical space. On
the other hand, there is some loss of fidelity
and accuracy in hardware components, which
could cause issues. We have prioritized the

Build a “real
environment
combining our
lechnologias. nclude
elements that cannot
b reproduced in &
real environment, Run
the user's scenarios,
observe. and analyze.

If PCs cannol be used
as 55. emuiale SenNsSors

and other devices on

Inem or implemeant the

required elements on {

the testbed by linking

to axtornal simutators.

Devices brought
in by users

Provide resources
needed to build the
evaluation
environmant with the
many PCs in StarBED
and by connecting
with external facilities.

Figure 2 loT evaluation platform on StarBED

benefits above, however, and aim to build envi-
ronments able to run the application software
as the main focus.

IoT devices generally assume wireless net-
working, but all servers in StarBED are con-
nected by wired links, so this aspect must also
be virtualized. For the past ten years, we have
been promoting R&D on a technology called
QOMET, which emulates wireless network-
ing over wired networks and has already been
used in various projects. Wireless networks
are strongly affected by factors such as weath-
er and geography, so it is difficult to conduct
repeated experiments under exactly the same
conditions. To accommodate this, we compute
the communications conditions with other
devices based on relative wireless device lo-
cations, and change the characteristics of the

p

- }
i" "Real” evaluation

PCs used as is Emulala notwork

environmeand

physical network accordingly when building

virtual wireless networks on StarBED.

M Future prospects

As mentioned earlier, IoT technologies
have a very strong connection with people's
movements. To evaluate IoT technologies,
human behavior must also be introduced into
the experimental environment. Weather condi-
tions and geography also have effects on both
IoT devices and people's behavior. To incorpo-
rate such elements into our environments, we
are also promoting R&D to connect existing
simulations of weather and flow of people to
experimental environments built on StarBED.

These are all elemental technologies, and
by building a large framework that links them

emvirgnment satisfying the requirements of all users as a whole

T,

Simutators for
physical phenomena

Emulate sensors
elc. on PCs

together, we will continue to grow StarBED
into a large scale emulation infrastructure for
large-scale, flexible evaluation of IoT technol-
ogies.
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loT Big Data Analytics Technology

Towards sustainable smart society by linking "Watch," "Create," and "Connect"

Koji ZETTSU

Director of Big Data Analytics
Laboratory

Big Data Integration Research Center
Social Innovation Unit/

Executive Researcher

Information Services Platform
Laboratory

Universal Communication Research
Institute

Employed by IBM Japan in 1992, and joined
CRL (currently NICT) in 2003. Director of
Information Services Platform Laboratory,
Universal Communication Research Insti-
tute from 2011 to 2015, and has held current
position since 2016. Research interests in-
clude data mining and information retrieval.

n recent years, loT has been spreading

rapidly and an estimated one billion

devices will be connected to networks
in Japan by 2020. It is anticipated that using
loT data, new services will be created in fields
such as environmental measures, health man-
agement, and industrial optimization. In our
real-space information analytics research, we
are developing data collection and analysis
technologies to effectively leverage real-space
information obtained from the environment
and societal life. We are also developing a data
mining technology that will integrate advanced
environmental data with social data to analyze
their cross-domain associations. It will facilitate
model case studies of environmental influences
to social systems such as transportation. We are
also conducting R&D on methods to feedback
the analysis results to sensors and devices in real
space, as well as R&D on sensor technologies to
realize feedback efficiently and effectively. This
will allow us to create, develop, and verify loT
platform for advanced situation recognition
and behavior support, with the goal of optimiz-
ing social systems (Figure 1).

B practical example of localized
torrential rain risk management

Disasters of localized torrential rain have
increased dramatically and become a serious
issue because of global warming and heat-is-
land phenomena. As a practical application of
our real-space information analytics technol-
ogy, a decision support system for localized
torrential rain is being developed. This system
uses phased-array weather radar installed in
Osaka and in Kobe for early detection of vor-
texes that indicate development of cumulonim-
bus clouds (localized torrential rain baby cells).
It then predicts areas on the ground where a
rainfall exceeding 50 mm/h will occur within
30 minutes, visualized on a digital map (lo-
calized torrential rain early detection). It also
sends warnings to pre-registered e-mail ad-
dresses, indicating areas such as water catch-
ments that rainfall will flow into, underpasses
and other areas susceptible to flood damage,
before the localized torrential rain occurs. We
are currently conducting a field test of this sys-
tem in cooperation with the Kobe city office.

Ph.D. (Informatics).

Association analysis for
heterogeneous loT data

Create

Dptimization
af social systems
In a spiral
—

(e ) (o)

loT systems for behavior
support linked to analysis

Data acquisition and
analysis optimized for usage

Figure 1 R&D on real space information analytics technology
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Figure 2 Decision support system for localized torrential rain

Through this test, in addition to further im-
provement of early detection accuracy, we also
realized that estimating various risks caused
by the torrential rain is also important in or-
der to take effective countermeasures with the
limited human resources available. This has
lead us to develop Al technology for predict-
ing risks co-occurring with localized torrential
rain such as traffic hazards. Our R&D scope
also includes behavior support for avoiding the
predicted risks, such as map navigation for safe
route navigation (Figure 2).

M 10T data gathering and analysis
optimized for behavior support

To make social systems more efficient and
optimized by utilizing IoT data, it is important
to organically link data collection, analysis,
and behavior support on the IoT platform. In
our recent R&D on air pollution risk manage-
ment, we are developing a scalable method for
air pollution prediction based on atmospheric
simulation models, which integrates multi-
scale, multi-modal atmospheric data captured
by satellite sensors, Lidar, and other means at
scales from global down to the level of towns
and roadways (Figure 3). This is a world-lead-
ing technology realizing air pollution predic-
tions for local living areas, from several hours
to several days in advance, by taking into con-
sideration the widespread cross-border pollu-
tion in Asia. We are also developing applica-
tions that provide pinpoint forcasts of adverse
affects on health from the prediction results,
as well as behavior support for prevention and
mititgation. In the future, we plan to integrate
data from mobile and personal sensors in order
to provide even more detailed predictions.

To make such analysis possible, we are
developing a data mining technology, called
Event Data Warehouse, that will gather and
integrate heterogeneous sensing data from IoT,
and extract event information representing
environmental phenomena or people’s behav-
iors. This will be used to discover and predict
spatial, temporal, and thematic associations
among those data (Figure 4).

We are also developing user interface and
interaction technology for effective behavior
support using various loT devices in conjunc-
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Figure 4 Event Data Warehouse system for collection, integration, and association analysis of
heterogeneous sensing data

tion with the data mining. Our research aims at
optimizing information visualization, presen-
tation, and user interactions based on extrinsic
factors such as the types and situations of be-
havior (working, driving, walking, interacting,
etc.), as well as intrinsic factors such as atten-
tiveness and psychological stress. Quantative
evaluation of these is also in our scope.

M Future prospects

Advancing real space information analytics
technology R&D even further, we will imple-
ment a platform for IoT data analytics based on
our technology on top of the NICT integrated
testbed. It will facilitate data-driven analysis
of environmental and social issues with social
Big Data. Our risk management applications
for localized torrential rain and air pollution

are to be its prototypes. We will also make
technical proposals and standardizations for
the IoT data analytics technology through
organizations such as the Cross-Data Collab-
oration Project at the Smart IoT Acceleration
Forum.
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Open Innovation toward New Paradigm —NICT's R&D activities on IoT, Big Data, and Al— (Part 1)

Community-based loT Infrastructure for a Safe & Secure Society

Strategies to deploy wireless loT gateways based on the concept of "Local data production and

local data consumption"

Yozo SHOJI

Director of Social-ICT Innovation
Laboratory

Big Data Integration Research Center
Social Innovation Unit

Joined Communications Research Labora-
tory, Ministry of Post and Telecommunica-
tions in 1999. Since then, he has been en-
gaged in the research for millimeter-wave
communications systems, coherent optical
communications systems, and the synergy
of wireless and wired network virtualiza-
tion. He is the director of Social-ICT innova-
tion laboratory.

Sarvioes and Applcations basaed a
o Tlocal data production for

he Social-ICT Innovation Laboratory

has inherited the vision of the So-

cial-ICT Promotion Research Center,
began in FY2014, conducting R&D on ICT
systems and services that contribute to
solving social issues, integrating different
fields and links different industries. Among
the diverse systems making use of ICT, we
are focusing R&D on the field of IoT tech-
nologies, which is expected to grow into a
large market in the future both in Japan and
internationally.

M Background

One of the societal issues on which NICT is
working broadly with industry is the so-called
"2025 issue". Japanese society is getting aged,
with one in four people already 65 years old
or older. This trend will continue in the next
decade, till one-in-three are 65 or older, and
one-in-five are 75 or older, putting Japan in
the lead as the first "super-aged society" in his-
tory. As such, in Japan, there is a market for
solutions that deal with this super-aged society
and a venue for testing them. This could be-
come a large export industry in the future and
presents a great business opportunity for do-
mestic industry. Our laboratory is promoting
early commercialization by domestic industry
in this domain, through R&D on ICT systems
and services, and demonstrations in society,

under the theme, "Creation of a Safe and Se-
cure Society."

R&D on wireless technologies that will
collect data from sensors in the innumerable
devices in our everyday environments, and on
technologies to process and analyze this data
is important for IoT technology, but strategic
promotion to consolidate infrastructure and
conduct R&D on services and applications
that will foster use of these technologies and
spread them throughout society is also need-
ed. As such, our laboratory will promote R&D
and practical demonstrations with a strategy of
spreading IoT infrastructure in three areas of
society, starting this year. These areas are: (1)
Developing services and applications based on
the concept of "local data production for local
data consumption," (2) incorporating wireless
IoT gateways in vending machines, and (3) in-
corporating wireless IoT gateways in commer-
cial vehicles (Figure 1).

M Spreading community-based loT
infrastructure in society through the
concept of "local data production
for local data consumption”

There are an increasing number of cases of
IoT-related business success through big-data
utilization. On the other hand, although there
have been various trials led by government
organizations as a means of regional revital-

Security

local data consumption”

Innovation with \
Community-based loT infrastructurs
for a safe/secure society

Fixed laT infrastroeciune
uraing ublouitous verding
i >

Figure 1 Strategies to spread "Community-based loT infrastructure" into

society
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beverage vending machines

ization, there are still no noticeable instances
of success. Most of the reasons for this stem
from capital or operating costs of equipment
for analysis of the "big" data that is collected.

Our laboratory is promoting R&D on sys-
tems or services for a safe and secure society
using simple and inexpensive mechanisms to
use and consume locally produced data, even if
it is "small" data, based on a concept of "local
data production for local data consumption" to
monitor regional safety and security (Figure 2).

With general big-data utilization models,
data are collected and analyzed, and services
are provided based on the results, but our
concept has a simpler data utilization mod-
el. We study services based on a cycle of (1)
taking data produced in a region, (2) sharing
them within the region, and (3) stimulating
or supporting action by people in the region
(Figure 2).

To give a more concrete example of a ser-
vice that contribute to safe and secure living,
a service that shares information about wan-
dering elderly persons with dementia who have
gone missing could enable a whole community
to look after them or quickly mobilize a search
for them. Another example is a service that re-
ports minute-to-minute changes in traffic con-
ditions and other anomalies or dangers at local
intersections and street corners to surrounding
pedestrians and vehicles in real time could.

M Spreading community-based loT
infrastructure in society through
wireless loT gateways in beverage
vending machines

For IoT services to permeate society, re-
gional [oT infrastructure must be built, install-
ing wireless [oT gateways at relatively high
density so that data can be collected from the
various IoT sensors, but the increasing cost of
securing locations for this equipment is a con-
cern.

We have designed a regional IoT infrastruc-
ture using a strategy of mounting wireless IoT
gateways in the approximately two million

beverage vending machines located through-
out Japan. We are currently developing a test-
bed and applications to verify this concept.
Particularly within cities, there are beverage
vending machines everywhere, at intervals of
a few hundred meters. Using beverage vending
machines as bases for Wi-SUN* wireless 1oT
gateways would make it possible to develop a
broad service area at low cost. Wi-SUN is a
wireless communications standard for IoT that
enables easy expansion of services areas using
multi-hop communication.

We are currently working, in cooperation
with a major beverage manufacturer, to build
the regional IoT infrastructure, to develop
applications, and to plan a demonstration in
Sumida Ward of Tokyo. Figure 3 shows an ex-
ample configuration for a mesh network with
base stations in beverage vending machines
that are actually installed by the beverage
company in outdoor locations in Sumida Ward.
This configuration assumes that bases are able
to communicate with each other if beverage
vending machines were located within 300 m
of each other. We expect that there will be seg-
ments that the signal will not reach due to ob-
structions, but this design shows that a mesh
network configuration could cover more than
60% of the area of Sumida Ward in its service
area.

M Spreading community-based loT
infrastructure in society through
wireless loT gateways in commercial
vehicles

We are also considering placing wireless
IoT gateways in taxis, buses, delivery trucks,
and other commercial vehicles that operate
locally, in addition to beverage vending ma-
chines, as a strategy for deploying IoT infra-
structure in society at low cost. These vehicles
are always active in areas where there is hu-
man activity, so even in areas that wireless sig-
nals do not reach easily or on the outskirts of
town, vehicles frequently come within several
hundred meters of wireless IoT sensors and can

& Usad

" moving urban infrastructure

receive the sensor data as needed. This mech-
anism enables regional businesses that have
vehicles to contribute to the community, by
functioning as infrastructure to monitor com-
munity safety and security while they move
around (Figure 4).

Since we will have IoT gateways installed
in these vehicles, we are also considering ser-
vices that will give them access to surrounding
wireless sensor data in real time, which can
bring their attention to traffic safety informa-
tion or give sight-seeing information based on
their current locations.

Our laboratory is currently getting coop-
eration from vehicle navigation system man-
ufacturers, while also testing communication
between vehicles with devices based on the
Wi-SUN wireless communication standard
and studying the utility of such services.

M Future prospects

We will continue building communi-
ty-based IoT infrastructure integrating wire-
less IoT gateways installed in beverage vend-
ing machines and moving vehicles such as
taxis, and promoting social verification tests
for safe and secure communities in coopera-
tion with local governments.

% Wi-SUN: A wireless communications standard for loT wireless
devices, promoted by the Wi-SUN Alliance. It provides recip-
rocal connection and authentication, and that uses the IEEE
802.15.4g standard. Several lifeline businesses in Japan have
decided to adopt it as the wireless communication standard
for smart meters, and it is expected that device size and cost
will continue to decrease further in the future.
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NICT Intellectual Property -Series 1-

nEm Equipment and Method for Microbe Analysis
[ | — Detecting chemical substances using biological sensors —

H Technology overview and applications

Conventionally, microbes’ sensitivity to chemical substanc-
es has been studied by placing the substance and a small
amount of bacteria in a Petri dish (a container used for bacteri-
al culture experiments prepared with nutrient-providing agar)
and observing its movement over time. This process required
approximately one full day. Newer methods dispense with
agar cultures and observe the movements of many individ-
ual E. coli bacteria with a microscope, determining their state
over a fixed period of time as either static, rotating clockwise,
or rotating counter-clockwise. These results are then analyzed
statistically to determine a test result. This process requires ap-
proximately ten minutes, which is a great improvement rela-
tive to conventional methods.

Analysis time reduction also results from using a sam-
ple-flow mechanism that enables measurements to be taken
one after another.

M Search for uses, applications, and collaboration
Chemical substances are generally analyzed using tech-
niques such as chromatography, which analyzes each compo-
nent of a substance. Methods that use microbes as discussed
here provide results more like a human sense, indicating an
overall “flavor” of the substance. As such, this analysis is similar
to wine tasting. It is not yet clear what substances this tech-
nique is good at detecting, but utilizing the advantages of this
method should reveal scenarios that will generate great de-
mand (or need) in the future. This will bring clear opportunities
for research collaboration or licensing, so future development

in this research is very promising.

Center of rotation

Research on using the sensing capabilities of living organisms to investigate chemical substances is advanc-
ing. Specifically, we are aiming to identify mixture materials using the chemotaxis* of the microbe, E. coli
bacteria, by applying machine learning to the collective response patterns of the bacteria. In the future, we

may be able to exceed the capabilities of even sommeliers of wine and Japanese sake.

Any companies or organizations interested in this technol-
ogy are welcomed to inquire as indicated below.

<Patent Information>

Publication No.: Patent Pub 2016- 208928

Name of Invention: Equipment and method for microbe anal-
ysis

<Contact (Inquiries, etc.)>

Intellectual Property Promotion Office, Innovation Promotion
Department

E-mail: ippo@ml.nict.go.jp

TEL: +81-42-327-6950 FAX: +81-42-327-6659

% Chemotaxis: In this case, the phenomenon that E.coli bacteria rotate
in a counter-clockwise direction in the presence of a desirable substance
(an attractant), and in a clockwise direction in the presence of an unde-
sirable substance (a repellant).

Microscope used for
microbial analysis

Time

>

E. coli counterclockwise rotation time-lapse photo sequence
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The Merit Awards for Industry-Academia-Government Collaboration are presented for instances of
great success, which contribute significantly to promoting collaboration among industry, academia,
and government, either reaping great success through such activity at corporate, university, or public
research institutions, or otherwise conducting pioneering initiatives.

The Conference on Electrical Insulation and Dielectric Phenomena (CEIDP) has been held every year
since 1931, and is the most important conference on dielectric and insulating materials in the world.
Since 1955, the keynote lecture of this conference has been treated as an award, and has been given by
well-known scholars in the physical sciences such as Peter Debye and Herbert Frohlich.

Cabinet Office, Government of Japan

Minister for Internal Affairs and Communications Award of 14th Annual Merit Awards
for Industry-Academia-Government Collaboration

Daisuke INOUE

Director of Cybersecurity Laboratory,
Cybersecurity Research Institute

Comment from the recipient

DAEDALUS has been a collaborative initiative among industry,
academia, and government from R&D through to implementation. It
currently provides alerts free-of-charge to educational institutions and
public organizations in Japan. Over 600 organizations participate in the
program (as of the end of December 2016). A commercial service for
enterprise has also been started and development of new results con-
tinues on all fronts. We would like to express heartfelt thanks to all
those taking part in DAEDALUS R&D, at NICT, Yokohama National
University, and clwit Inc.

data

@ Co-recipients: Katsunari YOSHIOKA (Associate professor for Graduate School of Environment and
Information Science / Institute of Advanced Sciences, Yokohama National University)
Yasuhiro KUNIMINE (CEO, clwit Inc.)
@ Date: August 26,2016
@ Description: In recognition of R&D work and deployment of results related to the DAEDALUS anti-
cyber-attack alert system.

Daisuke INOUE is the second from the left

IEEE CEIDP Whitehead Lecture

Kaori FUKUNAGA

Executive Researcher
Electromagnetic Applications Laboratory,
Applied Electromagnetic Research Institute

rorface matters in diefectrics

Comment from the recipient

Research on evaluation of dielectrics and insulating materials often
sounds old-fashioned, but I am so honored to receive such a prestigious
award from a long-standing organization that dates back to 1931, before
the IEEE was established. Infrastructures including electric power ap-
paratus continue to age, just as human society is aging. I believe elec-
tromagnetic sensing technology at NICT can contribute to the mainte-
nance of such infrastructures.

data

@ Date: October 17,2016

@ Description:The IEEE CEIDP opens each year with the Whitehead
Lecture. The lecture is given by a distinguished re-
searcher in the field of electrical insulation and dielec-
tric phenomena.

Above: Keynote lecture
Below left: Award ceremony
Below right: Award plaque
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