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Collaborative Research Department
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Role as powerfully central force that advances R&D
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INFORMATION SECURITY RESEARCH CENTER

Project Promotion Office

@Overall coordination of security-related research themes

@Creation and promotion of R&D environment

@Promotion of collaborative relationship with external organizations etc.

Network Security Incident Response Group
@Research on monitoring and management of network event data
@Research on analysis of and response to network incidents

Traceable Secure Network Group
@Research on traceable network technologies against cyber attacks
@Research on development of testbed for emulation of network incidents

Security Fundamentals Group

@Research on cryptographic protocols and cipher technologies

@Research on information security under electromagnetic threat and side-channel attacks
@Establishment of secure ciphers for e-government

Disaster Management and Mitigation Group
@Research on ensuring info-communications infrastructure in emergencies
@Research on ubiquitous ICT for disaster management and mitigation
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TEL 042-327-7429
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National Institute of Information and Communications Technology
Information Security Research Center

4-2-1, Nukui-Kitamachi, Koganei, Tokyo 184-8795, Japan (Koganei Headquarters)
Phone +81 42327 7429

URL http://src.nict.go.jp/index-e.html
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Executive Director,
Information Security Research Center

Yoichi SHINODA, Ph.D.
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Our everyday life depends heavier on information networks than ever before,
and we are enjoying conveniences brought by them more than ever. However,
various issues in security have been recognized as well at the same time.

Our research center is the part of the "ICT for security and safety" research area
which has been defined as a part of NICT's new 5-year mid-term research plan, to
cope with such issues. We are intended to be the leader of research and
development in establishing safe and secure life of people through info-
communication technologies.

Our research and development are organized under two major goals. One is
the realization of a secure and tractable network, through the use of next
generation malware handling and traceback technologies. Another is the
establishment of ICT that not only tolerates disasters, but also provides means to
protect life and property of people under such conditions.

With the responsibility and mission brought by being the sole research unit
within government agencies that explicitly handle safety and security in and by
info-communication technologies, we would like to steadily conduct our
research and development activities for the day that ICT not only means
convenience, but also safety and security.
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* Incident analysis center "nicter ; network incident
analysis center for tactical emergency response"

A center for developing quick and accurate incident
detection and response technologies by analyzing
computer viruses and worms.
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+ Real-time monitoring system

A system for monitoring network traffic and ongoing cyber
attacks in real time.
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* Incident analysis system

A system for detecting occurrence of incident from
monitored event data.
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« Evaluation system for display information leakage

A system for evaluating the display information leakage
from computers through electromagnetic emanation.
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* High-power microwave system

A system for radiating intentional high power
electromagnetic wave.
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+ Side-channel signal analyzing system

A system for analyzing the side-channel signal observable
from cryptographic modules.
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@Technologies to monitor and manage network event data
We are researching monitoring method of network event data
and management technologies of captured data to detect cyber
attacks.

@Event analysis technology
We are researching incident detection technologies by analyzing
behavior of computer viruses and monitored event data.

@Cyber attacks response technologies
We are researching contingency plans against incidents
detected by event analysis.

Leading R&D activities in safety and security for and by info-communication technologies
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@Research on design and analysis of authentication and

cryptographic protocol

We investigate the secure ubiquitous network methodologies
such as applications of formal methods in verification of security
protocols, design and analysis of new anonymous authentication
protocols, and lightweight public-key cryptosystems and
infrastructure.

@Research on analysis and evaluation of crypto algorithms

We analyze and evaluate the security of crypto algorithms against
various attack methods. We also develop provable secure

constructions of crypto algorithms.

@Research on evaluation and countermeasures against the
information leakage caused by electromagnetic emanation.

We study evaluation and countermeasures against the information
leakage caused by electromagnetic emanation from electronic devices.

@Research on side-channel analysis and countermeasures

We gather and analyze the side-channel signals coming from various
cryptographic modules and develop the effective countermeasures

against the potential side-channel attacks.

malicious electromagnetic radiation.

@Research on security of signal and data processing against

We study security problems of signal and data processing on
information systems against malicious electromagnetic radiation and

develop the effective countermeasures.
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* Nippon Information Communication Association
Telecom-ISAC Japan (Telecom Information Sharing
and Analysis Center Japan)

Telecom-ISAC Japan was founded to help build up a solid
telecommunication infrastructure by collection and analysis of
security incidents, e.g. security attacks and security accidents,
and by sharing this information with ISP members.
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@Traceable network technologies
We are researching technologies to detect and reveal the
source of cyber attacks and security incidents.

@Testbed for emulation of cyber attacks
We are developing testbed ( i.e. network for experiment ) for
analyzing behavior of computer viruses and worms and
validating the effectiveness and feasibility of our traceback
system.

@Secure overlay technologies
We are researching the overlay network system over Internet
for secure information transmission and communication.

* VM Nebula
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A simulation system for Internet security using PC
emulators (virtual machines) and virtual LANs for

virtualizing the Internet and targets.
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Privacy-preserving computations
Cryptographic techniques which enable
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emergency communications
We are researching ad hoc network technologies that enable
communication by establishing temporary and autonomous connection
among mobile terminals without base stations at the time of disaster.
@Research on network-control fundamental technologies during
BB i DT disasters
We are researching network-control technologies so that many people
can use communication networks even in congested situations caused
by rapid increases of call demands during disasters.
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@Research on information gathering / sharing
technology for disaster prevention and mitigation
using ubiquitous devices
We are conducting research and development of the
technology to receive, deliver and share the disaster
information correctly by using many small devices, such
as RFIDs (Radio Frequency Identification tag), sensors and
microcomputers.

@Research on information multiplexing contribution
for disaster mitigation
We are researching information multiplexing techniques
on a application layer which is expected to contribute to [a?
the increase of message capacity calmly under the limited
resouces of communication at the time of emergency.
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» CRYPTREC (Cryptography Research
and Evaluation Committees)
CRYPTREC evaluated cryptographic techniques, established the
e-government cipher list out of secure cryptographic
techniques, and monitors its security and reliability.X
http://www.cryptrec.jp/

us to analyze the sensitive information
stored among organizations have been
developed.
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Inter-robot ad hoc network for disaster
management

Novel ad hoc network technology for rescue robots'
communication and control has been developed on
network simulator and real rescue robot system.
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A network simulation system for congestion-
control technologies

A network simulation system to research on network-

control technologies in congested situations during
disasters.
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RFID system for use in disaster relief as
positioning source and emergency message
boards

We have developing systems that uses radio frequency
identification (RFID) tags both as the source of location
information and as data storage units to record messages
or information in disaster situations.



