
151MASUDA Hisanori et al.

1  Outline of the Tohoku JGNⅡ
Research Center

The Tohoku JGNⅡResearch Center (here-
after referred to as the “Tohoku RC”) is cur-
rently undertaking the development of an
application-oriented management platform
that can provide the network information
required by an application accurately, upon
demand, and with sufficient quality, with the
goal of R&D of an Application-Oriented Man-
agement Platform (a sub-theme of the JGNⅡ
Research and Development Project Theme IV:
Research and Development of Platform Appli-
cation Technologies).

The Tohoku RC has set three further sub-
themes for R&D of an Application-Oriented
Management Platform and has instituted one
research group for each sub-theme. There are
two advisors for the overall theme, and Pro-

fessor Hideaki Sone of Tohoku University is a
sub-leader overseeing projects at the Tohoku
RC. A visiting researcher and an expert
researcher are also involved in promoting
research activities at the Tohoku RC.

The sub-themes are summarized as fol-
lows:
(1) Development of network traffic measure-

ment/analysis technology for an ultrahigh-
speed and large-scale network
Effective monitoring and management of

the ultrahigh-speed and large-scale networks
of today is growing difficult due to the dra-
matic increase in the number of devices and
volumes of data involved. The group for this
theme is pursuing R&D of detection and
analysis technology for network events based
on measurement and analysis of network
traffic［1］-［5］.
(2) Development of an application-oriented
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management and security technology
This group is carrying out research on a

method for extraction of application control
information from the observed network infor-
mation, and on methods for measuring, con-
solidating, and efficiently collecting the char-
acteristics of communication at an application-
level in order to establish network observation
technology for a single application unit. Fur-
ther, the group will conduct research on intel-
ligent operation and management technologies
for high-quality, highly efficient networks,
taking into consideration application charac-
teristics and user activity information, and on
development of methods of assuring equiva-
lent distribution of resources between various
applications and of controlling and optimiza-
tion the bandwidth over the entire network.
Research is also underway to develop service
maintenance technology to provide defense
against network attacks［6］-［13］. 
(3) Development of flexible network middle-

ware technologies
This group is undertaking R&D on net-

work middleware technology that can respond
flexibly to demands from users and applica-
tions and to network environments and char-
acteristics, with the goal of realizing a knowl-
edge-based network based on the “flexible
network” concept. The main focus of R&D of
flexible network middleware (FNM) is cur-
rently placed on the development of a mecha-
nism for dynamic construction and reconstruc-
tion by agent-based middleware components
using domain knowledge［14］. Furthermore,
we have adopted Midfield System based on
the transcoding function in order to establish a
flexible multimedia communications service
function that will provide the quality of ser-
vice (QoS) required for various changes in the
characteristics of network resources［15］-［17］.

In addition to the above sub-themes, the
Tohoku RC is actively soliciting requests for
support in regional events and offers for col-
laboration in a range of local projects. This
collaboration is exemplified in joint research
with regional organizations in the develop-
ment of an application for intra- and inter-

regional broadcasting and remote education
systems. The following sections detail the
research for each sub-theme.

2  Network traffic
measurement/analysis technol-
ogy for an ultrahigh-speed and
large-scale network

2.1  Event detection method
2.1.1  Summary

In recent years, active research has been
focused on techniques for detecting abnormal
changes in traffic through so-called “anomaly
detection” applied to actual network manage-
ment. However, methods to date have relied
on evaluation measures that identify anom-
alies based on only two states—the presence
or absence of an anomaly—and thus were
incapable of providing detailed information on
the actual event upon detection. As a result,
individual network administrators were forced
to investigate such events as part of actual net-
work management. To resolve this problem,
this sub-theme group has proposed a system
that will automatically prepare a summary of
the anomalous event by linking the results of
traffic anomaly detection with log informa-
tion.
2.1.2  Network event detection

In this paper, a “network event” is defined
as one event (among all of the events occur-
ring within the domain managed by an admin-
istrator) that he or she recognizes to be of sig-
nificance in terms of network management.
Some examples include linkdowns caused by
switch malfunctions or cable breaks, unautho-
rized access from an external source (such as
DoS attacks and portscans), unauthorized use
of P2P file transfer software, excessive
resource consumption (such as the domination
of bandwidth by worms), and bursts in traffic
accompanying the release of software. Admin-
istrators investigate and determine the con-
tents of such events after detection and apply
emergency measures when necessary. Admin-
istrators also conduct more detailed investiga-
tions of the events in question to aid in long-
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term management strategies; these investiga-
tions inevitably require extensive knowledge
and experience, and the workloads placed on
the administrators are thus immense. This
study aims to relieve this administrative bur-
den through automation of the work involved.
2.1.3  Event summation system［4］［5］

This study proposes a scheme to supple-
ment the lack of event information under
existing anomaly-detection techniques,
through automatic summation of an event by
combining log information with event detec-
tion. Existing methods report only on the
results of anomaly detection with the message
that an anomaly has been detected in traffic
characteristics, while under the present
scheme, the relevant report also includes
more useful information on the type of event
detected. Figure 1 shows an outline of the
proposed system. First, traffic is input to an
anomaly-detection module, and determination
of normal/abnormal conditions are made in
real time. The volume of calculations is small
at this level, and a traffic-event detection
model based on an anomaly detection method
using frequency analysis is under considera-
tion for use in the real-time detection algo-
rithm. Here the high-frequency components
are first extracted from the traffic data series
using a fourth-order Butterworth high-pass
filter. The deviation score method is then
applied to the extracted components to detect
the anomaly. Concurrently with this proce-
dure, a continuous log is kept on the applica-
tion and system logger, and events occurring

within the log are analyzed, with similar
events clustered for future use. The event
summation module analyzes information
from both the anomaly-detection module and
the log file. When an “anomaly detected”
judgment is input to the event summation
module, the module searches through all
related logs near the time of the event and
prepares a summary of the event by selecting
the necessary information and conveying this
data to the administrator. The details of the
algorithm are given elsewhere［4］［5］.
2.1.4  Experiment and evaluation

To verify the feasibility and effects of the
proposed scheme, actual traffic data and appli-
cation logs were obtained from the network
for an experimental run. This experiment was
aimed at anomaly detection in http traffic and
mining of the http server application log. The
LAN was connected to the external network
via a single router unit, with http servers oper-
ating on two host units (A and B) constituting
the LAN. The target logs for mining consisted
of the access and error logs for each unit. The
left-hand plot in Fig. 2 shows the change in
traffic with time for the traffic data used for
anomaly detection observed at the router, with
total traffic sampled for one week in units of
five-minute periods. The right-hand plot in
Fig. 2 shows the deviation scores of the high-
frequency components extracted by the high-
pass filter. The results of analysis revealed that
the error logs for Host A showed massive inci-
dences of the errors “segmentation fault”, “file
does not exist”, and “script not found or

Fig.1 Scheme of event-detection system
Fig.2 Http traffic and corresponding

deviation score
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unable to state”, all within a short period of
time. The access logs of Hosts A and B
revealed that large volumes of requests had
been sent from a specific server, and this
information was judged as significant by the
module. The event was then summarized
based on this judgment. The information sup-
plied in the corresponding report is both nec-
essary and sufficient for the administrator to
understand the contents of the event with ease,
and we thus concluded that this scheme can
effectively relieve the administrator of the
workload involved in searching through logs
on his or her own.

2.2  Event detection and management
system

(1) Event detection
Network traffic monitoring is an important

element of network management and security.
Network monitoring should not be the end
goal, but rather should serve as a means for
analyzing and understanding exactly what is
taking place on the network. Observation
results obtained from monitoring can reveal
the effects of network anomaly events, errors
in operation, and security problems, among
others. In addition, these results can also be
used to predict the quality of service (QoS) or
to estimate required bandwidth. 

With this project, the authors are working
to develop an event model for monitoring traf-
fic data on the JGNⅡnetwork. The details of
this event model are given in Section 2.1. Fur-
ther, we are currently developing a group of
analysis tools that will support data analysis
both online and offline, so that we may pro-
vide an effective evaluation of the model
under study.

This group of tools will be used to detect
target events on the network. The detected
events will then be classified according to
cause (for example, access concentrations due
to a surge in ticket reservations on the web,
increases in traffic due to security problems,
or traffic anomalies associated with failures)
and subsequently investigated. Ultimately, our
aim is to provide network event information

for users ranging from network administrators
to the general user.
(2) Basic tool group

The network monitoring described in (1)
above involves complex configurations. The
five tools below have been developed to date
to facilitate these configurations and to enable
efficient overall monitoring.

(a) “Switch monitor configuration system”
to simplify setup of the network moni-
toring system: This tool enables effi-
cient setup of the monitoring system by
the network administrator.

(b) “Piped NetGrapher” for visualization
of traffic: This tool enables the visual-
ization of traffic data generated by an
application and allows online traffic
observation.

(c) “Summary Traffic Data Module” sum-
marizing statistical information: This
tool outputs statistical information in
CSV format and enables statistical
analysis using standard visualization
tools.

(d) “Traffic Tracker Bar Graph (TTBG)
system” to track specific traffic on a
Layer-2 network: This tool allows for
tracking of the port-based traffic source
for switches.

(e) “Event Detection and Management
System” to define and detect events
both online and offline: details for this
tool are given in (3) below.

(3) Event detection and management system
(Fig. 3)
Normal network monitoring routines focus

mainly on events. In the absence of detected
events, the network administrator is unlikely
to check the massive volumes of traffic data,
which will usually be archived, backed-up on
offline media, or discarded without detailed
analysis. Present monitoring systems lack the
ability to detect a specific target event, and so
administrators are left with two choices—
either to search through the massive volumes
of traffic data or to abandon the effort alto-
gether. In this study, events are assessed in
terms of long-term changes based on statisti-
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cal analysis. In many cases, administrators are
interested in a specific event (e.g., micro-
events such as file transfers, web-page trans-
fers, and mail transfers). The administrator
may also be interested in macro-events, such
as sessions between two points involving mul-
tiple micro-events or data streaming. Network
problems may also be viewed as events. In
these cases, traffic may suddenly decrease,
leading to a dramatic change in RTT. The aim
of this study is to develop a mechanism to
detect various types of events automatically
and to report outbreaks of these events to the
administrator. The present application detects
events based on the given rules, with a resul-
tant event report that allows the administrator
to visualize the associated traffic information
graph directly (Figs. 4 –6).

3  Application-oriented manage-
ment platform and middleware
technology

3.1  Application-oriented manage-
ment platform and security tech-
nology

3.1.1  Management assist technology
based on integration of man-
agement information

The video-distribution system based on
network-operation intelligence is under devel-
opment as a network management technology
for a multipoint mutual video-distribution net-
work (Fig. 7)［6］. The system is a relay-and-
distribution splitter with a protocol conversion
function to enable video distribution between
multiple points, and is expected to improve
efficiency of bandwidth usage over the entire
distribution network. The operation-and-statis-
tical information integration system is for col-
lection and handling of observation data of
network and application status (Fig. 8)［7］. The
system integrates information on both opera-
tion and statistical information along the time
axis, and performs continuous and quantitative
measurements for each layer［8］. Field experi-
ments for these developed technologies are
conducted though numerous video-distribution

events as part of the “Experiment for an Inter-
regional Broadband Content-Distribution
Backbone” and “CATV Content-Distribution
Experiment” projects on the JGNⅡ testbed
network［9］. Practical experiments［12］are also
underway to assess an on-demand distributed

Fig.3 Scheme of event detection and
management system

Fig.4 Display of alarm list

Fig.5 Rule definition by U/I

Fig.6 Traffic graph of target event
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file system as an effective operation technique
of a large-volume distributed distribution
system［10］［11］.
3.1.2  Application development with

regional cooperation
Along with the practical experiments using

JGNⅡ described above, establishment of an
end-user environment for the use of distrib-
uted images is also undergoing development
as an application in collaboration with region-
al organizations. Intra- and inter-regional
applications are carried out in the broadcasting
activities and remote education［13］. 

3.2  Flexible network middleware
technology

3.2.1  One-to-many and many-to-
many communication mecha-
nism

To study one-to-many or many-to-many
communication mechanisms for an agent-
based middleware architecture, we investigat-
ed a method of constructing an application-
layer multicast (ALM) tree in a total-connec-
tion overlay network and examined an agent-
oriented design for specific middleware com-
ponents. Under existing ALM methods, a sim-
ple overlay network with a relatively small
number of branches (i.e., several branches)
which correspond to the number of direct con-
nections established between nodes, as shown
in the left-hand side of Fig. 9, is established in
order to reduce the computational load during
the construction of the tree. The drawback of
the restriction on the number of branches is
that in many cases this leads to the construc-
tion of inefficient trees. We therefore exam-
ined a method for calculating a multicast tree
of a total-connection overlay network that did
not limit a number of candidate branches at
the outset［14］. For instance, nodes B–F are
first grouped based on the delay from trans-
mitting node A, as shown in the right-hand
side of Fig. 9. Each group is arranged in levels
(Lv) of increasing order, from groups with
small delays to those with large delays. A pro-

Fig.7 Multipoint image-distribution net-
work

Fig.8 Management and statistic information-integration system: System configuration (left) and
example screen image (right)
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visional calculation is made for a tree taking
the nodes in the group with a low delay Lv as
candidates for connection. When the required
delay conditions are not satisfied, calculations
proceed to include as candidates the nodes in
the group on the next Lv. In this way, a tree
satisfying the required delay conditions will
eventually be found insofar as a solution is
possible. 

Further, we examined an agent-oriented
design proposed to put the above method into
practice. As a result, we were able to come up
with the four agent-based middleware compo-
nents shown in Fig. 10: (1) an Application
Controller, (2) a Data Info Holder, (3) a Main
Controller, and (4) a Communicator. In the
future, we will construct a prototype system
based on these results and evaluate the pro-
posed method. 
3.2.2  MidField system

In various network and interconnected
computing resource environments, more flexi-
ble multimedia communication service func-
tionality is required to respond to the temporal
change in available resources and quality of
service (QoS) requirement for transmitted
media. To realize this service function, we
have now introduced MidField, which is a
middleware system based on a transcoding

function［15］-［17］.
As can be seen in Fig. 11, the MidField

System consists of a three-layer and four-
plane structure on top of the transport layer,
and provides flexible multimedia communica-
tion functions to applications. The Stream
Plane carries out multimedia streaming trans-
mission functions including media synchro-
nization, data conversion, and flow control.
The Session Plane performs session manage-
ments on end-to-end intercommunication, the
System Plane is in charge of resource manage-
ment, and the Event Process Plane performs
event processing within the system.

The MidField System enables both multi-

Fig.9 Existing method of ALM tree construction (left) and the total-connection method pro-
posed by the authors (right)

Fig.10 Middleware component design
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cast and unicast transfer functions for a wide
variety of media streams—from high quality
DV format videos to low quality MPEG4 for-
mat videos—according to available bandwidth
and load conditions corresponding to the com-
puting resources on both sender and receiver
sides by using dynamic media conversion and
transcoding functions in response to user’s
demands for service, as can be seen in Fig.12.

Currently, in addition to DV format videos
and high definition video, an HDV (1080 ×
1440) format video transfer system featuring
not only the standard one-directional camera,
but also an omni-directional camera with a
special 360˚ viewing lens, is currently under
development to guarantee transmitted video
quality for various applications such as tele-

conference and tele-observation systems. Per-
formance and functional evaluations of the
system are also planned.

4  Conclusions

This paper summarized the research and
development efforts underway at the Tohoku
JGNⅡResearch Center. The Center is current-
ly pursuing the three sub-themes described
above, and studies to date have produced
results essentially according to the original
schedule. In the future, we will link the efforts
among the three sub-themes with the aim of
expanding the overall scope of our research.Fig.11 Architecture of the Midfield Sys-

tem

Fig.12 Midfield transcoding function
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