
activities after putting together the guidelines 
and systems for launching the time business. 
Consequently, the present Time Business Fo-
rum was established for the purpose of spread-
ing awareness and developing time business.

Although NICT does not have a direct point 
of contact with users, it has been closely in-
volved with the time business as the National 
Time Authority in Japan from the beginning. 
The activities of NICT mainly involve the par-
ticipation in MIC policies and the International 
Telecommunications Union (ITU). One of the 
main activities regarding MIC is the above mo-
tioned “Research and Development of Time-
Stamping Platform Techniques”. This is not 
conducted merely to formulate policies for 
MIC and the “Accreditation Program for Time-
Stamping Services,” it also provides great sup-
port creating an actual time business founda-
tion for actual services and partnerships with 
companies.

The activities regarding ITU commence 
with making proposals concerning research on 
how to ensure reliable time utilizing the Time 
Stamp Authority to the ITU-R SG7 WP7A 
meeting in 2000 as a Question from Japan. Af-
ter being modifi ed, this Question was adopted 
as “Question ITU-R 238/7 Trusted Time Source 
for Time Stamp Authority”. Furthermore, in 

1 Introduction

Time business in Japan commenced with 
the “Study Meeting on Research and Develop-
ment of Standard Time Distribution and Time 
Authentication Service Forum (commonly 
known as “Time Business Study Meetings”)” 
held by the Ministry of Internal Affairs and 
Communications (hereinafter referred to as 
MIC) in January 2002. Held fi ve times over 
January to June 2002, these Time Business 
Meetings developed a future image of the Japa-
nese time business and methods to realize it [1].

Later in June 2002, the Time Business Fo-
rum was established in a joint effort by indus-
try, academic associations and government, 
and from fi scal 2003 to 2005, MIC consigned 
NICT to conduct the “Research and Develop-
ment of Time-Stamping Platform Tech-
niques” [2][3]. Then in November 2004, MIC 
announced the “Guidelines Concerning Time 
Business; for the Safe Use of Networks and Se-
cure Long-Term Electronic Data Storage” [4] 
based on the results of this research. As a result 
of this policy, the “Accreditation Program for 
Time-Stamping Services” was established in 
February 2005 in order to create a framework 
for a time-stamping system in Japan. In June 
2006, the Time Business Forum concluded its 

2-6 Trend of Time Business in Japan

IWAMA  Tsukasa,  SAITO  Haruo,  MACHIZAWA  Akihiko,  and  TORIYAMA  Hiroshi

Time Business in Japan started from the report of Ministry of Internal Affairs and Telecom-
munications of January, 2002. NICT participated in Time business from the beginning. In this 
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dardization activity of NICT.
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fake such electronic documents.
The altering and faking of such documents 

is a large threat to the networks of an informa-
tion distribution society and in order to prevent 
these acts, electronic signatures and time 
stamps have proved to be effective.

2.2 Electronic signatures and time 
stamps

Electronic signatures and time stamps are 
used in both Japan and around the world. They 
are a type of technology that evidences the 
originality of electronic documents by crypto-
graphic technology.

As shown in Fig. 1, electronic signatures 
initially randomly convert electronic docu-
ments into fi xed data of a certain length using 
one way hash function (hash value). This con-
verted hash value is known as message digest. 
Message digests are then encrypted with a se-
cret key generated for the author of the relevant 
electronic document. Encryption using the se-
cret key of the author is called a signature act 
and the encrypted message digest is called an 
electronic signature.

As shown in Fig. 2, electronic signatures 
can evidence the “who” and “what” by using 
cryptographic technology that evidences safety 
for the generation process and encryption of 

September 2009, NICT submitted a recom-
mendation proposal to the ITU-R SG7 WP7A 
meeting regarding the above time stamping 
system and after some reviews of the wording, 
it was sent to SG7. At the September SG7 meet-
ing, it was determined that procedures for the 
adoption of this recommendation proposal in 
document form be conducted by all participat-
ing member states and it was adopted by SG7 
in January 2010. Consequently, the ITU-R im-
mediately commenced approval procedures 
and the recommendation proposal was ap-
proved as Recommendation ITU-R TF. 1876 in 
April 2010.

Since NICT submitted the Question to ITU 
ten years ago and the passing of eight years or 
so since the Time Business Forum, time busi-
ness in Japan is now beginning to develop 
strong roots in Japanese society as a business. 
In this paper, we will examine the past ten years 
of the time business in Japan and its direction 
in the future.

2 The time-stamping structure

2.1 Threat in electronic documents
Prior to discussing time business, we will 

provide an outline of time stamping, the central 
technology of time business.

Electronic documents which have been cre-
ated using PCs and digitized paper documents 
using scanners, etc., can be duplicated (copied) 
several times without losing quality, and such 
documents have the benefi t of being capable of 
being reproduced by anyone who has the right 
software (hereinafter such documents are col-
lectively referred to as “electronic documents,” 
unless specifi ed otherwise). However, on the 
other hand, third parties can easily alter and 

Hashing of electronic documentsFig.1

Authenticity of electronic documentsFig.2
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cur in the cryptographic technology. An actual 
example of this impact is discussed in the 
“Time Business Accreditation Center”.

3 The commencement and 
expansion of time business

Here we will discuss the transformation of 
time business in Japan from its commencement 
until the present focusing on the role played by 
each of the related associations. The activities 
relating to time business can be broadly classi-
fi ed into the commencement stage from 2002 
until 2006 and the expansion stage from 2006 
until the present.

2006 was the year that the new “Time Busi-
ness Forum” took over from the industry asso-
ciation, the old “Time Business Forum”. It is 
from this that the position of the relevant orga-
nizations can be understood.

3.1 Commencement stage
3.1.1 Time business study meetings

The relationship between the organizations 
during the commencement period is summa-
rized in Fig. 4. Although services such as time 
stamps existed before 2002, the unifi ed time 
business in Japan commenced with the “Study 

the message digest.
On the other hand, for time stamps, al-

though the initial random electronic document 
message digests are generated in the same 
manner, these message digests are sent to the 
Time Stamping Authority (TSA) to generate 
time stamps. The TSA then adds time informa-
tion to the digest messages and issues time 
stamps. These time stamps can evidence “what” 
was created in the same way as electronic sig-
natures. However, as opposed to electronic sig-
nature, time stamps evidence “when” electron-
ic documents were created, not “who” created 
the electronic documents. The organization for 
time stamps is shown in Fig. 3.

As shown in Fig. 2, by combining electron-
ic signatures and time stamps, the “when”, 
“who” and “what” can all be evidenced. This 
evidences the “authenticity” of electronic doc-
uments or in other words, it evidences that “the 
author, creation time and created electronic 
document or paper document is the same as the 
digitalized document and not a fabrication”.

It is in this way that electronic signatures 
and time stamps technologies ensure the safety 
of electronic documents based on cryptograph-
ic technology. However, on the reverse side, 
there is a large impact if any vulnerabilities oc-

Time-stamping structureFig.3
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January to June in order to build an information 
communications foundation for practical use in 
the IT society in view of “time business”, and 
Mr. Shiomi from NICT participated as the di-
rector of the Time Business Study Meetings.

The Study Meetings actively discussed and 
prepared a report covering the following is-

Meeting on the Research and Development of 
the Standard Time Distribution and Time Au-
thentication Service (commonly known as 
“Time Business Study Meetings”)” held by 
MIC in January 2002.

The Time Business Study Meetings were 
held a total of fi ve times during the period from 

Relationship between organizations on the commencement stageFig.4

A future image of time businessFig.5
(An excerpt from the report by “Study Meeting on the Research and Development of the Standard Time Distribu-
tion and Time Authentication Service”)
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line with the direction formulated by the Time 
Business Study Meetings.

As shown in Fig. 6, the main structure of 
the Forum was divided into the two commit-
tees, namely the Technology Committee and 
the Planning Committee, and two working 
groups established under each of these commit-
tees. In addition, working groups were also cre-
ated when necessary.

NICT held the position of general manager 
of the Demonstration WG established under 
the Technology Committee and performed 
based on it the research and development, etc., 
consigned by MIC discussed in 4.

The Forum conducted activities for four 
years until June 2006. The main results of these 
activities are details as follows.

Publications
- Time Business (NTT Publishing: 2003)
- Commentary “e-Document law” (NTT 

Publishing: 2005) 

Guidelines
- Time Authentication Infrastructure Guide-

lines (2003, English Language Edition 
2003, 2nd Edition 2004)

- Time Stamp Operation Guidelines for 
“e-Document law” (2005)

- Time Stamp Long-Term Guarantee 

sues.
- What is time business?
- What is the future of time business?
- The social and economical effects of time 

business
- Time business research and development 

issues and time business standardization 
issues

- Time business comprehensive promotion 
policies

The largest achievements of the Time Busi-
ness Study Meetings were the establishment of 
time business as “business regarding ‘time dis-
tribution’ and ‘time authentication’”, and a fu-
ture image of time business and the procedures 
to achieve this was clarifi ed as shown in Fig. 5. 
The future direction of time business devel-
oped by the Time Business Study Meetings 
formed the basis of the time business in Japan.

At this time, “time distribution” was han-
dled in the same manner as “time authentica-
tion (time stamps)”. However, time distribution 
gradually became separated from the business 
side and time stamps became the main focus of 
activities.
3.1.2 The Time Business Forum

The Time Business Forum (hereinafter, 
“Forum”) was established in June 2002 as a 
joint industry and academic association in or-
der to develop time business for practical use in 

Organization chart for the old time business forumFig.6
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eral rules) and “Act for Revising, etc., the Rel-
evant Acts Associated with the Enforcement of 
the Utilization of Telecommunications Tech-
nology in Document Preservation, etc., Con-
ducted by Private Business Operators, etc., 
Act” (commonly known as “e-Document 
law”) [5].

The “e-Document law” is a law that was 
enacted to enable private companies to digi-
talize documents and ledgers with obligations 
to prepare and preserve attached.

The “e-Document law” requires the “au-
thenticity” of digitalized documents to be guar-
anteed. As discussed in 2, electronic signatures 
and stamps can be used to provide such guaran-
tees.

The Forum actively approached the rele-
vant government departments and agencies in 
relation to the introduction of the time stamps 
in the “e-Document law”. As a result, some 
documents such as national tax related docu-
ments, local government tax related documents 
and medical documents which are required to 
be preserved can now be electronically pre-
served using digital signatures and time stamps.

In June 2006 the Forum concluded its ac-
tivities, leaving behind the legacy of the com-
mencing of the “Accreditation Program for 
Time-Stamping Services” and the handling of 
the “e-Document law” and greatly contributing 
to the launch of time business and its initial ex-
pansion and awareness. From the following 
month, a new Time Business Forum was estab-
lished and time business entered into its expan-
sion stage.

3.2 Expansion stage
3.2.1 The Time Business Accreditation 

Center
Although electronic documents can now be 

preserved using time stamps pursuant to the “e-
Document law,” this does not mean that any 
time stamps can be used. According to the Or-
dinance Relating to National Government Tax 
Ledgers and Document Concerning the Medi-
cal Field [6] among individual laws enacted pur-
suant to the “e-Document law” (revision law), 
“time stamps relating to business accredited by 

Guidelines (2005)
- Technology and Operational Standard 

Guidelines for Reliable Time Authentica-
tion Infrastructure (2005)

Demonstration Reports (2005, 2006)

Investigation Reports
- Domestic Trends (2004)
- Germany (2004)
- Domestic and overseas (2005)
- United Kingdom, Hungry, Slovakia (2006)

Reports other than these can be still ob-
tained from the Time Business Forum web-
site [5].

In particular, the creation of the “Time Au-
thentication Infrastructure Guidelines” was the 
fi rst project performed by the Forum which 
provided the initial specifi c model for time 
business in Japan. The allocation of NICT 
(CRL at the time) to be the main provider of 
time distributions established it as the National 
Time Authority for time business in Japan.

The demonstration reports were the result 
of verifying the results of the “Research and 
Development of Time-Stamp Platform Tech-
niques” conducted by NICT through the eyes 
of other members.

In November 2004, MIC released the 
“Guidelines Concerning Time Business; for the 
Safe Use of Networks and Secure Long-Term 
Electronic Data Storage” [4] based on the dem-
onstration results, “Time Authentication Infra-
structure Guidelines” and the results of domes-
tic and overseas investigation reports.

The “Accreditation Program for Time-
Stamping Services” was launched after the 
technical and operating standards were deter-
mined based on the “Guidelines Concerning 
Time Business” and “Technology and Opera-
tional Standard Guidelines for a Reliable Time 
Authentication Infrastructure”.

Another major achievement of the Forum 
was the formulation and implementation of the 
“Utilization of Telecommunications Technolo-
gy in Document Preservation, etc., Conducted 
by Private Business Operators, etc., Act” (gen-
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fi scal 2010, there have been two examinations 
conducted in regard to the vulnerability of en-
cryption.

The fi rst examination was conducted im-
mediately after the commencement of the ac-
creditation system in October 2005 until Janu-
ary 2006. This examined measures to address 
the problem of “SHA-1 collision diffi culty vul-
nerability”. As a result, from April 2006, “hash 
functions with a bit length of SHA-246 or more 
must be used” when hashing electronic docu-
ments were added to the standards.

The second vulnerability concerns the 
“SHA-1 and RSA1024 encryption algorithm 
vulnerability” issue which is still being con-
ducted at the time of writing this paper in 2010. 
Although, in regard to these vulnerabilities, the 
Cabinet Secretariat Security Center, etc., are 
currently formulating a transition schedule for 
electronic signatures aimed at completing cre-
ation by the end of fi scal 2014, the transitional 
schedule for time stamps has been brought for-
ward to the end of fi scal 2013 and transition 
preparations have already commenced.

While the “Accreditation Program for 
Time-Stamping Services” is a private sector 
accreditation system, it is currently a system-
atic time stamping system which forms the 
core of time business.
3.2.2 Time Business Forum (TBF)

Following the disbandment of the Forum, 
the new Time Business Forum (hereinafter, 
“TBF”) was established in July 2006 in the aim 
of developing a user-friendly reliable time 
business, and promoting its expansion time 
throughout society in a transparent manner by 
building on the achievements of the Forum.

The structure of the TBF is shown in Fig. 
7(a). This shows that the initial structure places 
importance on conducting examinations of the 
fi eld of use in the aim of expanding practical 
use.

In addition to the April 2005 “e-Document 
law,” each government department incorporat-
ed time stamps in their digitalization initiatives. 
For example, in March 2005, the Ministry of 
Health, Labour and Welfare released the “Se-
curity Guidelines for Health Information Sys-

the Japan Data Communications Association” 
are required to be used.

This refers to “Accreditation Program for 
Time-Stamping Services” operated by the Time 
Business Accreditation Center of the Japan 
Data Communications Association.

As stated above, the “Time Stamp Accredi-
tation System” was launched at the end of the 
commencement stage in February 2005. Since 
the Accreditation System maintains a fair 
screening function as an organization, it has es-
tablished a System Consultation Committee (to 
evaluate and review the system) and an Ac-
creditation Examination Committee (to exam-
ine the application conditions that are diffi cult 
for the Association to determine alone). Mem-
bers of NICT have also been selected as com-
mittee members of these committees.

Examinations are conducted according to 
the following standards.

- Technical standards
- Operational standards
- Facility standards
- System safety standards
- Instructions to service participants and 

those relating to service participants
The technical and operation standards have 

been improved for practical use based on the 
Technology and Operational Standard Guide-
lines for Reliable Time Authentication Infra-
structure created by the Forum discussed in the 
preceding Section. Normally, these standards 
would take the form of fundamental standards. 
However, although there are international stan-
dards for individual conditions such as the 
RFC3628 for the TSA policy conditions and 
ISO/IEC17025 for the granting of time stamps, 
there are no international standards for the dis-
tribution and monitoring of time. This will be 
further discussed in 4 but currently, the infra-
structure for domestic and overseas standards 
is being promoted by NICT.

In addition, as discussed in 2, since time 
stamping technology guarantees safety based 
on cryptographic technology, its vulnerability 
could be linked to the vulnerability of the ac-
creditation system. Since the commencement 
of the accreditation system in fi scal 2005 until 
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created.
Even though the economy slowed down as 

a result of the Lehman shock in the second half 
of 2008, as shown in the “Time Stamp Utiliza-
tion Examples [7]” published in 2010, the num-
ber of companies that have started to use time 
stamps has increased from 2008 as a result of 
these policies.

After the Forum became the TBF, the rela-
tionship with NICT also changed. At the time 
of the  Forum, NICT held the position of Com-
mittee Vice-Chairperson and WG Director and 
an almost managerial position due to its rela-
tionship with MIC. However, after becoming 
the TBF, the Forum has become an almost pri-
vate sector organization and NICT has been 
performing activities as a participant.

Regardless of this, from fi scal 2007 until 
fi scal 2008, NICT submitted a research propos-
al to the TBF in regard to the possibility of real-
izing the “Managed Time-Stamping Service 

tems” and in June 2006, the Patent Offi ce re-
leased “On Guidelines for Prior User Rights 
System (Case Report) ‘Towards Smooth Use of 
Prior User Rights System; for Strategic Know-
How Management’”.

However, the expansion of time stamping 
is not only attributable to the guidelines formu-
lated by governmental departments and agen-
cies, but is also a result of the efforts made by 
the corporate world represented by TBF. For 
example, as stated in the “2006 ‘e-Document 
law’ Working Group Annual Report,” the re-
sults of market research were analyzed and 
policies were created in the aim of furthering 
expansion. In addition, not only guidelines tar-
geted at providers have been created as a policy 
to expand the utilization of time stamps. Nu-
merous guides in form of cartoons, such as the 
“Time Stamp Utilization Guide for Intellectual 
Property” created in 2007, and easy to under-
stand pamphlets aimed at users have also been 

Organization chart for the TBFFig.7

(a) ～ 2008

(b) 2009～
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Since this system is not technology con-
taining independent elements but functions 
working together, as shown in Fig. 8, the time 
stamp platform system was developed and the 
functions verifi ed.

Furthermore, security guidelines for time 
stamping were created and the security of the 
whole time stamp platform system was evalu-
ated in order to evaluate the system with vari-
ous information security issues.

The research results are briefl y summarized 
below.
4.1.1 Research and development of 

highly accurate time 
transmission technology

Due to the different time authentication 
protocols formulated for the research and de-
velopment of the highly reliable time authenti-
cation technology discussed in 4.1.2, the time 
stamp platform system contains two types of 
time distribution and authentication formats, 
namely the “linked authentication format” gen-
erated from the Nation Time Authority NTAI, 
Time Authority TA1, Time Stamping Authority 
TSA1 and TSA 2 and the “time link format” 
generated from the NTP (Network Time Proto-
col) server as shown in Fig. 8. Although the op-
posite side authentication and monitoring for-
mats are different, both formats utilize NTP in 
the time distribution protocols.

The “linked authentication format” consists 
of NTA 1 in Koganei City, Tokyo, TA1 and 
TA2 in Chiba City (Makuhari), Chiba Prefec-
ture, and TSA1 Tsukiji, Chuo Ward, Tokyo and 
each station is connected by ISDN 64 kbps. Al-
though the ratio for the time difference that ex-
ceeds ± 1 millisecond within a one week mea-
surement period in time distribution between 
NTA1/TA1 was approximately 4%, this is con-
sidered to be sporadic interruption handling 
within the used equipment. In addition, ±10 
milliseconds was not exceeded in time distri-
bution from NTA1 to TSA1 and TSA2.

The “time link format” consists of NTA2 
and TA2 in Koganei City, Tokyo and the NTP 
server in Shinbashi, Minato Ward, Tokyo and 
these are connected by an up and down sym-
metric internet connection. Since this utilizes 

(MTS)” in order to create a client-side time au-
thentication system for clients, and following a 
joint examination at the working group level, 
NICT and the TBF have conducted joint activi-
ties such as making proposals to the Time Busi-
ness Accreditation Center.

Since it is diffi cult to link the activities of 
the TBF with profi table activities for compa-
nies and as a result of the downturn in the econ-
omy, the activities of the TBF underwent a ma-
jor review in fi scal 2010. Consequently, the 
TBF is scheduled to re-commence its activities 
with a more streamlined structure in fi scal 2011 
as all the participating companies have ap-
proved the signifi cance of the organization’s 
activities.

4 NICT activities

4.1 MIC sponsored research
In response to the direction specifi ed by the 

Time Business Study Meetings and the fact 
that the necessity of ensuring the safety and re-
liability of information communications sys-
tems has been particularly mentioned in the 
information communications fi eld that is one 
of the four important areas of the “Fund Allo-
cation Policy for Budgets and Human Resourc-
es, etc., regarding Scientifi c Technology in Fis-
cal 2003” formulated by the Council for 
Science and Technology Policy, NICT was 
commissioned by MIC to conduct the “Re-
search and Development of Time-Stamping 
Platform Techniques” in Spring 2003 as re-
search and development that contributes to en-
suring safety and reliability, and the Time Ap-
plication Group has taken the initiative on 
research and development..

NICT raised the following three technical 
issues and performed system development in 
order to establish the “Time-Stamping Plat-
form Techniques”.

- Research and Development of highly ac-
curate time distribution technology

- Research and Development of highly reli-
able time authentication technology

- Research and Development of high speed 
time authentication technology
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cation format” issues both archive type time 
stamps utilizing linked information using 
TSA1 and PKI type time stamps using TSA2. 
PKI type time stamps verify the transmission 
route and time differences at the time of verifi -
cation by sequentially granting time stamp to-
kens as a time audit certifi cate including time 
information in each station. Furthermore, in 
regard to archive type time stamps, the trans-
mission route and time difference can be veri-
fi ed by viewing the time audit report publicly 
disclosed by the TSA at the time of verifi cation.

In addition, a time stamp verifi cation au-
thority (VA: Verifi cation Authority) has been 
established as a means for users to conduct 
time stamp verifi cations without being aware 
of the differences in these time stamp formats. 
Regardless of the differences in the above time 
stamp formats, the transmission route and time 
differences can be verifi ed in line at the time 
stamps are verifi ed by utilizing VA.

Incidentally, NTT Data Corporation cur-
rently utilizes archive type time stamps as ac-
creditation time stamps. Furthermore, Seiko 
Instruments, Inc. has improved time audit cer-

an internet connection, it may be affected by 
the volume of traffi c but this was kept within 
approximately 1 millisecond. In addition, even 
when 1 millisecond was exceeded using a di-
rect 10 Mbps local connection, this was mainly 
caused by interruption handling. Furthermore, 
as expected, the time difference between NTA2 
and the NTA server did not exceed ±10 milli-
seconds.

These results show that the time difference 
did not exceed ±10 milliseconds from NTA to 
TSA in either format. Furthermore, the mea-
surement results show that the cause of the 
degradation of time accuracy is caused mainly 
by unnecessary traffi c on the network and in-
terruption handling from other programs in the 
devices.
4.1.2 Research and development of 

highly reliable time 
authentication technology

The time stamp platform system adopted 
the “linked authentication format” and the 
“time link format” for the time distribution and 
authentication formats due to the different time 
authentication protocols. The “linked authenti-

Structure chart for the time-stamping platform systemFig.8
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cessed, it became apparent that the communi-
cation overheads between the processes in the 
server were a major cause of disruption. Con-
sequently, a maximum of 70,000 time stamps 
can now be processed each second due to revi-
sions made to these processes. However, 
through security improvements such as dou-
bling hash functions and adopting HTTPS 
communications based on the 4.1.4 “Time 
Stamp Platform Security Evaluation” and 
through the processing emphasizing reliability 
such as recording the issuance of each time 
stamp in the database, approximately eighty 
time stamps can be processed every second. 
These security improvements to the system and 
processes that emphasize reliability are overly 
exaggerated specifi cations and in regard to safe 
processing, there is more room to improve 
speed by increasing the speed of the DB de-
vices, etc.

Since TSA2 cleared the bottleneck caused 
by large amounts of transactions being pro-
cessed, it became apparent that the increase of 
processing speed in the HSM (Hardware Secu-
rity Module) was a major cause of disruption. 
Consequently, by improving the algorithms 
to process the areas that were not found to be 
problematic during the 4.1.4 “Time Stamp 
Platform Security Evaluation” at high speed, 
130 time stamps could be processed every sec-
ond when eventually using 1024 bit signature 
keys and 26 time stamps could be processed 
every second using 2048 bit signature keys 
in order to increase the safety of time stamps. 
Furthermore, since the HSM processing ca-
pability has increased ten times or more, 500 
or more time stamps can be processed every 
second using 1024 bit signature keys and 100 
time stamps can be processed using 2048 bit 
signature keys in order to increase the safety 
of time stamps when converting the TSA2 pro-
cessing capability to the performance of HSM 
currently available on the market.

Although these speeds could be considered 
quite low according to current standards, they 
are approximately ten times faster than the 
speeds at the time the commissioned research 
commenced.

tifi cates that include time information devel-
oped using PKI type time stamps and utilizes 
this as accreditation time transmission format.

The “time link format” generates time dif-
ferences, generating institutional information 
and previous electronic time evidence hash val-
ues, etc., at the time of receiving transmissions 
in addition to the time information contained in 
time evidence utilizing time verifi cation, and 
these are transmitted with the time evidence in 
the NTP packets. Hash links are generated in 
each station using the time evidence hash val-
ues generated at each station and the time evi-
dence hash values sent from each station. These 
hash links can detect any alterations made to 
time evidence since they contain time evidence 
sent from each connected station. The “time 
link format” enables time evidence to be en-
tered in to logs of the NTP server, etc., and time 
differences, generating institutional informa-
tion and transmission route information can be 
verifi ed in addition to the detection of altera-
tions through later information containing time 
evidence.

Although the “time link format” was devel-
oped through research on the mail relay server 
in fi scal 2006, it has not yet been put into prac-
tical use.

Both the “linked authentication format” 
and the “time link format” contain technology 
that evidences the time such as transmission 
routes and time differences generated on the 
NTA. In addition, the creation of VA enabled 
time stamp verifi cation regardless of the differ-
ences in the time stamp formats and provided 
the function that extends effective terms on the 
occasion of impending expiration of time 
stamps, which established the system for boost-
ing convenience for users.
4.1.3 Research and development of 

high speed time authentication 
technology

TSA2 was developed for the time stamp 
platform system. This issues TSA1 and PKI 
type time stamps which issue archive type time 
stamps utilizing linked information.

Since TSA1 cleared the bottleneck caused 
by large amounts of transactions being pro-
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safety was enhanced. However, since the eval-
uation was a system that attached overriding 
importance on safety, safety, performance and 
economic factors need to be considered for the 
actual creation of the system. Furthermore, 
some of the guidelines for this security evalua-
tion have been incorporated in assessments of 
the current accreditation system.
4.1.5 Time stamp platform experiments

As shown in Fig. 9, experiments utilizing 
the time stamp platform system involved the 
system being placed over a wide area, the use 
of applications in various fi elds and the clarifi -
cation of issues such as the evaluation of prac-
tical use from the user’s perspective, and the 
required technology and operation. In addition, 
these experiments involved verifi cations of the 
technical and operational policies regarding the 
long-term guarantees of the effectiveness of 
time stamps prior to the expiration of the effec-
tive terms of the relevant time stamps and prior 
to the relevant time stamps becoming vulnera-
ble.

The main experiment items are specifi ed 
below.

- Electronic contract experiments
- Log server experiments

4.1.4 Time stamp platform security 
evaluation

This item is a research and development 
item quickly established based on the instruc-
tions of the evaluation committee at the time of 
the mid-term evaluations.

Here NICT conducted a security evaluation 
based on the concepts of the international stan-
dards ISO/IEC 15408 regarding the security 
evaluation of the time stamp platform system. 
The TOE (Target of Evaluation) for each sub-
system of the time stamp system was clarifi ed 
according to the “Comprehensive Platform Se-
curity Evaluation Guidelines” formulated by 
NICT and a security evaluation of the TOE was 
conducted.

The main TOE items are specifi ed below.
- Encryption components
- Time information
- Unauthorized internal access
- The threat of being unable to verify time 

stamps in the future.
The fi rst two items can be addressed with 

technology but the last two items need to be 
addressed with technology and operations.

Although the authentication speed (4.1.3 ) 
decreased as a result of the evaluation, system 

Schematic for the time-stamping platform systemFig.9
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stamp time, have not yet been formulated.
Consequently, in 2000, the ITU-R SG7 

WP7A Meeting received a research question 
from Japan regarding research of how to ensure 
the reliability of time used by Time Stamping 
Authorities. After some modifi cations, the 
Question was adopted and research was com-
menced under to heading “Question ITU-R 
238/7 Trusted Source for Time Stamp Authori-
ty”.

Following this, in September 2002, NICT, 
as the National Time Agency, reported the 
structure of time stamp services in Japan as a 
standard for time to the ITU-R SG7 WP7A 
Conference, a matter that was discussed at the 
Time Business Study Meetings. Although this 
received strong interest from the participating 
countries, in particular European countries, no 
other countries submitted any subsequent re-
ports.

Normally, although the ITU-R reviews 
questions approximately every four years and 
there was an opportunity to review this ques-
tion in 2003 and 2007, several European coun-
tries have submitted proposals to continue this 
research.

As shown in Fig. 10, NICT submitted a rec-
ommendation proposal to the ITU-R SG7 
WP7A Meeting in regard to the structure of the 
responsibility of TAs in Japan to transmit and 
audit time. Although this recommendation pro-
posal was favorably received by each country 
and expressions were modifi ed, such as chang-
ing the name of TA to Time Assessment Au-
thority, almost the entire Japanese proposal 
was sent to SG7 and after being accepted by 
SG7 and completing the approval procedures 
of ITU-R, it was approved as Suggestion ITU-
R TF. 1876 in April 2010 [8].

The main arguments of the recommenda-
tion proposal are specifi ed below.

- Each Standards Authority in the world 
must provide their UTC (UTC (k)) to the 
TSA with the required accuracy.

- The traceability UTC (k) time from TSA 
must be evidenced by continuous moni-
toring by TAA (Time Assessment Author-
ity)

- Long-term guarantee experiments utiliz-
ing archive type time stamps using link 
information

- Long-term guarantee experiments using 
VA

Please refer to the Forum demonstration re-
port mentioned in 3.1.2 for the details of the 
results of these experiments.

Apart from VA, most of the experiment re-
sults have been put into practical use. In addi-
tion, as an extension of the VA experiment re-
sults, MIC has commissioned the TBF to 
conduct examinations on verifi cation tools that 
can uniformly verify the various types of time 
stamps.

As shown in Fig. 4, the research and devel-
opment of the time stamp platform technology 
not only contributed to the launch of the Ac-
creditation Program for the Time Stamping 
Service, but also greatly contributed to the 
practical use of many technical elements and 
the launch of the time business in Japan.

4.2 Time business and standardization
4.2.1 Standardization by the 

International Telecommunication 
Union (ITU)

In September 2000, NICT (CLR at the 
time) submitted a Question to ITU-R SG7 
WP7A Meeting (prior to the Time Business Re-
search Forum) of the International Telecommu-
nication Union (ITU) for standardizing time 
stamps. The ITU-R is the Radiocommunica-
tions Sector of the ITU, SG7 means Study 
Group 7 (for science services) and WP7A 
means Working Party 7 (for time signals and 
frequency standard emissions).

As stated above, since the granting and ver-
ifi cation of time stamps involves cryptographic 
technology, standardization has been formulat-
ed by the RFC (Request For Comments) of the 
IETF (Internet Engineering Task Force), etc., 
in the internet industry, and some standardiza-
tion has been formulated by the ISO (Interna-
tional Organization for Standardization) and 
the JIS (Japan Industrial Standards). However, 
defi nite standards for another important factor 
of time stamps, namely the reliability of time 
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TAA. However, since TSA is obliged to use the 
time provide by TAA under the accreditation 
system in Japan, it is necessary to establish 
standards in line with the Japanese accredita-
tion system. Furthermore, although it is noted 
in JIS, NICT is positioned as an institution 
which provides the standard time for Japan.

For JIS formulating work, the JIS Drafting 
WG drafted an original proposal, which was 
determined to be applied as a JIS draft version 
in consultation with the JIS Drafting Commit-
tee composed of experts. Thus, at the end of 
fi scal 2009, a JIS draft version was created and 
applied to the Ministry of Economy, Trade and 
Industry in charge of JIS as Application No. 12, 
the Industrial Standardization Act.

At the end of August 2010, the Planning 
Adjustment Working Group held a hearing in 
regard to the establishment of JIS and modifi -
cations were made based on the comments of 
the committee members and the matter was re-
submitted. However, as of September 2010 
(current), there have not been any major issues 
raised and it is anticipated that it would be stan-
dardized as JIS in the near future.

Furthermore, in order to provide the Japan 
time stamp structure overseas, international 

- TAA should have the function to assess 
whether or not the required accuracy of 
the time used by TSA is being maintained.

- TAA is the function to be executed by Na-
tional Time Authorities or Trusted Third 
Parties (TTP).

This is where the function of TA is defi ned. 
This is a function that encompasses the previ-
ous defi nition of an institution as a TA and is a 
more generalized concept. The introduction of 
the TAA concept laid the foundation of export-
ing the accurate Japanese style time stamps 
overseas. Of course, since this recommenda-
tion proposal only defi nes the function of TAA, 
it should be further enhanced in the future.
4.2.2 Standardization

Along with the standardization of the TAA 
function at ITU-R, from fi scal 2009, NICT 
commenced the formulation of the technical re-
quirements regarding TAA as JIS in conjunc-
tion with the Japan Data Communications As-
sociation that operates the “Accreditation 
Program for Time Stamping Services”.

Since internationalization was considered 
in the recommendation proposals of ITU-R, 
TSA does not need to use time provided by 

Applicable scope for recommendation ITU-R TF. 1876Fig.10
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time business from the beginning as the institu-
tion responsible for Japan Standard Time.

The safety of electronic documents has be-
come an issue due to information leaks and al-
teration incidents in recent years. Furthermore, 
due to the clouding of networks, how to protect 
the security of electronic information remains a 
large issue. In view of this social situation, this 
area is predicted to grow even more both in Ja-
pan and overseas. As the National Time Au-
thority in Japan, NICT needs to continue its ef-
forts in the future in order to fulfi ll its 
responsibilities.

standardization is required. Consequently, 
work to formulate it as ISO based on the cur-
rent JIS proposal has commenced from the lat-
ter half of 2010.

5 Conclusion

Time business is a very new fi eld that is 
barely ten years old. However, as a result of the 
rapid development of the high-speed informa-
tion communications society and network en-
vironments, it is becoming an essential part of 
modern society. NICT has had a deep involve-
ment and contributed to the development of 
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