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IV. Project Report

i) Introduction

This project addresses the impact of climate change on cities and urbanization, with
particular relevance to the priority area of improving environmental resilience and
more specifically in disaster mitigation. This collaboration proposes a flexible and
robust distributed framework for disaster mitigation, crisis communication and
emergency management that can monitor disaster events in near-realtime, based on
computational platforms, ranging from automated weather sensors, water gauges,
smartphones and laptops, to remote computing and data storage platforms. — the
platform would be based on dual-use infrastructure using the latest Software Defined
System technologies. The proposed forum will find critical technologies, use cases and
develop and deploy collaborative platform in ASEAN region. Use of NICT’s existing
testbeds such as JGN-X, Starbed and JOSE will have great leverage of research and
development. Collaborating with already funded activities in each institution as well as
outside projects such as PRAGMA (NSF, US), CENTRA (NSF, US) and CECEA (Taiwan),

we can accelerate our activities.

ii) Project Activities
(1) Development and Implement

In order to better explore various ideas that may be suitable for the blueprint, 5
project meetings were held between 2016 and 2018 to allow members to discuss
these ideas and coordinate the activities or experiments among them. Project
members generally utilizes off-the-shelf and open source technologies and

solutions in all activities.

The project activities are divided into 3 sub-projects focus on 3 different themes,
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they are:

a) Visualization of Distributed Environmental Data
Technologies explored: OpenVSwitch, Ceph, SAGE2, OpenStack

Activity 1:

Conclusion 1:

Activity 2:

A wide area network software defined storage was setup
using JOSE cloud resources from different data centers over
JGN-X and using SDN concept via PRAGMA-ENT, a virtual
client in MIMOS (Malaysia) access sensor data from internet
and then stored the data into this storage using NFS.

The testbed behaved as per expectation, challenges in
bandwidth and latency are still a concern. Moving forward to
design a WAN base storage that encompass ASEAN region
and with different data format and sizes as well as exploring
data management and analytics in Edge Computing (for
example exploring AI platform on-premise or edge as
published by MIMOS) [Mi(1)a)],

Developing sample code for distributed collaborative
visualization using SAGE2. Local SAGE2 environment was
setup and tested in MIMOS. AIST team provided a sample
code that can be later use to port an existing simple web-
based sensor data dashboard (as shown below) to SAGE2
with GIS information added.
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Diagram 1: A Simple Web based dashboard for Air Quality Sensor (source: MIMOS)

Conclusion 2:

SAGE?2 is a viable platform to share dashboard for different
sites such as smart cities" command and control centers.
Challenges are in getting the necessary data and developing
the applications that reflect those data [MiAb), Vi), Vii), Viv), VW],

b) SDN-IP Peering for IoT Data Transmission
Technologies explored: OpenVPN, Quagga, ONOS

Activity:

Conclusion:

This particular activity focuses on experimenting various SDN-
IP peering configurations on the said testbed and
documenting various challenges of deploying a combination
of software-based routing and hardware base systems.

SDN-IP Peering is a viable way to create a software defined
network backbone. Current challenges mainly revolve around
implementations using both software based and hardware-

3/8



ASEAN

IVO

&

ICT Virtual Organization of ASEAN Institutes and

NICT
(ASEAN IVO)

based solutions as well as documentations on how these
challenges can be resolved. Initial documentation was
released in second half of 2018 led by researchers from NCHC

)

c) SDN/NFV Infrastructure
Technologies explored: OpenDayLight, MQTT, Mininet

Activity:

This activity aims to getting all members to familiarize with
SDN and NFV technologies. Major effort is devoted to
knowledge sharing and training so that all members are
capable of building their own local SDN/NFV testbed and
value add to the existing tools (for example as published by
MAPUA on data transmission between Philippines and
Vietnam using OpenDayLight and Mininet [DM)]), Members
in this team are also researching and developing different
methods and applications for smart cities (as demoed by VNU
during CENTRA3 a simple SDN/NFV concept for street light
controller) as well as disaster management (for example
emergency vehicle routing published by UCSY [Mi(1)a)])

Diagram 2: Experimental Setup for Data Transmission between MAPUA and VNU (source and
acknowledgement: MAPUA University)
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Diagram 3: Experimental Testbed Setup (source and acknowledgement: VNU)

Leveraged Resources and Participants

All project members used and contributed their own resources during this project
period. Members use existing resources from their institutes for the project
activities, no additional hardware/equipment were acquired using
project funding. Based on the sub-projects:

a) Visualization of Distributed Environmental Data

a. Members: MIMOS, AIST, ASTI, NICT, NECTEC, NAIST (project partner)

b. Resources: NICT (JGN-X/JOSE), NAIST (PRAGMA-ENT), MIMOS (Server,
Ceph Storage), NECTEC (Ceph storage), ASTI (sample data), AIST (SAGE2
sample code)

b) SDN-IP Peering for IoT Data Transmission

a. Members: NICT, NECTEC, ASTI, HUST, NCHC (project partner)

b. Resources: All participating members used their own server and switch
during the experiment

c) SDN/NFV Infrastructure

a. Members: VNU, UCSY, HUST, MAPUA

b. Resources: VNU (IoT devices and demo apps), MAPUA (sensors and apps),
UCSY (apps on disaster management)

Findings and Outcomes

Initial studies indicate that Software Defined Systems can provide potential
solutions to setup a resilient infrastructure to support activities in smart cities
and disaster management [MVi(2)a)],

As published by MAPUA University, SDN can provide a reliable connectivity for
data transmission over 2 countries [™DMWA], With a maturing SDN-IP Peering
in progress, it is possible in a foreseeable future that a regional SDN based
network infrastructure can provide the necessary resilient infrastructure to
support activities for smart cities and disaster management. For example, by
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using the underlying SDN and coupled with a WAN base Software Defined
Storage, critical data such as weather and climate as well as other information
for the ASEAN region can be reliably stored and shared in the event if natural
disaster disrupts one country’s infrastructure.

An important outcome of such resilient infrastructure will be fully explored
when more applications such as those researched and developed for route
assessment for emergency vehicles, bridge monitoring in smart cities, air
quality data and so on can be monitored collaboratively and shared among
cities and even countries in ASEAN.

A proposed blueprint for such activities is illustrated in the following diagram:
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Diagram 4: Proposed Blueprint for Software Defined System for Smart Cities and Disaster Management

(4)

In the proposed blueprint, SDN-IP will be used as the backbone to serve smart
city/disaster management ecosystem that may consist of various command and
control centers as well as data centers. Each center hosts its own software defined
storage where data are replicated across a wide area network software defined
storage for redundancy. Access from the center to various IoT devices (sensors,
actuators, etc.) are via a combination of software defined network and network
function virtualization.

Broader Impact

By using the programmable capabilities of the underlying network infrastructure,
i.e.,, SDN/NFV and Distributed Object Storage technologies, we can foresee that
during an outage due certain disaster, different centers from different cities can
share the load as the data can still be collected and shared with redundancy from
the wide area software defined storage and that monitoring/planning/decision
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if)

making/etc. can be made using the collaborative visualization.

(5) Future Developments
Further developments can be considered in the following areas:

a)
b)
o)
d)
e)
f)
9)

Intelligent Dynamic Routing in SDN-IP Backbone

IoT Security

Network Function Virtualization for IoT

Intelligent Secure Edge Computing Deployment for IoT

Applications for emergency management and disaster management
Edge Computing and Edge Analytics

Actual field work, proof-of-concept, implementing the proposed blueprint
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