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Affiliation: University of Computer Studies, Yangon, Myanmar

Project Title: Spoof Detection for Automatic Speaker Verification

Name of International Conference: 27% Conference of the Oriental COCOSDA, 2024

(Link to website) https://ococosda2024.github.io/

Title of Research Paper: Analysis of Pathological Features for Spoof Detection

Name of all Co-authors (if any) Prof. Dr. Win Pa Pa, Dr. Aye Mya Hlaing, Dr. Hay Mar Soe Naing,
Dr. Kasorn Galajit, Dr. Candy Olivia Mawalim

Comments or feedback received at the conference:

1. The paper presents a valuable contribution to the field of spoof detection by analyzing pathological
features in Myanmar deepfake speech. The methodology is robust, and the experimental results offer
insightful findings.

2. This paper focuses on the detection of deepfake speech using pathological features within the Myanmar
Spoof Dataset, which is highly relevant to the O-COCOSDA community. The study addresses key
concerns in automatic speaker verification (ASV), speech synthesis detection, and the application of
acoustic analysis techniques. The topic is well-aligned with the conference's focus on speech processing,

speaker verification, and ensuring the integrity of speech systems in multilingual contexts.

Contribution to the project:

Analyze key feature variations and uncover meaningful distinctions among various spoofing methods,
enhancing the effectiveness of speaker verification with the newly developed UCSYSpoof dataset for the
Myanmar language.

This conference covers the scope of -

Audio, Speech and Language Processing

Datasets, Benchmark Systems, Models and Shared Tasks

Multimedia, Biomedical and Health Informatics

Information Forensics and Security
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The 27th Conference of the Qriental COCOSDA

it O-COCOSDA 2024 b+

€ Oct. 17-19, 2024 Q National Yang Ming Chiao Tung University, Hsinchu, Taiwan
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Analysis of Pathological Features
for Spoof Detection
Myat Aye Aye Aung, Hay Mar Soe Naing, Aye Mya Hlaing, Win Pa Pa,

Kasorn Galajit, Candy Olivia Mawalim

Methods and N

Comprises five distinct subsets designed for spoofing detection in Features analysis

ASV tasks and contains both genuine and spoofed speech
samples.

Deepfake speech presents significant challenges due to realistic
sound and detection complexities.

Effective feature selection and analysis are vital for improving

spoof detection. The spoofed portion, consisting of 63,932 audios, is generated

using five sophisticated techniques.

This study focuses on analyzing pathological features within the
Summary of each technique used in the UCSYSpoof dataset is

Myanmar Spoof Dataset.
Spoofed speech in the dataset is created using five distinct provided in Table I
techniques: Table I. Detailed Statistic of UCSY Spoof Dataset

1. HiFiGAN (vocoder method)

2. Parallel WaveGAN (vocoder method)

3. FreeVC (pre-trained voice conversion)

4. GMM-based

5. Differential GMM-based voice conversion (GMMVC_DIFF)

Fige 1. Syvem Dsig for Comparin Dot e Festurcs

hoty
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o OCOCRDINN for Spoof Detection

Myat Aye Aye Aung, Hay Mar Soe Naing, Aye Mya Hlaing, Win Pa Pa,

Deepfake specch presents significant challenges due (0 realistic
sound and detection complexities

“ Effective feature selection and analysis are vital for improving
| spoof detection.

| This sty focuses on S
| VlvammrSplwfl)
| Spoofed speech in i e e tog e et
| techniques:
| 1 HiFIGAN (vocoder methiod)
2. Parallel WaveGAN (vocoder method)
“ 3. FreeVC (pre-trained voice conversion)
4, GMM-based
| 5. Diffrenial GMM-based voice conversion (GMMYVC_DIFF)

methods. A

|

| A comparative analysis is conducted on_features, including
| Harmonics-to-Noise Ratio (HNR), jittr, shimmer features an

| Cepstral Peak Prominence (CPP) features.

| |
| Results highlight the importance of these features for enhancing |
spoof deteetion precision

|1n Fae Aulo Dettion (FAD) techmologis, aalying
pathological features and Cepstral Peak Prominence (CPP) is |
| essential,

| Advancements in deep leaming and acoustic featurc cxtraction |
| suppor this analysis.

| 10 the literatur, acoustic features such o

| MFCC, LFCC features, constant-Q cepsial coeflicients (CQCC)
| and then applicd pathological features: jitter, shimmer, HNR,
| Cepstral Harmonics-to-Noise Ratio (CHNR), Normalized Noise
| Encrgy (NNE), and Glottal-to-Noise Excitation Ratio (GNE)

avestigated fourteen pathological features, including:
i jiter (itter (local), local Absolute, rap, ppaS, ddp, pea)
Seven shimmer (Shimmer (local), localdb, apa3, apds, apqll,
dda, pea)
HNR

* Two CPP ion, 1o

Kasorn Galajit, Candy Olivia Mawalim

UCSYSpoof Dataset

mprises five distinct subsels designed for spoofing detection in
| ASV' tasks and contains both genuine and spoofed speech
samples.

‘ The spoofed portion, consisting of 63,932 audios, is generated ‘
‘ using five sophisticated techniques.
|

ummary of cach technique used in the UCSYSpoof dataset is
provided in Table I
Table . Deailed Staistic nmrwspmr Datasct

poted i
e —

| Vocoder Based Detaset Development utlized two GAN-based
neural vocoders: HiFi-GAN and Parallel WaveGAN, traincd on
| Myanmarspecch dat
| FreeVC-Based Datasct leverages a pre-trained WavelM for
content extraction via an information bottlcneck.

R e (VC) Methods uses parallel
speech utterances fiom source and target speakers.
(st SR

Features Results and Discussion

100 randomly selected samples for five methods
Each voice conversion method is further divided into two
types: VCI2 (converting from speaker | as the source (0
speaker_2 as the target) and VC13 (converting from speaker_I|
as the source to speaker 3 as the target).

= Additionally, the study incorporates two variants of GMMVC
(VCI2 and VCI3) as well as two variants of GMMVC_Dff
(VCI2and VCI3),

Detailed information about the datasets used in the experiment is

provided in Table I1.

‘Table II. Detailed Experiment of Datasets

bl | ity |

Spoofed.

Features analysi
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RSP Sy —

1 spoof datasets,thes featurs help {dentify difforences between '
genuine and manipulated specch.

|
They include imegular pitch, hoarseness, vocal tremor, reduced
foudness, and altered vocal quality. Analyzing these. deviations
can detect alterations o syntheses in voice signals.

Utilized thee pathological features: HNR, jiter and shimmer.
HNR: Insights into the periodicity and stabilty
Jiter evaluates the fluctuations in the fundamental frequency
from one cycle (0 the next, which may. indicate. voice

sabilty or synthetic manipulation.

Shimmer features provide crtical nsights into voeal intensity |
stabilty and fucliatng the detection of iregulaitcs that may
signal pathological conditions or manipulations.

CPP is an important feature in voice analysis, pr

oviding insights
into the periodicity and quality of specch signals and useful for

Discussion on Features of the Experiments

Myt st dass T, sgian vaniion wers obseid

HNR, Jite, Shimmer, and CPP fet

e diflencesbeween HHGAN and ParsldWaveGAN were relaively
wersiontcchniques, paricuarly GMMVC._DIFF

4 differences
g it 2 powerful tool for identfing minor

Aimed to identify the most effective features for detecting subtle
“ alterations in speech patterns.

| o ¢ ot dcpn |
| countermeasures against .m,.m« speech and ensuring
|ty e

Conducted a_ comprehensive analysis evaluating  fourteen
pathological featurcs.
* Asscsmen of CPP esturs in dtctng subils alaons in

specch pattemns,
= Pt significant feature variations  across different
spoofing techniques.

* Enhanced the precision of spoof detection systems throu
‘ ] poof detection systems through

Pt S

P S e o e Feres

g, b coicl ol |
o e vt gty ko e e |
:

* vide a robust framework for det
A i e e
and syntheic audio

“The amlysi demonstates that hese fetures show significant variations
actoss various spoolog techiques.

GMMYC DIFF (VCI2 nd VCI3), e posounce dillcncs

indicaies theie effctivencss in detceing subtle smomalics that sre
frirs

Stk sad shimms | fotmos s by efctve i deniyng |
{nconsistencies i vocalfold vibrtions and voice ensity:

CrPcnance spoo delsion by evaloaing oie ualy.
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[Required Documents]
A) Presentation Materials (e.g. PPT slides)

B) Final Program of the conference

Reporter: Myat Aye Aye Aung
Date: 22/10/2024
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