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Deepfake AI Market

According to Google Trends, searches for “free voice cloning software” rose 120 percent between July 2023 and 2024.
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•    Three seconds of audio is sometimes all that’s needed to produce an 85 percent voice match from the original to a clone.

In January, a robocall impersonating U.S. President Joe Biden went out to New Hampshire voters, 
advising them not to vote in the state’s presidential primary election.

• According to a McAfee survey, 70 percent of people said they aren’t confident that they can tell the difference 
between a real and cloned voice.
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https://edition.cnn.com/2024/01/22/politics/fake-joe-biden-robocall/index.html


Spoof Detection for ASV System

r e f e r s  t o  a  p r e s e n t a t i o n  a t t a c k  u s i n g  f a k e  b i o m e t r i c s  f o r  a  

v a l i d  p e r s o n .

Spoofing

Spoof Detection

ASV

Hello

Jash

Jash

Not Jash

Automatic Speaker Verif ication
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AVAILABLE SPOOF DATASET
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PREVIOUS WORK
T H A I  S P O O F  D A T A  S E T  B Y  K A S O R N  E T  A L .

01 02 03
T E X T - T O - S P E E C H :  T T S F U N D A M E N T A L  F R E Q U E N C Y  

M O D I F I C A T I O N : F 0

P I T C H  S H I F T I N G
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DATABASE CONSTRUCTION

S C R E E N I N G  T A S KA D D I N G  S O U R C E I N T R O D U C I N G  M M S - T T S

• T h e  d a t a s e t  i s  s c r e e n  b e f o r e  

m o d i f i c a t i o n  a n d  s y n t h e s i z i n g .

• C u t  o f f  s o m e  l o w - q u a l i t y  s p e e c h  

a n d  t h e  s p e e c h e s  w h o s e  l e n g t h  

i s  s h o r t e r  t h a n  5  s e c o n d s .

• A d d  n e w  d a t a  s e t  f r o m  

n e w  t e c h n i q u e  w h i c h  i s  

“ M a s s i v e l y  M u l t i l i n g u a l  

S p e e c h  M o d e l  ( M M S ) ”  

d e v e l o p e d  b y  M e t a  A I

• A d d i n g  g e n u i n e  v o i c e  

f r o m  “ C o m m o n  V o i c e ”

• C u r r e n t l y  h a v e  

C o m m o n  V o i c e  +  

L O T U S
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MMS-TTS

i s  b u i l t  o n  a d v a n c e d  m a c h i n e  l e a r n i n g  t e c h n i q u e s ,  p a r t i c u l a r l y  d e e p  l e a r n i n g ,  t o  

r e p l i c a t e  h u m a n - l i k e  s p e e c h  f r o m  t e x t  i n p u t s .

K e y  F e a t u r e s :

• M u l t i l i n g u a l  C a p a c i t y

• N a t u r a l  S p e e c h  O u t p u t

• A d v a n c e  L a n g u a g e  P r o c e s s i n g
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GENERATING SPOOF SPEECH USING MMS-TTS
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NEW SPOOF DATASET
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EXPERIMENT SET UP

u t i l i z e d  a  C N N  m o d e l  t o  t r a i n  a n d  d e m o n s t r a t e  p e r f o r m a n c e  u s i n g  t w o

d i s t i n c t  t e x t - t o - s p e e c h  d a t a s e t s :  t h e  V A J A  d a t a s e t  a n d  t h e  M M S  

d a t a s e t .  

2 feature extraction

• LFCC • MFCC

Linear Frequency Cepstral Coefficient Mel-Frequency Cepstral Coefficient
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SPOOF DETECTION MODEL DIAGRAM

12



EVALUATION MATRIX

01 02 03
E Q U A L  E R R O R  R A T E  ( E E R ) A C C U R A C Y F 1  S C O R E
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RESULTS

L F C C

F e a t u r e  E x t r a c t i o n

M F C C

F e a t u r e  E x t r a c t i o n
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MMS Versus VAJA

1. randomly select 100 speech signals ID (10 utterances from 10 speakers)

2. pull the selected speed signal from Genuine, MMS, and VAJA dataset

3. calculate cosine similarity of LFCC feature between 2 pairs, (Genuine, MMS) and (Genuine, VAJA)

4. compare the similarity of synthesis voice datasets and genuine voice dataset

Experiment Set Up
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Thank you

Any question or comment is welcome

18


	Slide 1: ThaiSpoof : An extension to current methods and database catering advanced spoof detection
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18

