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ABSTRACT

The objective of this paper is to infroduce a scheme of comprehensive-factor
authentication in edge computing, focusing on a case study of time
attendance in smart environments. This authentication scheme deploys all
possible factors to maximize security while maintaining usability at a specific
smart context. The factors used include three classic elements: something you
know, something you have, and something you are, plus an additional location
factor. The usability issue involves the ability to reduce fime used and to
minimize the human actions required throughout the authentication process.
The results show that all factors should be authenticated at once in
background, and a user can successfully complete the authentication process
by performing one or two actions simultaneously. Since user role in a smart
environment can be more complicated than roles in other smart offices, role
classification at an early stage is highly recommended. The case study reveals
that the same setting can require varying levels of security and usability for
each user.
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OBJECTIVES

Multi-factor authentication has been widely used in many information systems
to ensure the accuracy of user identity. It is said that the more factors taken
info account, the more accurate the results. However, in real use, deploying
too many factors can cause difficulty of use such as increased time and cost.
Our proposed “Comprehensive-factor authentication” is defined as an
authentication method that uses all possible factors while maintaining real-
world usability. The study demonstrates a case of a mobile-based time
attendance system in a smart office using four factors, including password,
MAC address, biometric data (facial data), and location. An employee can
use a mobile phone (Bring-Your-Own-Device: BYOD) to check in at any area in
the office, using all four authenticating factors in a few seconds. This method
promotes both security and ease of use. However, the use of mobile-based
system may not be applied in all smart environments due to some restrictions.
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COMPREHENSIVE-FACTOR AUTHENTICATION

This section proposes a comprehensive-factor authentication scheme
designed for smart environments that have unique characteristics. The
comprehensive-factor approach contains all possible or necessary factors,
while low effort in terms of ease of use, time consumed, and seamlessness must
be taken into account. In cases where the system is BYOD-based, the factors
should include login/password from Lightweight Directory Access Protocol
(LDAP) (from personnel database), MAC address of mobile phone, facial data
for face verification, and location from GPS or a WiFi locator. All of these factors
must be authenticated seamlessly, allowing a user to finish check-in in a few
seconds without too much effort.

Comprehensive-Factor Authentication in a Time Attendance System

EXPERIMENTS

The proposed scheme is divided intfo two processes:

- Registration: A user registers all the factors including password (from LDAP or
Active Directory), mobile device (IMEI/MAC-automatic registration), facial
data (for face verification), and location (GPS/WiFi locator-preset condition)

- Authentication: A user uses a mobile device to check-in/check-out. All four
factors registered above are authenticated in a few seconds.
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Factors/Atftributes

100% Accurate (similar to our existing Intranet system)
Username/Password
Something you have 100% Accurate (once a device is registered, other user cannot use
the registered device on behalf)
98% Accurate (two persons who are twin cannot be differentiated)
Face verification
Somewhere you are 100% Accurate (employees who are outside the desired area
(Location) including a location outside the technology park, not on the desired
floor at the desired building and through VPN)
YNCVCT R (MR R O Less than two seconds

check-in
Attempt for spoofing

Attempt for spoofing is possible, and it depends on the security
strength of each factor. In our experiment, MAC spoofing be done in
general as mentioned earlier. However, the hacker does not know
the target's MAC unless it is willingly given by the targeted user.
However, the hacker still needs to acquire the target's identity of the
other factors, and has to borrow the target's device. In this scenario
using BYOD, people today feel reluctant to lend their own mobile
device, even for a short time.

Results
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