








PRINCESS:
A Secure File Storage System

—With flexible data sharing based on confidentiality levels—
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Background

Cloud-based storage services have been increasingly common
recently, but currently most of them simply store uploaded data
as-is, without encryption, and there is a danger that archived data
could leak due to a cyber attack or operational error by the stor-
age company. It is also desirable to be able to set sharing policies
(confidentiality levels) according to which members will share the
data. Archive data encryption is an effective measure for resolv-
ing these issues. However, with conventional public-key crypto-
systems (e.g. RSA encryption), files encrypted with user A's public
key can only be decrypted with user A's private key, so to share
an encrypted file with multiple members, the encryption process
must be carried out as many times as there are sharing members.
On the other hand, with symmetric-key cryptosystems (e.g. AES),
all sharing members use the same key for encryption and encryp-
tion can be done all at once, resolving the issues with public-key
encryption. However, a different key must be used each time to
preserve safety, so key sharing and management is still an issue.

To resolve these types of issues, NICT developed the "Proxy
Re-encryption with INd-Cca secure* Encrypted file Storage
System" (PRINCESS). PRINCESS uses an ID-based encryption
called "ID-Based Proxy cryptosystem with revocability and hier-
archical confidentialities", which implements the two functions of
proxy decryption and proxy re-encryption (IBPdr) and is propri-
etary NICT technology. It is an encrypted file sharing system that
considers users' privacy in handling their confidential informa-
tion.

Technologies used in PRINCESS

ID-based encryption

ID-based encryption is a type of public-key encryption that
features use of a unique ID (e.g. the user's email address) as the
public key. This makes it a very convenient encryption method
for users. With conventional public-key encryption systems, us-
ers can issue their own private keys, but with ID-based encryp-
tion systems, keys corresponding to the users' IDs are issued by a
trusted Private Key Generator (PKG) such as their organizations'
information-management departments.

Proxy decryption and proxy re-encryption

Proxy decryption is an encryption method with a feature that
enables a pre-designated party (a proxy) to decrypt ciphertext that
conventionally only the legitimate receiver could decrypt. In this
case, the legitimate receiver passes the proxy a proxy decryption
key, rather than his/her own private key, and the proxy can use it
to decrypt the ciphertext (Figure 1). On the other hand, with proxy
re-encryption, receiver A passes a re-encryption key to a proxy
server, which enables it to convert data encrypted for user A to
data encrypted for user B, without decrypting the data first. User
B can then use his/her own private key to decrypt the converted
ciphertext (Figure 2). A feature of this re-encryption key is that
it cannot be used to decrypt either the ciphertext for user A or
the converted ciphertext for user B. We have proposed the IBPdr

Figure 1 Proxy decryption
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Figure 2 Proxy re-encryption



system, as a NICT-proprietary technology that is able to convert
ciphertext created using a proxy decryption scheme to ciphertext
for a different user through use of proxy re-encryption.

PRINCESS Functions

We implemented PRINCESS utilizing the features of the ID-
based proxy cryptosystem described above (Figure 3). PRINCESS
has three levels of confidentiality—high, medium and low—each
using different encryption protocols. (1) ID-based encryption is
used for sharing encrypted files with a single specified member
(having a confidentiality level of "high"); (2) Proxy re-encryption
is used for sharing encrypted files with members of the same or-
ganization (having a confidentiality level of "medium"); and (3)
Proxy decryption is used for sharing encrypted files with users
including those who do not belong to the same PKG (having a con-
fidentiality level of "low"), by passing proxy decryption keys to
such users. Through the features of IBPdr, ciphertexts with a lower
confidentiality level can be converted to ciphertexts with a higher
confidentiality level (e.g., from "low" to "medium", from "low" or
"medium" to "high"), but the opposite conversion cannot be done.

PRINCESS is an efficient system that encrypts data using the
AES symmetric-key cryptosystem, encrypts the AES key, K,
using the IBPdr system, and then stores them both on a server.
To share a ciphertext having confidentiality level of "low" with
a user not belonging to the same PKG, the storage server sends
the ciphertext as-is, the user computes K using a temporary proxy
decryption key received earlier, and then uses K to decrypt the
AES-encrypted data file. To share a file encrypted for user A and
having a confidentiality level of "low" or "medium" with user B, a
member of the same organization, a re-encryption key from user
A to user B is sent to the server. The server then uses it to convert
the ciphertext of K created for user A to a ciphertext for user B. In
doing so, B can decrypt K using his/her own private key. Then the
AES-encrypted data file can be decrypted. We have implemented
PRINCESS in a storage server and tablet devices for controlling
it (Figure 4).
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Figure 4 Storage server and tablet devices implementing
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Example applications and future
prospects

PRINCESS has many possible applications as
an ordinary encrypted file storage and sharing sys-
tem, such as for sharing medical data or automobile
information, or for use with Social Big Data. Such
data is likely to include private information, so us-
ing cloud storage services that have inadequate data
protection measures can lead to concerns regarding
security. PRINCESS not only resolves such issues
of privacy, it is also useful from the perspective of
Business Continuity Planning (BCP).

In the future, we intend work to put PRINCESS,
the general encrypted file sharing storage system, to
practical use in various fields.

* IND-CCA secure: Defined as the strongest security level of
encryption systems, satisfying indistinguishability (IND) even a
chosen-ciphertext attack (CCA) is used. More specifically, con-
sider a game in which the attacker must determine that cipher-
text C was encrypted by which text, D1 or D2. In such a case, if
the attacker cannot determine whether C is the ciphertext of D1

Figure 3 Overview of PRINCESS (application example of handling
medical information in a cloud service)

or D2 (IND), even if he/she can select a ciphertext other than C
and obtain the plaintext data of the selected ciphertexts (CCA),
IND-CCA security has been achieved.
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NICT Technologies used in Society

UseYofiNIRVANA (Nicter -
Real:network<Visual
ANl zer)

DAEDALUS (Direct
JAlertiEnvironment for
And/Livenet
Security)
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Nippon RAD Inc. (hereinafter Nippon RAD) and clwit
Inc. (hereinafter clwit) are both commercializing NICT-de-
veloped systems, which they have received through tech-
nology transfers, called "NIRVANA" and "DAEDALUS"
respectively. The companies entered into a partnership
with each other in April of this year. They are combining
their forces to develop global business using domestical-
ly developed systems. Osamu TAKIZAWA, Manager of
the Intellectual Property Promotion Office, is in charge
of the Network Security Laboratory and one of his roles
is to make connections to implement NICT-developed
technologies in society. TAKIZAWA recently spoke with
Mr. Michimasa SUZAWA, President of Nippon RAD, and
Mr. Yasuhiro KUNIMINE, CEO of clwit.

NIRVANA Rapps: Displaying network
traffic using 3D animation

TAKIZAWA: To begin, could you describe NIRVANA Rapps,
which Nippon RAD is developing?
SUZAWA: NIRVANA Rapps is a product that Nippon RAD de-
veloped using the NIRVANA technology received through tech-
nology transfer. It displays network traffic in real time using 3D
animation. It can extract and collect source and destination infor-
mation from traffic and provide a visualization of this data in real
time.

Our sales activity is mainly targeted to users that have high-

Nippon RAD Inc.

Established in 1971 and listed
on JASDAQ. Mainly engaged in
corporate software development
contracting, but also developing
hardware for hospitals, govern-
ment, police and fire departments.
Also conducting sales of products,
mainly from overseas, and operat-
ing data centers. Currently approxi-
mately 300 employees.

‘

Mr. Michimasa SUZAWA, President, Nippon RAD Inc.
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volume traffic or operate large-scale networks, such as commu-
nications providers, data centers, manufacturers' laboratories and
government agencies.

TAKIZAWA: What sorts of reactions have you had from organiza-
tions using the product?

SUZAWA: Traffic flow is shown using an animation that can be
understood intuitively, so when trouble occurs, the location of the
trouble can be addressed immediately. Users have said that they
can address problems more quickly, because this can reduce the
work involved in checking the logs of the applicable routers.

SiteVisor: Detecting unauthorized access
within an enterprise and sending alert
notifications

TAKIZAWA: Could you describe the SiteVisor product that clwit
is developing?

SiteVisor is a cyber-attack alert service that we are
commercializing based on the DAEDALUS technology received
from NICT through the technology transfer. It monitors all access
from unused IP addresses belonging to an enterprise, detects any
unauthorized access, and sends alerts to an administrator in the
organization. It does this because any access to an unused IP ad-
dress is likely to be due to some sort of trouble.

I cannot mention any enterprise names when talking about the



nature of the service, but most users are major corporations in ar-
eas such as data communication, financial or insurance services,
but also include government agencies and others.

Creating new products prompted by
trade shows

TAKIZAWA: Could you tell me how you came in contact with
NICT technology?

SUZAWA: It began several years ago, when one of our staffs saw
the NIRVANA exhibit at Interop Tokyo, and talked about how he
wanted to create a product with it within our company.
KUNIMINE: We established the company in 2000, developed a
safety confirmation system with the Internet, and NICT was the
first to purchase it. We later participated in network security re-
search and developed part of nicter in the course of that work. That
was the beginning of work toward developing the DAEDALUS
product.

Issues with permission for testing and
delivery time

TAKIZAWA: Could you describe some of the difficulties you had
in developing these businesses?

SUZAWA: We have to connect to the trunks of operating net-
works, so obtaining permission to test is an extremely difficult
process. There were also many requests for additional alerts and
other functions once we got started.

On the technical side, high-speed hardware is used to process

the large volume of high-speed traffic. This involves dependen-
cies on individual pieces of hardware, and can result in issues with
compatibility.
KUNIMINE: When introducing SiteVisor, the configuration in the
network must be changed to allow monitoring of communications
that were previously discarded. Testing must be done while the
system is actually running and can take a long time, because ad-
ministrators in large enterprises have often changed since the net-
work was installed and none of the staff have a full understanding
of the overall network. Currently, it takes from six months to a
year to deliver SiteVisor, but we are discussing ways to reduce this
time.

Future developments for the two
partnered companies

TAKIZAWA: In April, Nippon RAD and clwit entered into a part-
nership agreement. What sorts of synergistic effects do you expect
from this collaboration, and could you talk about future develop-
ments?

SUZAWA: The current collaboration resulted when a NIRVANA
Rapps customer requested an alert function. NIRVANA Rapps and
SiteVisor are not competing products. NIRVANA Rapps custom-

clwit, Inc.

Established in 2000. Engaged in
research and development for net-
work security, as well as providing
hosting services. The company
involves seven people, including
officers and employees.

The company name derives from
the initials of the phrase "Commu-
nicable Life With Internet Technol-
ogy."
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Mr. Yasuhiro KUNIMINE, CEO, clwit Inc.

ers may also purchase SiteVisor, and we believe that the opposite
will also occur. We may also be able to help in terms of man-power
in some areas.

KUNIMINE: clwit has only seven employees, so this limits the
scope of what we can do. We expect to collaborate on both techni-
cal and business aspects of the partnership. clwit also has sales
agents in the U.S.A, the U.K., and Australia, so we are also pro-
moting marketing efforts overseas. On that matter, many of our
overseas associates are saying that visualization of packets in-use
is more important than unused packets, so we would like to pro-
pose NIRVANA Rapps for that purpose.

Future business development and hopes
for NICT

TAKIZAWA: Your two companies have their distinctive charac-
teristics, both in substance and in scale, and are cooperating in
business development. Having two of NICT's R&D results joined
together and developed in this way is a very interesting develop-
ment. Can you tell us a little more about future developments in
your two companies?

SUZAWA: The name "Nippon RAD" comes from "R And D", so
we have a culture of pursuing technical, cutting-edge topics. I ex-
pect we will continue to follow this direction.

KUNIMINE: We have always wanted to work in the information
security business, but unfortunately, most of the information se-
curity products sold in Japan are from overseas, and there are few
Japanese-made products. SiteVisor, on the other hand, is purely a
Japanese product. One of our goals is to expand SiteVisor around
the world. We also want to expand in the information security ser-
vices department, which includes work with SiteVisor.
TAKIZAWA: Could you tell us of any hopes you have of NICT in
the future?

SUZAWA: Most network technologies originate overseas. As a
flagship facility in Japan, we would like to see leading-edge tech-
nical development that we can expand around the world.
KUNIMINE: We develop our business on the basis of technologies
developed at NICT. NICT advances de-
velopment of leading-edge technologies
that hold promise for the future based on
the feedback from our businesses. Then
we take those technologies as a basis for
expanding around the world. It would be
wonderful to build more of a coopera-
tive relationship together with NICT.

Interviewer

Osamu TAKIZAWA
The next issue will include an article
featuring the interview with Anritsu Cor-
poration, regarding the Wi-SUN technol-

ogy transfer. Promotion Department
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Report on 2014 Children's Day
for Visiting Kasumigaseki

NICT exhibited at the "Children's Day for Visiting Kasumigaseki," held at the Ministry of Internal Affairs and
Communications (MIC) on August 6 and 7. The event is a collaboration among various government organizations in the
Kasumigaseki area, which explain their work and give tours of their facilities, giving children experiences during their
summer vacations that will help them understand society more broadly, and increasing understanding of the policies they
are undertaking.

This year, over 23,000 people visited throughout Kasumigaseki, and 1,275 people visited the venue at MIC where NICT
had its exhibit.

The exhibit featured various smartphone applications developed by NICT, including "VoiceTra4U", a multilingual
speech-to-speech translator application, "KoeTra" that supports communication between the hearing impaired and people
with normal hearing, and "Kyo no Osusume" and "AssisTra" which provide Kyoto tourist information in multiple languages.
These technologies are accessible to all-—women and men, young and old—so they attracted attention from children as
well as parents, guardians, and grandparents.

These exhibits helped the visitors have interests in NICT.

72

NICT booth

Using the speech translation applications
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Report on
the Youngsters' Science Festival
in Koganei, Tokyo

The Youngsters' Science Festival in Koganei, Tokyo, was held on August 31 at the Tokyo Gakugei University Koganei
Campus, which is next to NICT headquarters. NICT exhibited again this year as part of its regional cooperation efforts.

The event is held every year to prevent younger people from turning away from science by giving young people oppor-
tunities to experience how interesting and fun the natural sciences can be, to nurture youth having a rich sensitivity and
intelligence based on comprehensive knowledge of arts and sciences, and to creating new culture in the region by cultivating
regional vitality.

This year, NICT presented exhibits on the following topics, based on the theme of "Highlights from National Institute
of Information and Communications Technology!"
(1) Japan Standard Time and atomic clocks
(2) Optical communication and modulation
(3) Speech translation (VoiceTra4U, KoeTra, and AssisTra)
(4) Interesting experiments with light

Comments such as, "l knew NICT was nearby, but I didn’t know what kind of research they were doing," "I'm very inter-
ested in NICT after seeing these exhibits," and "I want to see the NICT exhibit hall again!" were heard from visitors.

NICT exhibit

Interesting experiments with light exhibit
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Report on Kashima Space
Technology Center Open House
and 50th Anniversary Lectures

On August 30, 2014, NICT held an open house at the Kashima Space Technology Center in Kashima City, Ibaraki Prefecture.
This year, on the theme of "Getting Familiar with Space!", we gave explanations of topics, in an easy-to-understand manner,
including research on use of satellite communications in disaster areas using the Wideband InterNetworking engineering test
and Demonstration Satellite "KIZUNA" (WINDS), research on orbital motion of satellites and celestial bodies using an opti-
cal telescope, VLBI research using a parabolic antenna with a diameter of 34 m, and a tsunami observation system using the
Engineering Test Satellite VIII (ETS-VIII).

Getting a sense of the size by climbing
the 34 m antenna.

The next day, on August 31, the Kashima Space Technology Center 50th Anniversary Lectures were held at Kashima Kinro
Bunka Kaikan in Kashima City. These lectures commemorated 50 years since the Radio Research Laboratories, Kashima
Branch, was opened on May 1, 1964, and were held to express gratitude to all those in the Kashima region and others related to
the Center that have provided support and direction since then. It was attended by 237 people, mainly from Kashima City and
the surrounding areas.

The lectures included a greeting from the organizers by Dr. Fumihiko TOMITA, Vice President of NICT, and a greeting
by the distinguished guest, Mr. Koichi NISHIKIORI, Mayor of Kashima City. These were followed by special lectures from a
former researcher of the Kashima Space Technology Center, Prof. Kosuke HEKI from Department of Earth Sciences, School of
Sciences, Hokkaido University, and Dr. Makoto YOSHIKAWA, a HAYABUSA-2 Project Preparation Team Leader at JAXA.
The speakers gave simple explanations of difficult topics such as space geodesy, results from HAYABUSA and the design of
HAYABUSA-2. The contents were very interesting and timely, and were followed by a very lively question and answer session.

Event scene . Prof. HEKI's lecture Dr. YOSHIKAWA's lecture
(relayed from the JAXA Sagamihara
Campus)

NICTNEWS OCT. 2014



Recipient © Takashi MATSUDA / Researcher, Dependable Wireless Laboratory, Wireless Network Research Institute

OAward Date: May 30, 2014
©OName of Award: Young Researcher's Award

ODetails:
For "Evaluation of intra-body sensing via sheet
medium communication”

©Awarding Organization:

Ambient intelligence and Sensor Networks,
IEICE

©OComment from the Recipient:

With recent decreases in size and power
consumption of sensors, biological sensing has
become a focus for improving sports technolo-
gy and promoting health. In this research, we
have implemented gathering data from and
supplying power to biological sensors without
cables, using a flexible sheet medium that is
able transmit electromagnetic signals, and we
have applied it to wearable sensing systems
that can be used in everyday life. Upon receiv-
ing this award, I would like to express thanks
to all who provided their cooperation.

From the left: Tomoaki OHTSUKI (Society specialist
committee chair), Takashi MATSUDA

Recipients © Ved Prasad KAFLE/ Senior Researcher, Network Architecture Laboratory, Photonic Network Research Institute
Yusuke FUKUSHIMA / Researcher, Network Architecture Laboratory, Photonic Network Research Institute
Hiroaki HARAI/ birector of Network Architecture Laboratory, Photonic Network Research Institute

OAward Date: June 5, 2014
OName of Award: Best Paper Award

ODetails:
For the paper titled "Dynamic Mobile Sensor
Network Platform for ID- based Communication”
OAwarding Organization:
ITU Kaleidoscope Academic Conference 2014

©OComment from the Recipients:

We have been promoting development of
an ID/locator split-based new generation net-
work, called HIMALIS, which is superior to
the current Internet in supporting mobility,
security, and heterogeneous network proto-
cols. This award recognizes our research on
HIMALIS and its usage in development of a
dynamic mobile sensor platform where we
can configure and control mobile sensors re-
motely irrespective of their location and can
make them send sensor data to remote sink
servers securely in rates as demanded by sen-

From the left: Hiroaki HARAI, Ved Prasad KAFLE,
Yusuke FUKUSHIMA

sor applications. We are honored to get this award from ITU, where we are also standardizing some

of this research outcome.

Recipients © Masao UTIYAMA/ Senior Researcher, Multilingual Translation Laboratory, Universal Communication Research Institute
Eiichiro SUMITA / associate Director General of Universal Communication Research Institute

OAward Date: June 17, 2014
©OName of Award: AAMT Nagao Award

©Comment from the Recipients:

This award is in recognition of research on new

technologies needed to correctly translate long
texts such as patents and manuals, as well as imple-
mentation of high-performance machine translation
systems based on these technologies. Receiving it
recognizes NICT's activities emphasizing both
R&D and practical development of the results. I
would like to express thanks to all who collabo-
rated with me in this work.

ODetails:

In recognition of outstanding achievements in re-
search, development and implementation of sta-
tistical translation technology using independent
word-order transformations and word selection,
as well as implementation of high-performance
machine translation system services through
technology transfer to several enterprises

©Awarding Organization:
Asia-Pacific Association for Machine
Translation (AAMT)

Recipient © Fumihiko TOMITA / vice president

OAward Date: June 23, 2014 ©OComment from the Recipient:

This award is for activities since I was transferred to TTC in
2008. International standardization is definitely not a goal in it-
self, but a tool for strengthening global business. From this point
of view, I represent many people in various business enterprises
working together. In the coming society of smarter communica-
tions, ICT innovation spanning many kinds of business will be
important, so we will continue to promote collaboration with as-
sociations related to automotive, health, disaster-prevention and
other social issues, through NICT's Social Big Data ICT Promotion
Project.

OName of Award: The Information and Communi-
Zatiog Technology Award, The TTC Chairman's
war

ODetails:
Achievement in the global promotion of the
smarter communication society and establish-
ment of the international partnership project,
"oneM2M", to develop standards as a basis of
the global business

OAwarding Organization:

The Telecommunication Technology
Committee, Japan
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NICT Open House 2014 (=~

November 27 and 28, 2014 (Thu.-Fri.) 9:30-17:00 il 16:30 on 28 (Fri))

NICT Open House 2014 will introduce NICT's latest R&D results
through lectures, demonstrations, and panel exhibits.

Opening Ceremony November 27 (Thu.) 10:00 Technology Exhibits November 27 and 28 (Thu.-Fri.)

M Special Lecture The latest research results will be exhibited with many demonstra-
Toshio YANAGIDA tions and panel displays.

E)|rector Gene_ral of Ce_nt_er for Information and N(-?-ural Networks Laboratory Tours November 27 and 28 (Thu.-Fri.)
Future Society Arising from the Fluctuating Systems of the

Human Brain and Musculature" Prior application is required
Introducing the latest research activities through laboratory tours.

Lectures November 27 (Thu.) PM, 28 (Fri.) AM and PM ) ) - ) :
Telescopes enabling optical communications with satellites

® Social ICT: Opening New Horizons of ICT through Users' Perspective

® Outlook for Cryptosystems used with Big Data Terahertz transceiver system: Research utilizing untapped
5 ) : ) ’ ) B . radio frequencies

—Security and privacy protection using Big Data in automobiles— . . .

@ Implementation of Multilingual Speech Translation Systems in (R,\‘fg\?aer%hoﬁ%"t'es for radio-wave safety evaluation
Society for the Olympics ’
—Global communication project— Advanced optical clocks for the next generation

® New Generation Networks Accelerating Network Service Innovation

® Information and Communications Technologies Inspired by Biological 3D video display with electronic holography

Mechanisms

@ Space Weather Forecasting for Safe Operation of Aircraft Optical Packet & Circuit Integrated Network

®1000-times Acceleration of Optical Networks Advanced optical semiconductor device production

® Neural Mechanisms That Run the Body: Lessons from Neymar environment (clean room)

® Breaking the Barriers of Space Communications for Society's Future Visualizing science Big Data

%Please see NICT Web site for dates, times and lecture summaries. %Please see NICT Web site for course details and application procedures.
NICT Open House 2013

- -; :E_;. Sl 7ﬂ-'-‘“‘ S - — - I > MCFBAMATFIAR D LEREE

s MCFOMRIG

ﬁ\.

We are looking forward to seeing you here!
Location: National Institute of Information and Communications Technology, 4-2-1 Nukui-Kitamachi, Koganei, Tokyo 184-8795
Please see http://www.nict.go.jp/en for access and other details.

Inquiries: NICT Open House 2014 Office, Public Relations Department, National Institute of Information and Communications Technology
Tel: +81-42-327-5322 E-mail: open-house@ml.nict.go.jp

Okinawa Electromagnetic
Technology Center Open House

Experience with radio waves and light. Facility tour including the newly introduced
weather radar.

Date: November 22 (sat.), 2014 10:00-16:30 (No admittance after 16:00)
Location: Okinawa Electromagnetic Technology Center
4484, Onna, Onnason, Kunigami-gun, Okinawa 904-0411
http://okinawa.nict.go.jp/EN/
Inquiries: +81-98-982-3705
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