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Is it possible to completely get rid of 
cyberattacks?

Cyberattacks come in many forms, but we can generally split them into two main types: “indis-

criminate attacks” and “targeted attacks.” Indiscriminate attacks are like a virus outbreak: they 

spread far and wide, hitting devices globally without discrimination. On the other hand, targeted at-

tacks see cybercriminals focus intensely on specific organizations.

　 To stay ahead, NICT has been running Japan’s largest cyber-attack observation hub, NICTER, since 

around 2005. This system keeps track of these attacks, which we later release as reports. We also turn 

raw data into understandable visuals updated live on our NICTER Web platform (https://www.nicter.jp).

　For the more calculated and targeted attacks, where a human attacker targets and infiltrates a specif-

ic organization, we set decoys to lure attackers. This is done using STARDUST, our platform that mimics large, realistic network environments, allow-

ing us to attract and then monitor attackers’ moves closely.

　Remember, cyberattacks are not born from nature, but crafted by clever humans. This means we’re constantly encountering new strategies from 

attackers, pushing us to innovate and develop sharper methods for observing and analyzing cyber threats.

What types of cyberattacks are there?

The field of security is super broad, which means there are loads of ways to dive in.

For starters, a solid grip on computer science is essential if you're keen on tackling ob-

servation and analysis of cyber-attacks. Also, knowing your way around network technology and 

binary analysis really helps. And since data is a big deal in cybersecurity, getting skilled in data 

science, including AI and machine learning, is becoming more and more important.

When quantum computers become reality, they'll be able to easily crack many of the crypto 

algorithms we use today. To fight this, we need post quantum cryptography, which is a fancy 

way of saying "super tough codes that even quantum computers can't break." This area uses some seriously advanced math.

But security isn't just about the tech. Humans can accidentally become weak spots in security or get tricked by false info. That's why understand-

ing psychology and sociology is also key to building strong security. Plus, skills in user interfaces and computer graphics could come in handy when 

designing the security operations of the future.

NICT really wants to help young people get into security. We host a yearly long-term hackathon called SecHack365 for young innovators under 

25. Why not give it a shot? (https://sechack365.nict.go.jp (in Japanese))

Where should I start studying security?
t the Cybersecurity Research Institute, we’re like digital 
detectives. We scoop up tons of data on cyberattacks from 

around the Internet, crunch it with AI, and lay it out in 
easy-to-understand visuals. Our goal? To automate the defenses 
that keep both organizations and individuals safe through prac-
tical cybersecurity research and development.

We’re also at the forefront of crypto innovation. Not only do 
we create new paths for securing data, but we also try to break 
them to ensure they’re robust. This helps us secure the crypto 
technologies and improve the security that protects your digital 
life without you even realizing it.

Our work doesn’t stop in the lab. We host large-scale cyber ex-
ercises for agencies across Japan, giving their members a re-
al-world taste of the latest cyber threats and what it takes to 
combat them. Throughout the year, we also spark the creativity 

and skills of the next generation of security talent through hack-
athons.

We also keep a close eye on Japan’s cybersecurity: analyzing 
and publishing findings on the latest cyber threats hitting home, 
and scanning for security gaps in devices connected to the Japa-
nese Internet, alerting users with the help of ISPs. On top of that, 
we put homegrown security products through rigorous long-
term tests. Through these efforts, we’re boosting Japan’s security 
independence and sharpening its edge against cyber threats.

Crimes like breaking into homes, theft of money and goods, van-

dalism, and ransoms have been around since the dawn of civiliza-

tion and have never gone away from the world. Now, they’ve just moved into 

a new neighborhood: the cyberspace, where they’re called cyberattacks. And 

they’re getting trickier to manage every year. Unfortunately, being able to 

wipe out cyberattacks forever is unlikely, but that doesn’t mean we should 

stop trying! We need to keep pushing the boundaries of cybersecurity to 

shield everyone from these digital threats.

Though we can’t eradicate cyberattacks entirely, we can make them less damaging and harder to pull off. Since it is a human attacker who is trig-

gering the cyberattack, we can think of our strategy as an ongoing battle where the goal is to hike up the costs for attackers while lowering them 

for the defenders. We’re constantly working on new technology to spot attacks faster and plug security gaps, making it too costly and difficult for 

cybercriminals to succeed.
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Visualization of indiscriminate cyberattacks by the cyber-attack observation 
and analysis system NICTER

Observation and analysis of targeted 
attacks  through the c yber-attack 
attraction platform STARDUST

Young Security Innovators Development Project 
"SecHack36” (Japanese only)
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Yes, you will be able to. Thanks to translation apps and 

websites, you can instantly translate languages you've 

never studied right on your smartphone or computer. Here at 

NICT, we're passionately working on making this even easier with 

our multilingual speech translation technology. Our software 

and technology are provided to society through VoiceTra and 

other applications, and we're constantly making improvements 

so people can use them in all kinds of situations.

On the other hand, if you're thinking about learning a foreign 

language, that's great! Learning a language is like getting a key to understand more about the world—it lets you explore the history and culture of 

the places where those languages are spoken. While you're learning, you can use NICT's multilingual speech translation technology to help you 

along the way.

Big data is like a huge collection of data that's too big for 

any person to fully understand on their own. It includes all 

kinds of types and forms—texts, voice data, pictures, and data from 

sensors—and is already helping us throughout our lives. For in-

stance, the location information from smartphones or car navigation 

systems used to find out which tourist attractions and roads are like-

ly to be crowded. Weather and air pollution observation data can be 

used to predict the risk of damage to the human body, agricultural 

products, buildings, etc., and to develop countermeasures.

NICT is conducting research to combine and analyze such big data around us so that we can develop services that support safe and comfortable 

transportation and healthy living. For example, it aims to warn drivers of danger and recommend routes that avoid traffic congestion and reduce 

CO2 emissions. The "magic" of big data will make our future safe and convenient.

Will I be able to talk to people from different 
countries without learning their languages?

Will big data become useful in daily life?
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Multilingual speech translation technology using machine translation

xData Platform: A data linkage analysis platform

【Big data】

To be able to chat with an AI like a human counterpart, we need some pretty advanced tech 

that allows AI to understand and process human language, so a ton of research is going 

into this!

At NICT, our teams are carrying out various research and development projects using a technique 

called “deep learning”, which helps AI get smarter by effectively utilizing the knowledge available on 

the internet. We've come up with systems like WISDOM X, which can answer all sorts of questions 

based on information available online, and MICSUS, which provides help in elderly care through 

speech-based interactions. 

Lately, AI has become so advanced that it can write text so well you might think a real person wrote 

it! But even though it’s clever, some experts point out that it’s far from perfect. Sometimes, if an AI 

learns from biased information, it can end up creating biased texts, or it might present something un-

true as if it were a fact, which they say raises questions about its reliability.

To tackle these problems, NICT and other research institutes are on a mission to develop smarter AI. But it's also important for us to understand 

AI technology and have an ethical view on its role within our society, to make sure that it’s used in the best way possible.

Can AI be a reliable chat partner?

Demonstration of the multimodal speech 
dialogue system MICSUS using RobohonⓇ

(Provided by KDDI)

©Sharp Corporation

he Universal Communication Research Institute promotes 
research and development (R&D) with the aim to enable 

universal communication where everyone, regardless of lan-
guage or background, can understand each other. The key to 
achieve this goal is our huge database packed with high-quality 
Japanese texts. We are able to develop sophisticated AI systems 
by collecting data from specific fields such as patent and medical 
care. Data collection is not limited to text. Information from 
smartphones, car navigation systems, and other sources are also 
essential for AI learning. The database we have created is used 
for many different R&D projects. For instance, “multilingual” tech-
nologies such as multilingual speech translation and simultane-
ous interpretation, “dialogue” technologies that understand us-
ers’ interests and backgrounds, and “behavior support” 
technologies that not only understand but can also predict re-

al-world situations through big data. At the heart of our insti-
tute's philosophy is a balance between research and sharing. By 
pioneering entirely new technologies and improving them to be 
used everywhere, we work to bring our inventions from the lab 
to the real world. While working with industry, academia, and 
government, we integrate these innovations into systems that 
businesses can launch as practical, commercial services and be 
widely used in society. We then bring the knowledge we learn 
from real-world applications back into research, improving our 
technologies so that they become everyday tools in society.

T

The Future Created by the The Future Created by the 
Universal Communication Universal Communication 
Research InstituteResearch Institute
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Ever wondered if you could get better at sports or playing an instrument 
just by training your brain? The answer is a bit of yes and a bit of no. Let’s 
look at how this works.

Improving your movement skills isn’t just about moving your body; it starts up in 
your brain through two main parts: the "cognitive process" and the "motor process."

The cognitive part is all about learning the knowledge behind the movements. 
Take piano playing, for instance. Before you even touch the piano, you study the 
sheet music, understand the timing, and figure out how hard or soft to press the 
keys. By mastering these details in your mind, you can actually get better at the pia-
no without physically practicing.

The motor part is about the brain sending the right electrical signals to your mus-
cles to make them move exactly how you want. But here’s the catch: to improve 
these motor commands, you need to make mistakes. When playing the piano, your motor commands can be corrected through the discrepancy 
between how you thought you’d strike the keys and how you actually did. The only way to make those mistakes is to actually play the piano — in 
other words, practice.

So, while brain training can help, it has its limits. If you really want to level up your skills, you’ve got to pair it with lots of physical practice and, 
yes, lots of mistakes. Just remember, "failure is the mother of success."

There's a way to make sure your messages on the smartphone stay com-

pletely private.

Currently, there are two main reasons that no one can intercept your messages: 

One is that secrecy is protected by a law that states “mobile phone carriers must 

maintain the secrecy of communications.” The other is that we use strong encryption 

code such that it would take over 10,000 years to decrypt it even with latest com-

puters.

But there's a catch. Criminals ignore the rules, and future technology could get 

really fast at cracking our current codes.

That’s where something called "quantum cryptography" comes in—it’s being 

studied at NICT and it’s unbreakable. Quantum cryptography is, in principle, completely secure. This is because, if anyone tries to spy on a message 

on a quantum cryptography line, it definitely leaves a mark, like footprints which means an alarm appears alerting that a line is being intercepted.

So, when quantum cryptography is a reality, you can send your messages without ever worrying about someone intercepting.

When you think about sending messages, you probably think of us-

ing light or radio waves, right? But there are tons of types of infor-

mation around us that our typical tech tools find tricky to handle. Take, for in-

stance, the scents of plants or chemical material such as bioactive substances 

inside our bodies. These are often in such small amounts that it's hard to de-

tect them and communicate their meaning. Yet living organisms do this ef-

fortlessly. Ever seen sniffer dogs at airports? They can sniff out illegal drugs 

and dangerous goods using their amazing sense of smell.

At NICT, researchers are interested in how living organisms communicate using these chemical materials. They're working on borrowing this nat-

ural talent to make new tech. For example, they're creating sensors using living bacteria that can spot tiny bits of these chemicals in solutions. 

They're even designing molecules and cells with new functions that do not exist naturally and can process information.

As this research gets better, if we can make effective use of the information on chemical materials abundant around us, we might soon use these 

discoveries in lots of different areas like healthcare and medicine.

Making mistakes is essential for getting better at any movement skill.

Communication that is absolutely secure using quantum cryptography

Chemical sensor technology using bacteria

Can brain training boost your movement skills?

Is there a way to stop important messages from 
being intercepted?

How will biological research contribute to the 
future of information and communication?
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ioneering the Future of Information and Communication
At the Advanced ICT Research Institute, our motto is "Pio-

neering New Horizons in Information and Communication”. Here, 
we dive into advanced and challenging research areas like devic-
es, materials, quantum technologies, biology, and brain informa-
tion. Our goal is to hatch brand-new tech that can redefine our 
future, making society richer, safer, and super secure, all support-
ed by ICT.

What does it mean to Pioneer the Future?
While ICT has made our lives more interesting and interconnect-
ed, several issues have also emerged that need to be solved. 
Think about the explosion of data zooming around networks, 
eating up more and more energy, the worries about keeping 
these networks safe and running, or even the rare resources they 

need that might run out. To tackle these challenges head-on, it’s 
not enough to just improve current tech. We need to dig into the 
basics and stretch far and wide into research that might leapfrog 
into entirely new innovations in technologies, materials, and 
methods. The Advanced ICT Research Institute is hard at work at 
three cutting-edge facilities: the Koganei Frontier Research Cen-
ter, the Kobe Frontier Research Center, and the Center for Infor-
mation and Neural Networks (Suita). There, we’re laying the 
groundwork for the ICT tech that will shape our world in the next 
10 to 20 years.

P

The Future Created by the The Future Created by the 
Advanced ICT Research Advanced ICT Research 
InstituteInstitute
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My current work is developing a trapped-ion optical clock system. 
This system will set the standard for one second by precisely 
measuring the frequency of laser light resonating between the 
quantum states of a single trapped in a vacuum chamber. The 
famous use case of the ion trap is such as quantum computer, but 
it also can use for creating precise time standards, a testament to 
their broad applications from fundamental research to integral 
social infrastructure.
In my personal life, embraced a new challenge in April 2023—
motherhood. Returning to work after maternity leave, I face the 
common hurdles of early motherhood, including morning sickness 
during pregnancy and my ongoing battle with sleep deprivation 
due to my child's night wakings. Despite these challenges, I am still 
able to effectively balance demanding career and motherhood, 
thanks to NICT's supportive childcare system.

KIHARA AmiKIHARA Ami

Researcher,
Spade-Time Standards Laboratory, 
Electromagnetic Standards Research Center, 
Radio Research Institute
Ph.D. (Science)

TIME 
SCHEDULE

— A Day of KIHARA Ami

12:00 Lunch
Recently, I've been enjoying onigiri bento from 
the station

8:50 Arrive at NICT
Upon arrival at work, I check my to-do list from 
the previous day and dive into my tasks

6:45 The day begin for my daughter, too
I wakes her up, feeds her breakfast, prepare for 
daycare, and run the dishwasher

7:45 Leave home with her daughter
After dropping my daughter off at daycare,  
I head heads to NICT

6:00 Start my day early, preparing for work 
and enjoying breakfast

19:00 �Dinner, housework, and bath
While I have dinner, I use a baby monitor to 
check on daughter who is falling asleep

17:40 Arrive home
I spend time with my daughter, feeding and 
bathing her

16:30 �Utilizing NICT's time-off system,  
I leave work a bit early to pick up my 
daughter from daycare

I make a to-do list for the next day before 
leaving work (to help balance research and 
childcare)

13:00 Continue the morning's work
The afternoon is dedicated to adjusting the 
optical and laser systems of my project

23:00 Go to bed
I finally head to bed, although later I may have 
to get up to take care of my daughter and put 
her back to sleep

I am working in the field of usable security, a research field that 
improves security technology from a human perspective. I am 
working on various research themes, particularly providing security 
advice to end-users. My goal is to provide easy-to-understand 
advice tailored to each user’s situation in order to help them 
configure appropriate security settings. I want young people to 
understand themselves and apply this understanding to their work 
and daily living. I believe it is important to know what you are 
passionate about and make that your specialty or strength, and to 
live as stress-free as possible by understanding what is comfortable 
or uncomfortable for you.

HASEGAWA AyakoHASEGAWA Ayako

Senior Researcher
Cybersecurity Laboratory, 
Cybersecurity Research Institute

TIME 
SCHEDULE

— A Day of HASEGAWA Ayako

13:00 Meeting with co-authors
I ask them about the progress of their research. 
I try to make positive comments.

8:30  Waking up in a relaxed mood
I am not an early riser, so I start my day in a 
relaxed manner, trying not to overexert myself.

9:30 �Tending to the garden and watering 
plants

My hobby is growing vegetables in my kitchen 
garden. Recently, I have been passionate about 
making dried flowers.

10:00 Learning English
I often spend my mornings on self-improvement, 
especially learning English.

11:00  Reply to e-mails, etc.
I try to finish paperwork in the morning wherever 
possible.

14:30 Survey and analysis
Analysis of online user survey results, etc.

19:00 Dinner
My husband cooks dinner. It is always delicious, 
and I am grateful to him.

16:30  Writing a paper
When I concentrate on writing, time flies.

25:00 Going to bed with my sleep aids
I get a good night’s sleep after enjoying a foot 
massage, aromatherapy, and a hot eye mask.

21:00 Refreshing time
I watch dramas and play games. I revitalizes 
myself by talking with my family.

20:00 Survey of recent papers
I check new papers carefully. I sometimes hold 
a paper reading session.

Have you gotten a feel for the kind of future 
NICT is envisioning?
Picture a world where everyone flourishes no 
matter where they live, how old they are, or what 
gender they ar. It's a future that cherishes each 
person's uniqueness and their opinions.
It's about living comfortably in a society that's 
always progressing forward.
And even in the face of disasters, the future we 
envision ensures that everyone is safe, secure, 
and connected with people across the globe.
Wh o' s  b e h i n d  t h i s  i n s p i r i n g  v i s i o n ?  Th e 
dedicated researchers at NICT, that's who!
Curious how they do it?

At NICT, innovation isn't just in what we research but also in how we work. Our 
team enjoys flexible working conditions, including flextime, a discretionary labor 
system, staggered hours, and the option to work remotely. This ensures that our 
researchers have the freedom to innovate on their own terms.

!

I am at the forefront of speech technology at NICT, where my 
research is enabling machines to talk just like humans. My work on 
the VoiceTra smartphone app brings natural-sounding speech in 21 
languages to users around the globe. But my ambitions don't stop 
there. I am pioneering the development of multiple sound spot 
synthesis technology, an advanced system that synthesizes different  
voices in multiple directions using array of 16 loud speakers. This 
cutting-edge technology was even featured on Nippon TV in 
January 2024. My work is grounded in the realms of matrix 
operations and complex numbers, that I topics never grasped in 
high school. So I recommend everyone to study hard on them. 
Juggling dual research projects requires not just intellect but also 
creativity, which fuels with morning jogs. I also have fun going out 
drinking with colleagues in the institute.

OKAMOTO TakumaOKAMOTO Takuma

Research Manager
Advanced Speech Technology Laboratory, 	
Advanced Speech Translation Research and 
Development Promotion Center,
Universal Communication Research Institute 
Ph.D. (Information Sciences)

TIME 
SCHEDULE

— A Day of OKAMOTO Takuma

22:00 Head to bed, recharging for another 
day of innovation

12:00 �Eat lunch with the speech synthesis 
team

They end up having an enthusiastic conversation 
about muscle training

10:00 �Lead an online meeting with a graduate 
students

Discusse his latest experiments and steer his 
future research

8:30 Start my day at NICT

4:00 Wake up
Embody the maxim that "the early bird catches 
the worm infinitely"

6:00 Goes for a jog (10 km)
This helps clear my mind and spark creativity

18:30 Arrive home
I return home to play with my son, share a family 
meal, and unwind with a drink

15:00 Code programs and write papers

13:00 �Meeting with a company interested 
in multiple sound spot synthesis 
technology

Provide a demo of the technology
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