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Cover Photo

Equipment for quantum optics experiments 
on an optical table (Upper); a compact trans-
mitter installed on the ISS to verify the feasi-
bility of satellite quantum key distribution 
(Center); and the current configuration of the 
Tokyo QKD Network operated by NICT (Bot-
tom). These images illustrate the broad, mul-
tifaceted scope of research and development 
aimed at translating laboratory outcomes—
including photon generation and control, 
communications through space, and the 
long-term operation of metropolitan-area 
fiber-optic networks—into real-world quan-
tum communications, thereby bringing the 
technology closer to social implementation.

Photo Upper Left

A niobium nitride (NbN)-based supercon-
ducting qubit chip coupled to a harmonic 
oscillator (Right) and the layered structure of 
the Josephson junction (Left). Fabricated us-
ing microfabrication technology, this device 
provides a platform for the precise control of 
quantum states.

Harnessing the Quantum World: The Future of ICT

Quantum cryptographic communications is a new technology with the potential to transform the very concept of information 
security. Based on the principles of quantum mechanics, this innovative technology is expected to find practical applications 
in a wide range of fields, from national security to business and personal data protection. In this article, we present a discus-
sion between two researchers working at the forefront of quantum communications technology, a field facing ever-intensi-
fying global competition in development: TOMITA Akihisa, Director General of the Quantum ICT Collaboration Center, and 
KATO Go, Director of the Quantum ICT Laboratory, Advanced ICT Research Institute.

First, could you tell us about your back-
grounds?

TOMITA　For about 14 years, I was engaged 
in research on semiconductor-based optical 
devices for optical communications at a pri-
vate company. In 1999, I began conducting 
research on quantum information. In 2010, 
I joined Hokkaido University, where I con-
ducted experimental research on quantum 
information and photonic quantum informa-
tion processing. I joined NICT in April last 

year and have continued working on quan-
tum cryptography and related areas, with a 
recent focus on standardization. Since April 
this year, I have served as Director General, 
Quantum ICT Collaboration Center, oversee-
ing a broad range of quantum ICT initiatives, 
including efforts toward social implementa-
tion of the technology.

KATO　At university, I studied mathemati-
cal physics to elucidate physical phenomena 
through analytical methods. After complet-

ing my doctoral program in 2004, I joined 
a private company, where I became inter-
ested in quantum information as a field of 
theoretical research because of its clear po-
tential for future applications. I have since 
continued conducting research in this field, 
including quantum cryptography. In 2022, I 
joined NICT, and my research focus shifted 
toward quantum communications, including 
quantum cryptography. Early in my career, 
I wanted to achieve results that would make 
their way into textbooks. Over time, howev-
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keys through quantum communications. It 
was the first practical QKD network built in 
Japan.  QKD devices developed by Toshiba, 
NEC, and overseas research institutes were 
connected to build a metropolitan-area net-
work, demonstrating high-speed QKD and 
video conference secured by QKD-generated 
key. That was a milestone that marked the be-
ginning of subsequent developments. It was 
significant in that it demonstrated the viabil-
ity of the technology as social infrastructure.

KATO　When the Tokyo QKD Network was 
built, it was considered groundbreaking sim-
ply to have deployed QKD in the field. It was 
such an achievement that everyone in this 
community knew about it.

TOMITA　Meanwhile, competition for the 
development of quantum cryptography has be-
come increasingly intense across the world.

KATO　I agree. The environment surround-
ing quantum cryptography has drastically 
changed, with global competition to devel-
op the technology intensifying. This makes 
it necessary for us to seriously consider our 
raison d'être as an organization and how to 
communicate it.

TOMITA　In terms of where our strengths 
lie and what we should focus on going for-
ward….

KATO　I personally think that it is important 
to communicate honestly, including open-
ly acknowledging our weak areas in which 
we need to make greater efforts. I believe 
we need to do this immediately, as we have 
counterparts with an overwhelming advan-
tage over us in terms of resources, at least in 
the field of quantum cryptography.

■�What Kinds of Obstacles Exist in the 

Process of Moving from Research to 

Practical Implementation?

TOMITA　One recent example is the certifi-
cation system used to verify that our QKD 

devices intended for commercialization are 
genuinely viable. Certification is crucial be-
cause, even if there is demand for these de-
vices, they cannot be adopted unless their se-
curity is proven. Building momentum for the 
adoption of quantum ICT in society is anoth-
er challenge, requiring many different efforts 
at each stage. While institutional issues are 
an immediate challenge, in the long term, we 
need to develop technologies that are viable 
for real-world use.

KATO　I recently realized that if quantum 
cryptographic devices cost just JPY 100 per 
unit, people would readily buy them, exper-
iment with them, and perhaps discover en-
tirely new applications. Therefore, one way 
of encouraging the adoption of quantum ICT 
in society would be to make such devices 
inexpensive. To achieve this, they must be 
produced in large quantities, which creates a 
chicken-and-egg situation. Still, I think pur-
suing low prices could be an effective strat-
egy to promote the social implementation of 
quantum ICT.

■What is the Future of Quantum ICT?

TOMITA　The keyword would be the secu-
rity of quantum communications. The ability 
to ensure secure communications over ex-
tremely long periods of several decades or 
even hundreds of millions of years is a high-
ly distinctive feature of our current work on 
quantum cryptography.
My dream is to expand the frontiers of hu-
manity’s knowledge. I believe that quantum 
ICT could open up a new world. I am also 
certain that it will bring real-world benefits, 
which will motivate us to advance quantum 
ICT further. Meanwhile, advancing this tech-
nology may drive the development of tech-
nologies to harness quantum phenomena and 
reveal new horizons that we cannot yet see.

KATO　I think it comes down to viewing re-
search on quantum ICT from the perspective 
of what it can offer to the world. Quantum 
ICT is, in my view, modern alchemy. Alche-

my failed in its primary goal of producing 
gold, yet its research made a significant con-
tribution to the advancement of science. For 
example, quantum ICT is expected to be use-
ful in areas such as quantum cryptography. 
However, challenges involving transmission 
distance and other practical issues remain 
to be overcome. Some of the applications 
we currently envision may ultimately prove 
impractical. Even so, the knowledge gained 
in pursuing them can have lasting scientific 

value. Many researchers are currently study-
ing quantum ICT and quantum cryptography, 
working hard to figure out how to handle 
things humanity has never dealt with before. 
This is humanity’s frontier. The knowledge 
gained through this research may open up 
a new world in the future. In other words, 
such research may leave a legacy for future 
generations. Now that we are in an environ-
ment where we can create such a legacy, it 
is important to continue conducting research 
while periodically reflecting on whether we 
are truly building that legacy.

Thank you for your time today.

er, I came to realize that this goal and making 
a lasting contribution to society could coexist 
and that both were worth pursuing. Currently, 
as Director of the Quantum ICT Laboratory, 
I keep abreast of theoretical developments in 
quantum cryptography while also overseeing 
research on quantum information processing.

■ What is Your View of Modern Internet 

Society?

TOMITA　Our daily lives would be para-

lyzed without communications. People used 
to interact only with those within sight, ear-
shot, or running distance. However, commu-
nications have expanded these boundaries, 
increasing the number of people with whom 
we interact. An environment in which people 
are connected through communications has 
become the norm.

KATO　When I travel abroad on business, I 
have no concerns as long as the Internet is 
available. However, the moment the connec-
tion is lost, everything comes to a halt. This 
says it all. In other words, the Internet is in-
dispensable—something inseparable from 
our lives.

TOMITA　When everyone uses the Internet, 
we do not know who else is connected or 
what their intentions may be. Some of them 
may have malicious intentions. The question, 
then, is how to block such people. Various 
technologies have been developed for this 
purpose, but none is flawless.

KATO　Given such circumstances, I believe 
conducting research in this area is worth-
while. Quantum communications can, in 
principle, provide certain capabilities and 
security properties that cannot be achieved 
through conventional communications alone. 
Exploring how far we can go using such 
technologies is valuable for humanity. Tak-
ing on the challenge of quantum communi-
cations is important as a way of opening up 
new horizons.

■�How do you see the Risk of 

Information Leakage Evolving in the 

Future?

TOMITA　Unfortunately, the risk of infor-
mation leakage will not diminish. New gen-
erative AI models are extremely effective in 
identifying vulnerabilities in software imple-
mentations. In fact, when network software 
developers tested their own programs using 
these models, thousands or even tens of thou-
sands of vulnerabilities were identified in a 
single day. Such models are useful as long 
as they are used legitimately to identify soft-
ware vulnerabilities. However, there will 
always be people who seek to exploit these 
vulnerabilities. While defensive technologies 
will continue to advance, some people will 
certainly try to bypass them, find new loop-
holes, and profit from them. A cat-and-mouse 
game of this kind will continue endlessly, 
with both sides growing increasingly sophis-
ticated.

KATO　As long as many people share a sys-
tem, there will inevitably be some users with 
malicious intentions. In my view, the pro-
cess of recovering from such problems re-
sembles biological evolution. Our incessant 
efforts to overcome shortcomings and build 
a better-functioning system help humanity 
mature. Therefore, we should keep making 
improvements with the mindset that “Such 
malicious people are helping us grow.”

■�What Aspects of Quantum 

Communications are Appealing?

KATO　A unique aspect of quantum com-
munications lies in its exclusivity. In conven-
tional communications, the same information 
can be sent to multiple recipients. Quantum 
communications, however, does not neces-
sarily allow this—a property that forms the 
security basis of quantum cryptography. If 
quantum information is sent to A, the same 
information cannot, in general, be sent to B. 
The reverse is also true. This exclusivity is 
a distinctive feature of quantum communica-
tions.

TOMITA　The world of quantum communi-
cations is similar to “monogamy.” It creates 
an exclusive bond that cannot be intruded 
upon by anyone else.

KATO　 Any attempt to obtain information 
from the quantum states can leave detectable 
traces, and this property forms the basis of 
quantum cryptography. Quantum informa-
tion is truly faithful, isn’t it? (laughs)

■�What are NICT’s Strengths in the 

Quantum ICT Field?

KATO　 NICT covers the entire process from 
research and development to real-world de-
ployment. While universities often focus on 
specific areas of research, NICT, with re-
searchers working on a wide range of sub-
jects, makes it possible to engage in discus-
sions with researchers who bring different 
perspectives. I believe this is NICT’s greatest 
strength.

■�What has Left the Strongest 

Impression on you in the Course of 

Demonstration Experiments and 

Social Implementation?

TOMITA　The most impressive occasion for 
me was the Tokyo QKD Network experiment 
in October 2010. QKD stands for Quantum 
Key Distribution. It is a technology that al-
lows users to share secure cryptographic 

The Future of Quantum 
Cryptographic Communications
An interview with two researchers pioneering 
new frontiers for humanity
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he realization of quantum ICT re-
quires technology that enables the 

control of photon-photon interactions and 
precise manipulation of entangled states. 
Entanglement represents a distinct form of 
correlation unique to quantum mechanics 
that cannot be explained by classical phys-
ics. Traditionally, quantum operations 
based on the photon-photon interactions 
have been indirectly achieved utilizing 
quantum interference.

On the other hand, if nonlinear optical 
effects—where multiple light fields interact 
to generate light at a new frequency—can 
be realized at the single-photon level, pho-
tons can be made to interact directly. This is 
expected to lead to higher functionality 
and miniaturization of quantum informa-
tion processing systems. In this article, we 
introduce our research results, which 
demonstrate the world's first application of 
a nonlinear optical effect between single 
photons to quantum operations.

■Background

In quantum ICT, in addition to operations 
on individual qubits, the implementation of 
quantum operations involving multiple qu-
bits will be a key enabling technology. In 
photonic implementations, such operations 
have traditionally been realized by using 
quantum interference between two photons 
(two-photon interference). In this two-pho-

ton interference, as shown in Figure 1(a), a 
single photon is injected into each of the two 
input ports of a 50/50 beamsplitter (trans-
mittance = reflectance = 1/2). When the two 
input photons are distinguishable from each 
other, the probability of two photons exit-
ing from one output port or of one photon 
exiting from each output port are both 1/2. 
On the other hand, when the two photons 
are completely indistinguishable, the latter 
event is suppressed due to quantum interfer-
ence between the photons. A representative 
quantum communication protocol based on 
the two-photon interference is entanglement 
swapping. By connecting two entangled pho-
ton pairs, this protocol enables the generation 
of entanglement between two photons that 
were originally uncorrelated. Specifically, 
one photon is taken from each entangled pair 
to perform a two-qubit measurement called 
a "Bell-state measurement (BSM)," which 
utilizes two-photon interference. Through 
this measurement, new entanglement is gen-
erated between the remaining two photons, 
which originally belonged to different photon 
pairs. However, the generation of entangled 
photon pairs is generally probabilistic, which 
presents a major challenge. As illustrated in 
Figure 1(b), a successful event, in which one 
entangled photon pair is generated in each 
of A1–A2 and B1–B2, occurs with the same 
probability as a failure event, in which both 
pairs are generated in one source while no 
pair is generated in the other. Unfortunately, 
the BSM based on the two-photon interfer-
ence cannot distinguish between these suc-
cess and failure events. Therefore, to confirm 
the success of entanglement swapping, it is 
necessary to detect the arrival of a single pho-
ton at each of A1 and B2. However, since these 
photons are destroyed upon detection, the pho-
tons resulting from the entanglement swapping 
cannot be utilized for further applications.

■Single-Photon Nonlinear Optical 
Effect

As an alternative approach to solve this 

problem, a new theoretical method of perform-
ing a BSM has been proposed (Figure 2). It 
exploits sum-frequency generation (SFG) 
between two single photons, rather than 
two-photon interference. SFG is a nonlinear 
optical process where new light is generated 
when two light fields with different frequen-
cies are input into a nonlinear optical crystal. 
The frequency of the new light equals the 
sum of the two original frequencies. In this 
method, as illustrated in Figure 2, photons 
A2 and B1 are prepared at different frequen-
cies and input into a nonlinear optical crystal. 
Consequently, only when both photons are 
present, a photon with the sum frequency is 
generated. Detecting this SFG photon heralds 
the successful BSM. The advantage of this 
method lies in the fact that failure events—
such as two pairs being generated at A1-A2, 
but not at B1-B2—do not result in the gener-
ation of an SFG photon. Therefore, this meth-
od can eliminate failure events at the BSM 
stage, which cannot not be distinguished us-
ing conventional BSM. Consequently, when-
ever the BSM succeeds, an entangled photon 
pair is always obtained. This eliminates the 
need to destroy the swapped photon pairs. 
This feature provides a critical advantage 
for the loophole-free Bell test* and for de-
vice-independent quantum key distribution 
over longer distances.

However, although the first experimental 
demonstration of such single-photon SFG 
was reported in 2014, the detection signal of 
the SFG photon was extremely weak, compa-
rable to background noise. Therefore, to real-
ize entanglement swapping using single-pho-
ton SFG, it was necessary to significantly 
improve the signal-to-noise ratio (SNR) of 
the SFG-photon detection.

■ Entanglement Swapping Using 
Single-Photon SFG enabled by 
Enhanced SNR

In this study, we constructed an experimen-
tal setup that combined NICT's cutting-edge 
technologies (Figure 3) and achieved the 

world's first entanglement swapping using sin-
gle-photon SFG. The experimental process 
is as follows: First, two entangled photon 
pairs were generated. Next, one photon from 
each pair was input into a periodically poled 
lithium niobate (PPLN) waveguide to create 
an SFG photon. Then, a superconducting 
single-photon detector (SSPD) was used to 
detect the SFG photon. This heralds the suc-
cessful completion of entanglement swap-
ping, leaving the remaining two photons in 
an entangled state. For this experiment, the 
following specific technologies were utilized. 
First, to maximize nonlinear optical efficien-
cy, a long PPLN waveguide with a crystal 
length of 63 mm was fabricated. This long 
PPLN waveguide was then placed inside a 
Sagnac interferometer to achieve two-qubit 
operation. The generated SFG photons were 
detected by a low-noise SSPD, specifically a 
dark count rate of 0.15 Hz. Furthermore, we 
used an electro-optic comb to generate the 
pump pulses for the entangled photon-pair 
source at a high repetition rate of 1 GHz, op-
timized for the present experiment. Through 
the above technologies, we were able to 
achieve an SNR for the SFG photon detection 
that was nearly an order of magnitude higher 
than in previous studies (Figure 4(a)). Figure 
4(b) shows the polarization correlation of the 
photon pairs obtained through the entangle-
ment swapping. From the average contrast 
value of the experimental data, the lower 
bound of the fidelity to the maximally entan-
gled state was estimated to be 0.770 ± 0.076. 
This value confirms the first realization of 
entanglement swapping using nonlinear opti-

cal effect between single photons. The results 
obtained from this study represent a major 
step forward in photonic quantum informa-
tion processing. In the future, this is expected 
to become a key technology for generating 
entangled photon pairs on demand.

■Future Prospects

We expect that further improvement in the 
SNR will be necessary to apply our method-
ology to more advanced quantum informa-
tion protocols than entanglement swapping. 
For example, our simulations indicate that 
the nonlinear effect needs to be improved by 
at least a factor of three for the loophole-free 
Bell test, and by a factor of 50 for device-in-
dependent quantum key distribution. We 
aim to enhance the nonlinear optical effects, 
leading to the development of more efficient 
and compact photonic quantum computing 
circuits, as well as next-generation quantum 
key distribution over longer distances.

T

＊　�Measuring the correlations of entangled photon 
pairs violates Bell inequalities, which hold under the 
assumptions of locality and realism. However, if only 
a small fraction of the generated entangled photon 
pairs is detected, a loophole arises. We cannot 
rule out the possibility that the inequalities would 
hold true if the undetected pairs were also taken 
into account (the detection-efficiency loophole). 
Detecting sum-frequency-generation photons 
enables a verification experiment that closes this 
loophole.

Figure 1　 �(a) Schematic of two-photon interference
(b) Entanglement swapping by conventional 
two-photon interference

Figure 2　 �Entanglement swapping using sum-
frequency generation between single 
photons

Figure 3　�Demonstration of entanglement swapping using sum-frequency generation between single photons. 
EPS I and EPS II each generate an entangled photon pair, and an SFG-BSA (Bell-State Analyzer) performs a 
BSM using sum-frequency generation between the single photons. 

Figure 4　�(a) The three-fold coincidence among D1, D2 and D4.  (b) Polarization correlation of the two photons after 
the completion of entanglement swapping. H, V, D, and A represent horizontal, vertical, diagonal (+45°), 
and anti-diagonal (-45°) polarizations, respectively.
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Figure 1　�Light source unit for physical layer cryptog-
raphy and the periscope telescope mounted 
on the ISS (SeCRETS)

uantum computer development is 
currently being actively pursued by 

many countries around the world.
Quantum computers hold the potential to 

process extremely complex calculations in a 
fraction of the time required by conventional 
supercomputers, which would otherwise 
take thousands of years. Driven by this re-
markable computational capability, innova-
tive breakthroughs are anticipated across a 
broad spectrum of fields, including accelera-
tion of drug discovery, optimization of logis-
tics and power generation systems, and ad-
vanced financial risk analysis. On the other 
hand, there are growing concerns that stan-
dard cryptographic algorithms widely used 
on the Internet (such as public-key cryptog-
raphy) could eventually become vulnerable 
to attacks by future large-scale quantum 
computers. Consequently, there is an urgent 
need for novel defense technologies that can 
ensure secure communications even after 
quantum computers become practically 
available. Quantum key distribution  rep-
resents one of the most promising technolo-
gies to resolve this challenge. To enable its 
global network, we are advancing research 
and development to integrate QKD system 
onto satellite platforms.

■Quantum Computers and Quantum 
Cryptography

Quantum technology leverages the unique 
physical properties exhibited by microscopic 
entities such as photons, electrons, and atoms, 
including superposition and quantum entangle-
ment, to achieve ultra-high-speed computation, 
ultra-sensitive measurement, and uncondition-
ally secure communications that far surpass 
conventional capabilities. In recent years, 
countries around the world have been actively 
developing quantum computers that can utilize 
the superposition property of quantum states 
to rapidly compute optimal solutions among 
an immense number of combinations. In ad-
dition to national projects, major companies 
with massive capital are competing to develop 
quantum computers with the expectation that 
they will be applied to drug discovery, materi-
als science, and logistics optimization. Howev-
er, the societal impact of quantum computers 
is not limited to these positive applications. 
With quantum computers, encryption schemes 

currently relied upon to safeguard our daily 
Internet communications may become vulner-
able to instant decryption. Even if an attack-
er cannot decrypt data immediately, a critical 
threat scenario involves storing intercepted 
ciphertext now and decrypting it all at once 
after a quantum computer has been fully real-
ized. Today’s Internet routinely transmits data 
requiring ultra-long-term confidentiality, such 
as personal genomic data. Mitigating the risk 
of information leaks caused by the advent of 
quantum computers is therefore a pressing ne-
cessity.

This attack methodology—storing inter-
cepted data now for future decryption—is 
known as a "Harvest Now, Decrypt Later" 
(HNDL) attack, and developing countermea-
sures against it has become an urgent global 
priority. "Quantum cryptography" has drawn 
significant attention as an effective remedy 
for Harvest Now, Decrypt Later attacks. It 
combines Quantum Key Distribution (QKD), 
which can invariably detect eavesdropping 
attempts and allows two distant parties to ac-
complish a secure secret key agreement, with 
Vernam’s One-Time Pad (OTP) cipher, which 
encrypts information bit by bit using the key. 
This combination enables encrypted commu-
nications that cannot be cracked by any future 
super-high-performance computer, regardless 
of its computational power. Currently, various 
nations are advancing QKD device research 
and moving toward practical deployment of 
QKD devices within public infrastructure.

■Tokyo QKD Network Led by NICT

In Japan, a research team led by NICT be-
gan researching quantum cryptography in the 

early 2000s. In 2010, NICT began operating 
the "Tokyo QKD Network," a networked set of 
QKD links, which remains operational to this 
day. To the best of our knowledge, this network 
represents the longest-running QKD network 
in the world. NICT has conducted social im-
plementation experiments using this network 
in collaboration with various private compa-
nies and government agencies, successfully 
developing advanced secure-communication 
applications.

Furthermore, equipping artificial satellites 
with QKD devices makes it possible to realize 
secure secret key agreement on a global scale.

■Development of Satellite Quantum 
Key Distribution System in Other 
Countries

Development of satellite-based QKD has 
also progressed internationally, with China ini-
tially taking the lead. In 2017, China launched 
Micius, the world's first quantum communi-
cations satellite, successfully demonstrating 
secure secret key agreement over an ultra-long 
distance exceeding 12,000 km.

Meanwhile, in Japan, NICT initiated the 
development of satellite-borne QKD system in 
2018. NICT proceeded with the development 
of a QKD transmitter capable of being mount-
ed on small satellites, along with a transport-
able optical ground station that can be carried 
on an 8-ton truck. Although budget constraints 
at the time prevented us from launching an in-
dependent satellite, NICT advanced technolog-
ical developments targeted at optical transmis-
sion between the International Space Station 
(ISS) and ground stations. In addition to stan-
dard QKD, NICT implemented physical layer 
cryptography on these devices by leveraging 
the direct line-of-sight communication channel 
between the satellite and the ground, enabling 
even more efficient and secure key generation 
than standard QKD. In QKD, encryption keys 
can be shared securely over a photon trans-
mission path even under the assumption that 
physical operations on quantum memories or 
quantum computers along the link are permit-
ted. In direct satellite-to-ground communica-

the ground station unit, and Figure 4 displays 
the received signal waveform. By applying er-
ror correction and privacy amplification to the 
received signal (as a process to securely extract 
cryptographic keys), we successfully generat-
ed over 1 million bits of secure cryptographic 
keys during a single overhead pass in 2024. 
Furthermore, we successfully demonstrated 
OTP-encrypted communications with the ISS.

■Future Prospects

Based on the expertise gained through this 
research, NICT is serving as the lead institution 
to promote the project, "Research and Devel-
opment of Small LEO Satellite Enabling In-
formation-Theoretically Secure Key Sharing" 
using the Space Strategy Fund Program.

Japan’s first quantum key distribution sat-
ellite, named "N-QUADIS," is scheduled for 
launch in 2029. Utilizing this satellite, we are 
conducting research and development aimed 
at successfully demonstrating technologies for 
global-scale secure secret key agreement.

Figure 2　�Overall configuration of the physical layer cryptographic communication experi-
ment between the ISS and the transportable optical ground station

Figure 3　Transportable optical ground station

Figure 4　Signal received from the ISS
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tions, appropriate methods can be applied 
to confirm that no powerful eavesdropper 
is physically present within the trans-
mission channel. For instance, North 
American Aerospace Defense Command 
(NORAD) monitors space and airspace 
around North America 24 hours a day, 
365 days a year using radars and satel-
lites. NORAD has the capability to detect 
objects 10 cm or larger within its moni-
tored domain. Alternatively, the satellite 
link can be monitored by telescopes or 
other surveillance equipment.

If we accept the prerequisite that "no 
powerful eavesdropper can invade the 
transmission path," the scope of eaves-
dropping risk is reduced to assuming that 
an eavesdropper can only intercept stray 
or scattered light that leaks from the satel-
lite-to-ground optical beam.

In this scenario, a final, secure key can be 
extracted by estimating the upper bound of the 
leaked information and eliminating the cor-
responding data. To conduct demonstration 
experiments of this physical layer secret key 
agreement between the International Space 
Station (ISS) and a ground station, NICT de-
veloped a light source for physical layer secret 
key agreement system, a processing unit for 
key generation, and a transportable ground sta-
tion in collaboration with Sony Group (Sony 
CSL), SKY Perfect JSAT, and the Next-gen-
eration Space System Technology Research 
Association (NeSTRA). Figure 1 shows a pho-
tograph of the light source unit mounted on the 
ISS (Secure Laser Communications terminal 
for LEO: SeCRETS). The periscope-style tele-
scope equipped on the unit can direct its optical 
axis anywhere in the upper hemisphere. This 
unit was mounted on the ISS's IVA-replaceable 
Small Exposed Experiment Platform (i-SEEP) 
and operated in space. Figure 2 illustrates the 
overall conceptual architecture of this research. 
A Differential Phase Shift Keying (DPSK) sig-
nal with a 10-GHz clock is emitted from the 
transmitter on the ISS and received by a 35-
cm diameter reflective telescope mounted on 
an 8-ton truck. Figure 3 shows a photograph of 
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Demonstration of a New "Superconducting Flux Qubit" That 
Requires No External Magnetic Field
New Technology to miniaturize the flux qubit circuit with π junction

Sunmi Kim
Quantum ICT Research Laboratory, 
Koganei Frontier Research Center
Advanced ICT Research Institute
Senior Researcher 
After completing graduate school, Dr. 
Kim served as a postdoctoral research-
er at the National Institute for Materials 
Science (NIMS) and Osaka University, 
and as a project assistant professor at 
the Institute of Industrial Science, the 
University of Tokyo. She joined NICT in 
2018 and has been engaged in research 
on superconducting qubits. 
Ph.D. (Science).

uantum computers have the poten-

tial to completely change our lives. 

At the heart of these machines are tiny 

components called "quantum bits" (qubits), 

which process information. A joint research 

team, including NICT, has successfully oper-

ated a new type of qubit called a "supercon-

ducting flux qubit" at its best performance 

in absolute zero magnetic field—meaning 

no external magnetic force is needed at all. 

This marks a world-first achievement and a 

major step forward toward making quan-

tum computers smaller and more powerful.

■Background

Quantum computers are expected to solve 

incredibly complex calculations in a flash—

tasks that would take today's computers 

many years to complete. Scientists around 

the world are researching this technology, 

hoping it will help develop new medicines 

and design advanced materials for the future.

Currently, the most widely developed 

type is the "superconducting qubit," which 

takes advantage of "superconductivity"—a 

phenomenon where electrical resistance 

drops to zero at extremely low temperatures. 

However, the most popular model used to-

day (the transmon qubit) has a low level of a 

property called "anharmonicity". This means 

that when many of these qubits are packed 

together, their frequencies tend to overlap 

and cause interference, leading to errors—a 

problem known as "frequency collision".

On the other hand, "flux qubits," which 

store information based on the direction of 

circulating superconducting currents, have 

high anharmonicity and can reduce this fre-

quency collision problem. Yet, they had a 

different challenge: to work properly at their 

best performance, they always needed an 

external coil to constantly apply a specific 

magnetic field equal to half a magnetic flux 

quantum. This required extra bulky parts and 

complex control wiring for each qubit, creat-

ing a massive barrier to building large-scale 

quantum computers.

■The Secret Behind No Magnetic Field: 

A Tiny Trick with "Ferromagnets"

To overcome this obstacle, the research 

team focused on a method to shift the phase 

of the superconducting wave function by ex-

actly 180 degrees (π) without using any exter-

nal magnetic fields. This intrinsic phase shift 

is equivalent to applying a half flux quantum 

to the qubit loop. We achieved this by insert-

ing a special connection called a "π-junction" 

into the circuit (Figure 1). This junction has a 

structure where an incredibly thin layer of a 

magnetic material called a ferromagnet, spe-

cifically "PdNi" (palladium-nickel), is sand-

wiched between two superconductors.

In a standard flux qubit, a specific exter-

nal magnetic field is required to establish an 

optimal operating point that is robust against 

flux noise. At this point, the clockwise and 

counterclockwise current become completely 

equal in energy, forming the quantum super-

positions that define the |0> and |1> states. 

While conventional designs relied on large 

outer coils to precisely apply this magnetic 

field, the newly developed qubit achieves 

this intrinsically. The built-in ferromagnet 

functions as a π-phase shifter for the qubit 

(Figure 1(a)). As a result, the qubit naturally 

reaches its optimal operating point when the 

external magnetic field is exactly 

zero, successfully eliminating the 

need for bulky coils and complex 

control wires.

■Improving Qubit Lifetime 

by employing Nitride 

Technologies

Previous studies have attempt-

ed to incorporate magnetic mate-

rials into circuits to eliminate the 

need for external magnetic fields. 

However, the lifetime (coher-

ence time) of those qubits was 

extremely short—only about 4 

nanoseconds (10-9 second). This 

limitation was primarily due to 

the inherently short coherence time of the 

phase qubit architecture used in those ex-

periments—typically on the order of nano-

seconds—rather than any negative influence 

from the π-junction itself.

In this new study, the team combined 

NICT’s long-standing expertise in grow-

ing high-quality crystals of a special super-

conductor called niobium nitride (NbN) on 

silicon substrates, NTT's advanced design 

and measurement techniques for long-lived 

qubits, and the π-junction expertise from To-

hoku University and Nagoya University. The 

actual device is microscopic in scale, as seen 

under a microscope (Figure (c)).

By using ferromagnetic materials with a 

smaller spin-flip scattering and optimizing 

the circuit layout, the team successfully ob-

served a microwave spectrum demonstrating 

the qubit’s optimal operation in a zero mag-

netic field (Figure 2(a)). Furthermore, they 

extended the qubit’s lifetime to 1.45 micro-

seconds (μs:10-6 second), which is about 362 

times longer than previous π-junction phase 

qubits (Figure 2(b)). This achievement suc-

cessfully proved to the world for the first time 

that a flux qubit can operate reliably in a zero 

magnetic field. 

■Future prospects

This breakthrough represents the world’s 

first successful demonstration of a novel flux 

qubit that requires no external magnetic field 

while achieving a lifetime in the microsec-

ond range. This technology paves the way 

for vastly simpler, microscopic quantum cir-

cuits, laying a solid foundation for packing 

thousands of qubits onto a single chip in the 

future.

Moving forward, the research team will 

continue to optimize the fabrication process-

es to extend the qubit’s lifetime even further 

and improve fabrication techniques to en-

sure uniform performance across all qubits. 

By building a brand-new quantum hardware 

platform that surpasses the performance of 

traditional aluminum-based qubits, this tech-

nology is expected to accelerate the realiza-

tion of fault-tolerant quantum computers, 

bringing them out of the lab and closer to our 

everyday lives.

Q

Figure 2　 �(a) Microwave spectroscopy spectrum showing the magnetic field dependence of the transition frequency from the 
ground state to the excited state for the nitride flux qubit with a π-junction. (b) Measurement result of the coherence 
time, showing an energy relaxation time of T1 = 1.45μs.

Figure 1　 �(a) Schematic diagram of the actual nitride-based π-junction.(b) schematic diagram of all nitride Josephson junction 
（NbN/AIN/NbN）used a basic junction of flux qubit (c) Optical microscope photograph of the actual flux qubit made of 

nitride, featuring a π-junction (π).

1

Fig.1

(a) (b)

(c)

T1 = 1.45 µs

Fr
eq

ue
nc

y（
G

H
z）

Flux bias（Φ0）

Si
gn

al
（

ar
b.

 u
ni

ts
）

Po
pu

la
tio

n 

(a) (b)

Time t（µs）

Fig. 2



NICT NEWS  2026  No.510 11NICT NEWS  2026  No.510 11

Harnessing the Quantum World: The Future of ICT

TOMITA Akihisa
Director General, 
Quantum ICT Collaboration Center
After completing graduate school, 
Dr.TOMITA worked at a corporate re-
search laboratory  of a private compa-
ny and as a university professor before 
joining NICT in 2025. He is engaged in 
research on quantum information tech-
nology, photonic quantum information 
processing, and quantum cryptography.
Ph.D. (Engineering).

Demonstrations for the Social Deployment of Quantum 
Cryptographic Networks
Realizing everlasting secure communication

ue to technological advancements, 
currently cryptography may be com-

promised in the future, creating a need for 
cryptographic algorithms that can guarantee 
long-term security. For this reason, quantum 
key distribution (QKD), which is based on 
quantum mechanics, is attracting significant 
attention. NICT has developed QKD plat-
forms and quantum secure clouds and has 
been verifying their practicality. In the future, 
the development of hybrid systems combin-
ing QKD networks with post-quantum cryp-
tography and the realization of the quantum 
Internet including satellite QKD and quan-
tum relays are anticipated.

■Background

In today's society, a wide variety of infor-
mation is exchanged among people distant 
from each other. It is cryptography that sup-
ports trust in the integrity and security of the 
information exchange. The key that is used to 
retrieve information is the most critical ele-
ment in  cryptography. A key is an unpredict-
able random number sequence, which should 
be kept confidential. In the cryptographic 
systems widely used today, a key is given as 
a solution  to a mathematical problem that is 
difficult to solve even for a powerful com-

puter. Cryptography that is undecipherable 
in this sense is referred to as computationally 
secure. However, the mathematical problem 
can be solved if an efficient solution is dis-
covered or the performance of computers 
is improved. For this reason, cryptography 
methods have a lifespan of typically 20 to 30 
years to be replaced with new-generations. 
Even ciphers that are currently secure may be 
cracked in a few decades, and are vulnerable 
to attacks called Harvest Now, Decrypt Later 
(HDNL), a strategy through which attackers 
intercept and store encrypted information to 
decrypt in the future when computers are suf-
ficiently powerful.

■Seeking Cryptography with Long-
term Security

About 30 years ago, it was found that 
the mathematical problems used for cur-
rent cryptography would be easily solved 
by quantum computers. The development 
of quantum computers has been advancing 
rapidly in recent years, and it is even predict-
ed that current cryptographic algorithm will 
be cracked by 2030. Accordingly, research 
and development are proceeding on algo-
rithms that use mathematical problems even 
quantum computers cannot solve efficiently 
(post-quantum cryptography). In the United 
States, selection of recommended algorithms 
is being carried out by the government. How-
ever, as post-quantum cryptography also has 
a lifespan, it cannot assure long-term security 
against HNDL attacks. 

Another secure encryption method exists. 
This method guarantees security by theoreti-
cally limiting the amount of information that 
could be acquired by eavesdroppers. This is 
called information-theoretic security, which 
guarantees long-term security even if tech-
nologies advance. However, for the practical 
implementation of information-theoretic se-
cure cryptography, it is necessary to estab-
lish an efficient method for sharing common 
secure keys between the sender and receiver 
because the cryptographic protocol requires a 
large number of common keys. Quantum key 
distribution (QKD) is one such method. The 
combination of information-theoretic secure 

cryptographic algorithms and quantum key 
distribution (QKD) is generally referred to as 
quantum cryptography.

The security of QKD is based on the laws 
of quantum mechanics. Eavesdroppers ob-
serve the quantum state to obtain the key in-
formation. However, the state changes unless 
an appropriate measurement basis is used. 
Therefore, a trace of eavesdropping appears 
as an error  in the receiver’s measurement 
outcome. The number of errors indicates the 
amount of information eavesdropped. Cre-
ating a key by subtracting the eavesdropped 
information from the original receiver’s mea-
surement result enables the sharing of a key 
of which the eavesdropper does not have in-
formation.

■Quantum Key Distribution Platform

As QKD only provides the sender and 
receiver with a shared secure key, it is nec-
essary to implement functions such as con-
trolling the shared key amount, managing 
the stored key, and distributing keys to ap-
plications. Therefore, NICT has developed 
a QKD platform. As shown in Figure 1, the 
platform consists of three layers: quantum 
layer, key management layer, and (network) 
control layer. The quantum layer shares keys 
through QKD. The key management layer 
distributes private keys to the nodes where 
keys are required. The control layer issues 
directions to nodes at the quantum and key 
management layers. Devices at the applica-
tion layer receive and use keys. Since key 
generation and distribution using QKD are 
completed in the lower three layers, develop-
ers can create and run applications at the top 
layer without even being aware that quantum 
technology is being used. The Tokyo QKD 
Network, launched in 2010, has the world’s 
longest operation history as a QKD platform 
in a metropolitan area and has successfully 
provided keys to various IT devices such as 
drones, smartphones, and network switches, 
successfully supporting confidential commu-
nication.

Furthermore, secret sharing is employed 
for data storage and processing.  Secret shar-
ing involves dividing information and storing 

it across multiple data servers. Even if one 
server is attacked, the secret remains secure 
as long as the majority of the other servers 
remain intact. Additionally, data can be re-
stored even if some servers go down due to a 
disaster or other cause. While secret sharing 
is information-theoretically secure, it does 
not provide confidentiality in data exchange 
between users and servers. A combination 
of secret sharing and quantum cryptogra-
phy enables information-theoretically secure 
data transmission, storage, and processing. 
NICT is the first in the world to propose and 
demonstrate such a system as a quantum se-
cure cloud. In collaboration  with companies 
in Japan, proof-of-concept experiments have 
been conducted on systems such as one that 
stores genome data and transmits it between 
a genome research center and hospitals by 
using quantum cryptography, another system 
that transmits facial recognition feature data 
confidentially , and a third that encrypts elec-
tronic health record data with QKD keys and 
transmits it securely over a network from a de-
centralized backup system. In addition, NICT 
has also succeeded in combining a quantum 
computer and quantum secure cloud. Users 
send data stored in the quantum secure cloud 
to the quantum computer and receive anal-
ysis results. Valuable data exchanged can 
be protected using quantum cryptography.  

As such, quantum-secure clouds are expected 
to find applications in the medical, defense, 
finance, government, and critical industri-
al infrastructures, where information must 
remain confidential for decades or more to 
withstand HNDL attacks (Figure 2).

■Future Prospects

Quantum cryptography entails higher 
costs and has a more limited range of appli-
cations compared to post-quantum cryptog-
raphy. It is necessary to develop a hybrid 
cryptographic system that combines the ad-
vantages of post-quantum cryptography and 
quantum cryptography and to properly po-
sition and implement each within social in-
frastructure. In addition, as  global network, 
integration with satellite-based quantum key 
distribution, as well as research and devel-
opment on quantum relay technology for the 
future are also important. It is anticipated that 
the quantum Internet, which will integrates 
quantum cryptography, modern cryptogra-
phy, quantum computers, quantum sensors, 
and optical and wireless communications 
networks, and other relevant technologies 
will be realized (Figure 3).

Figure 1　QKD platform configuration diagram

Figure 2　Quantum secure cloud and application areas

Figure 3　Future of quantum Internet
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Research and Development of Fundamental Technology 
for Increasing the Reliability and Efficiency of Satellite-
based Quantum Key Distribution
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1998	 Born in Chiba
2021	� Graduated from the Depart-

ment of Physics, Faculty of 
Science and Technology, Keio 
University

2026	� After completing the doctor-
al program at the Graduate 
School of the University of To-
kyo, joined NICT and assumed 
the current position
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2022	� Received the Student Presen-

tation Award of the Physical 
Society of Japan 2022 Autumn 
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KAWASHIMA Teruyoshi
Tenure-Track Researcher,
Quantum ICT Laboratory,
Koganei Frontier Research Center 
Advanced ICT Research Institute,
Ph.D. (Science)

What is the best thing about being a researcher?
I have aspired to be a researcher since childhood, so I am 
truly glad to be able to work in research from now on. At 
NICT, especially, I find it rewarding that I can pursue my own 
interests while also returning the achievements to society.

Things you are into right now
I enjoy taking a walk in the premises of 
NICT with members of the Quantum 
ICT Laboratory after lunch, observing 
plants and insects. The photo shows a 
rare plant named "golden orchid" which 
grows only where it has the appropriate 
symbiotic relationship with soil fungi 
and trees and is difficult to transplant.

How do you spend your days off?
On my days off, I work out at a 
gym, explore the food scene in 
my neighborhood such as ra-
men, and the like. I sometimes 
go on a trip or go to a live mu-
sic concert. The photo is from 
when I went to a live concert of 
”back number" with my family.

Q

Q

Q

A

A

A

A t graduate school, I participated in an 
air shower experiment that observed 

high-energy cosmic rays, and I was en-
gaged in photodetector development 
and data analyses. For the photodetector 
development, I improved the readout cir-
cuit of the photomultiplier tube and devel-
oped a detector system that was capable 
of measuring signals with a wide range of 
intensities. In addition, I was also engaged 
in research involving the analyses of the 
distribution of cosmic ray arrival directions 
based on observation data for examining 
the anisotropy of cosmic rays.
From now on, leveraging my experience 
in detector development and the ex-
pertise I gained through the cosmic ray 
research, I will be engaged in research 
aiming at the practical implementation of 
satellite-based quantum key distribution 
(QKD).
The Quantum ICT Laboratory is focus-
ing its efforts on globally expanding the 
QKD ground fiber network through sat-
ellite-to-ground optical communications 
technology. Satellite onboard equipment 
is required to be resistant to the space 
environment as well as small sized, light 
weight, and low power consumption. Be-
cause QKD uses a transmission protocol 
based on polarization modulation, satellite 
onboard cryptography equipment con-
sists of a special interferometer, LN mod-

ulator, and other components. I would like 
to integrate their functions to develop a 
QKD transmitter that is small in size, has 
low power consumption, and works stably 
even in a satellite orbit.
On the other hand, ensuring the safety of 
quantum communication of satellite on-
board equipment is a critical issue for so-
cial implementation. Although QKD trans-
mission equipment is required to transmit 
"independent and identically distributed" 
photons, standard methods for measuring 
and analyzing the polarization, correlation, 

and temporal fluctuations of bit sequenc-
es and optical signals have not been estab-
lished. For this reason, safety verification of 
not only satellite onboard equipment but 
also ground QKD is demanded. Because 
this issue is closely related to transmitter 
development as well, I would like to con-
duct them concurrently. Through these 
efforts, I will increase the reliability and 
safety of QKD equipment, thus contribut-
ing to the realization of practical satellite 
quantum communications systems.

Building an optical system (1-bit delay line interferometer) for evaluating the existence of correlation between bits, 
aiming at safety verification of QKD

ICT has released an animated video titled “Let's Learn 

Through Animation! The World of Quantum” on its official 

YouTube channel. The video explains basic quantum concepts in 

an easy-to-understand way.

In recent years, terms such as quantum computing and quan-

tum cryptographic communications have increasingly appeared 

in the news. Research and development on these technologies is 

being conducted around the world, as they are expected to sup-

port next-generation information-processing and communication 

technologies. Still, many people are probably wondering, “What 

exactly is a quantum?”

This video, co-created by the Quantum ICT Collaboration Cen-

ter and the Quantum ICT Laboratory, is designed to help viewers 

intuitively understand the basic concepts of quantum physics. Set 

in a science classroom or a laboratory in the near future, the video 

features Yoko, a researcher, and high school students Sora and 

Nami. Through their conversations, they explain basic quantum 

concepts and the fields of quantum research being pursued at 

“Let's Learn Through  Animation! The World of Quantum” on NICT’s official YouTube channel:

URL: https://www.youtube.com/watch?v=2dJyYo2H9Pw  (Japanese Version)

NICT in clear and easy-to-understand terms.

Animation’s unique visual techniques allow viewers to learn 

about the mysterious properties of invisible quantum phenomena 

in an enjoyable way. The content is accessible not only to those 

who are interested in quantum, but also to those who are learning 

about it for the first time.

In addition, popular voice actor KAYANO Ai voices Yoko in the 

video. The characters’ conversations make the quantum world feel 

more accessible to viewers.

With only 101 years having passed since the birth of quantum 

mechanics, our exploration of the quantum world has just begun.

We hope this video helps spark viewers’ interest in and deepen 

their understanding of quantum technologies that will shape the 

future.

Watch “Let's Learn Through Animation! The World of Quantum” 

on NICT’s official YouTube channel and take a peek into the in-

triguing quantum world.

Assistant Chief, General Planning Office, Quantum ICT Collaboration Center YASUI Yuri

Watch Now! Let's Learn Through Super Easy Animation 
"The World of Quantum"

N Q&As

https://www.youtube.com/watch?v=2dJyYo2H9Pw
https://www.youtube.com/watch?v=2dJyYo2H9Pw
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