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As Japan's only national research and development agency specializing in the field of

information and communications technology (ICT), the National Institute of Information and
Communications Technology (NICT) promotes ICT R&D from an integrated perspective,
from the basic to the applied, while collaborating with universities, industry, local
governments, and domestic and overseas research institutions and aiming to generate
innovation by giving back to society with the results of our R&D.

In order to respond flexibly to global social issues such as natural disasters, global
warming, pandemics, and adapting to the “new normal” of the post-corona age, and to
transform Japan into a sustainable and resilient society, it will be essential to accelerate
digital transformation (DX) and realize Society 5.0 - a human-centered society - through a
system that integrates cyberspace and physical space.

To the early realization of that end, under the fifth mid-to-long-term plan, which
launched in April 2021, in addition to our main mission of promoting R&D and open
innovation in five priority areas (Advanced electromagnetic technology, Innovative networks,
Cybersecurity, Universal communication, and Frontier science) based on a new ICT
technology strategy, we will actively promote R&D in the four strategic research fields of
Beyond 5G, Al, Quantum ICT, and Cybersecurity. In addition, NICT will accelerate the
spread of its R&D results throughout society by promoting activities to utilize the advanced
technologies developed by NICT for businesses and other organizations, and creating a
testbed environment for the open use of research-result data.

NICT will maximize the results of these initiatives, with the entire organization working
together for the development of information and communications technology, the most

important social infrastructure. We appreciate your support and cooperation.

National Institute of Information and Communications Technology

President TOKUDA Hideyuki

NICT 5th Mid-To-Long-Term Plan

Japan's “Sixth Science, Technology
and Innovation Basic Plan” *" calls for
the realization of Society 5.0 as the
society of the future we should aim for.
In addition, the fourth interim report on
“New Information and Communications
Technology Strategy” 2 emphasizes
the promotion of R&D for, and imple-
mentation in society of, information and
communications technology (ICT),
which is the foundation of all industrial
and social activity.

Based on the government's policy,
NICT's fifth mid-to-long-term plan (April
2021 to March 2026) inherits the “five
priority R&D areas” of the fourth
mid-to-long-term plan, and promotes
open innovation by widely disseminat-
ing our R&D results within society.

The “five priority R&D areas” are the
areas of Advanced electromagnetic
technology, Innovative networks,
Cybersecurity, Universal communica-

tion, and Frontier science. We are
working on advanced, basic, and foun-
dational themes in each area from a
medium-to-long-term perspective. In
addition, we will promote cross-sec-
tional and strategic R&D in four
research fields that should be pursued
strategically (the “four strategic
fields™ ).

The strategic fields are:

* Beyond 5G

+ Al

* Quantum ICT

+ Cybersecurity

NICT's Beyond 5G R&D aims to
establish elemental technologies and
architectures for the next generation of
5th generation mobile communications
systems (5G) and their implementation
in society. In Al, we will work to estab-
lish simultaneous interpretation tech-
nology at the practical level to realize

the human-centered society that Soci-

ety 5.0 is aiming to create. In the field
of Quantum ICT, we will establish tech-
nologies for the realization of an inte-
grated satellite/terrestrial quantum net-
work, including unbreakable quantum
cryptography and quantum-node tech-
nology. In the field of Cybersecurity, we
aim to establish technology to deal with
cyberattacks by aggregating and ana-
lyzing relevant information, and tech-
nology to ensure safety even in an age
of quantum computers.

Collaboration across fields is also
important for building a total system
that links elemental technologies in
addition to advancing them. Through
these activities, NICT is promoting open
innovation in order to contribute to
solving social and regional issues, digi-
tal transformation, and value creation in
social systems for the new era, and
achieving SDGs, including diversity and

sustainability.

(*1) Cabinet decision dated March 26, 2021

(*2) Information and Communication Council MIC Interim Report dated August 5, 2020
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Advanced Electromagnetic
Technology Ar

Remote Sensing Technology

Space Environment Technology

Electromagnetic
Compatibility Technology

Space-Time Standards
Technology

Digital-Optics Technology
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fy changes promptly and precisely in
climate and space environments, and cor-
rectly assess social conditions, including
disaster situations. We will also be able to
make highly accurate predictions of the
future to realize a smart life in the real
world.

Cutting-edge technologies
utilizing the properties of
electromagnetic waves

Remote sensing technology involves
R&D on technologies to observe desired
targets from the ground, aircraft, or satel-
lites and technologies for advanced analysis
of the obtained data, which contributes to
disaster prevention and mitigation, monitor-
ing of global climate change, improvement
of prediction accuracy in weather forecasts,
etc., and elucidation of the mechanisms of
global warming and water circulation (pho-
tos 2 and 6).

Space environment technology
involves R&D for technologies to improve
the monitoring (photos 1 and 7) and fore-
casting concerning the space environment,
which is affected by solar activity, leading to
stable use of radio waves and maintenance
and management of societal infrastructure.
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Radio Research Institute

Make our future safer and richer using electromagnetic waves

To realize the smart life
of the future

Radio Research Institute engages in R&D
of various technologies related to “electro-
magnetic waves,” such as radio waves and
light, and promotes activities related to
utilizing those technologies in society. Cur-
rently, human societies are trying to inte-
grate cyberspace (virtual space) and physi-
cal space (real world) to balance both eco-
nomic development and solutions for socie-
tal problems.

Radio Research Institute is conducting a
variety of research to realize the functions
of: “sensing (measurement/observation)” -
aggregating information from the physical
space into cyberspace using various sen-
sors; “processing (information processing)”
- creating “future visions” in cyberspace by
analyzing various kinds of data; and “actu-

ation (operation/action)” - creating action
effecting physical spaces by utilizing data
in cyberspace. The results obtained from

our research will make it possible to identi-
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NICT also provides space weather forecasts
(https://swc.nict.go.jp) continuously, 24
hours a day, seven days a week.

Electromagnetic compatibility tech-
nology involves R&D to ensure electromag-
netic compatibility (EMC), which is essential
for smooth interoperability of communica-
tion devices and electric/electronic devices
and for secure and safe use of new radio
wave systems (photo 3). NICT also provides
calibration services to inspect the perfor-
mance of radio equipment indispensable for
socioeconomic activity.

Space-time standards technology
involves setting standard national frequen-
cy, transmitting standard frequency by radio
waves (photo 4), disseminating stable and
highly accurate Japan Standard Time (photo
5), and developing optical frequency stan-
dards and portable atomic clocks.

Digital-optics technology involves
R&D on optical elements using diffraction of
light, and precision optical measurement
technology, as well as implementation and
industrial deployment for highly efficient and
inexpensive optical communication mod-
ules, head-up displays, next-generation AR
systems, and next-generation advanced
microscopes (photo 8).
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Network
Research Institute

Driving R&D on network technol-
ogies supporting Beyond 5G and
dissemination of R&D outcomes

Toward the realization of Beyond 5G

Network Research Institute conducts R&D on
establishing network toward Beyond 5G to sup-
port the society in the 2030s, such as the SDGs.
In particular, we conduct R&D on basic and
system technologies in the area of optical, wire-
less (terrestrial, satellite), and networking to
realize ultra-wideband, ultra-low latency, and
resilient communications. The institute collabo-
rates with companies and universities to inno-
vate basic technologies of networks and aims to
standardize and to disseminate the technologies.

Extension of three-dimensional
seamless networks

For the coming Beyond 5G, it is expected to
integrate terrestrial networks and non-terrestrial
networks (NTN). We conduct R&D on wireless
network technologies that globally extend
three-dimensional seamless communication
networks including the ocean and space, via a
network composed of satellites, aircraft, and
drones, and on technologies for optical satellite
communications (photo 1).

Also, we contribute to diversification and

expansion of terrestrial wireless communication
systems for the Beyond 5G, through conduct-
ing R&D on wireless system assessment tech-
nologies that simplify evaluations for complex
wireless systems in an actual operational envi-
ronment that require a lot of human resources
and time (photo 5).

Ultimate speed for us

While information is delivered to us via an
optical backbone network, it is converted into
electrical, optical, and radio signals. To deliver
enormous amounts of information promptly,
we establish an optical network technology of
tens of petabits per second class (more than
1000 times the traffic of Japan in 2020) based
on multi-core optical fibers in which multiple
passages are arranged in one optical fiber
(photo 3).

Millimeter-waves and terahertz-waves,
which are expected to be used in access
networks, have a shorter reach than radio
waves used in 4G and 5G, so a large number of
radio stations are required. It is necessary to
reduce the power consumption and the cost of
the system. We contribute to solving the prob-
lem with technologies that simplify network
systems by harmonizing optical signals and
radio signals, and ICT hardware technologies
for optical signal circuits (photo 2).

In addition, we run Advanced ICT Device
Laboratory, which is an open hub for creating
innovative ICT hardware devices by consolidat-
ing device technologies (photo 4). We collabo-

rate with Terahertz Technology Research
Center at Beyond 5G Research and Devel-
opment Promotion Unit, to drive on research
on communication by using terahertz waves.

Resilient ICTs for SDGs
around the world

We have conducted on R&Ds and activities
that contribute to reducing network failures
after natural disasters and shortening the
period until recovery. Based on our achieve-
ments, we make them evolved as supple and
tough “Resilient ICTs” toward Beyond 5G. In
particular, we have begun to conduct R&D on
information and communication technologies in
environments where wireless communication is
difficult to be used, technologies that adapt
when a network is disconnected, and technolo-
gies that detect, visualize, and distribute
sudden changes in natural phenomena to
people and systems (Photo 6).

Keyword is Flexibility

In the field of networking, we conduct R&D
on distributing highly reliable information with
low latency by utilizing finite communication
and computing resources and measurement
data effectively with Al technologies and
programmable networks (photo 7). We aim to
establish technologies for coexistence of
various ICT services, by extending three-dimen-
sional seamless communication networks, by
increasing the capacity of the network, and by
utilizing resources flexibly.
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@ Large-scale cyberattack monitoring and
analysis system “NICTER”
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In order to enhance Japan's ability to
innovate to create unprecedented value and
transform social systems, it is essential to,
as part of the national capacity to protect
society (life, property, and information),
enhance the sophistication of technologies
in the area of cybersecurity in order to pro-
tect social systems from rapidly increasing
numbers of cyberattacks. This is an urgent
challenge for the nation as a whole, and the
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demands from society on NICT in this area
continue to increase.

As one of the top research institutes in
the area in Japan, Cybersecurity Research
Institute aims to enhance the national capac-
ity to deal with cyberattacks and promote
secure data utilization, and conducts a wide
range of activities from basic research to
practical technology development based on
strong societal demand, as well as imple-
mentation of relevant results within society.
In accordance with national government
policy, the Institute also conducts cyberse-
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curity training, is developing a govern-
ment-industry-academia cybersecurity base,
and carries out surveys of loT devices with
inadequate password settings, etc.

Cybersecurity Laboratory conducts
R&D on automatic analysis and visualization
technologies that support situational under-
standing of cyberattacks by observing them
from multiple angles (photos 1, 2, 5, 6), while
Security Fundamentals Laboratory
endeavors to carry out R&D aimed at the
establishment of cryptographic infrastructure
for the quantum computing era, as well as
work on technologies for secure data utiliza-
tion that contribute to solutions for societal
challenges such as working from home
(photo 3).

National Cyber Training Center runs
cyber training for security operators from
government and the private sector, as well
as SecHack365, a program to foster young
security innovators for those aged 25 or
younger (photos 4 and 7), while National
Cyber Observation Center surveys loT
devices with inadequate password settings
and provides the information to internet
service providers.

CYBERSECURITY NEXUS

N

e racees s L

.
nter

i

—( )CD-Nexus E eisiion

C>CU-NL‘KII5 G iinon

g S

-

(
X

@ Development of government-industry-academia Cybersecurity Nexus

Although large-scale collection and stor-
age of actual data related to cyberattacks is
essential for R&D in the cybersecurity area,
many organizations in Japan are unable to
collect a sufficient amount of data, which
leaves R&D stagnating and cybersecurity
self-sufficiency lagging.

In order to overcome this situation, a new

organization - Cybersecurity Nexus - was
established in April 2021 with the aim of
creating an advanced platform that will serve
as a nexus for government, industry, and
academia (Photo 8). Specifically, it aims to
improve Japan's cybersecurity capability by
collecting, storing, analyzing, and providing
cybersecurity information domestically, as
well as by sharing a common platform for
fostering cybersecurity experts throughout
society as a whole.
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Universal
Communication
Research Institute

Realizing universal communica-
tion for mutual understanding

Creating an Al research platform
and utilizing it for R&D

Universal Communication Research
Institute (UCRI) is one of Japan's leading
R&D centers in the area of Al, and aims to
achieve universal communication and to
establish mutual understanding among
people. In addition to its large-scale compu-
tational resources, UCRI is developing an Al
R&D platform (photo 7) using a high-quality,
large-scale database especially focused on
the Japanese language, and is promoting
R&D of the three core technologies that
leverage the platform.
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O MICSUS: Multimodal spoken dialog system for elderly care (Introductory video P https://www.youtube.com/watch?v=gCUrC3f9-Go)
(Jointly developing with KDDI, NEC Solution Innovator and Japan Research Institute under the second period of Cross-ministerial Strategic Innovation Promotion Program (SIP))
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The three core technologies are: Multi-
lingual communication technology,
which enables low-latency Al simultaneous
interpretation that can be used in business
situations (photos 1 and 2); Data-driven
intelligent communication technology,
which enables spoken dialog systems to
use virtual personalities to converse with
users based on their interests and back-
grounds (photos 4, 5, 6); and Smart data
analytics technology, which enables
real-world analyses and predictions by con-
necting all kinds of public and private sens-
ing data from various fields (photo 3).

Contributing to solving social
issues and creating new values
through R&D and its dissemination

In terms of R&D, UCRI will create unique,
top-class core technologies unbound by
precedent and hone them into universal
technologies with broad scope for use. We
will then develop and expand demonstration
and commercialization systems utilizing
those technologies in an industry-govern-

ment-academia collab-

oration that will lead to
their implementation in
society, and feed the
issues and knowledge
created by society
back into our R&D
activities. We aim to
create this kind of posi-
tive spiral to develop
and disseminate our
core technologies
throughout society.

UCRI has some of
the largest data and
computing resources
held by any public research institute
researching the relevant area in Japan and
plans to further increase them in the future.
We will accelerate the positive spiral by
enhancing these activities through collabo-
ration with overseas and domestic institu-
tions to become the leading R&D institute in
Japan with an Al research platform.

Under our Al research platform, we will

contribute to solving society's challenges

and creating new values by removing
language, knowledge, and data-utilization
barriers in global businesses, elderly care,
environmental risk reduction, etc., and by
achieving a perfect balance of “research”
and “dissemination.”
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Of the five research institutes at NICT,
Advanced ICT Research Institute is the
one positioned to focus on conducting
advanced and basic research. With the goal
of “creating and developing innovation
beyond conventional concepts” in ICT, our
role is that of “opening up the future” by
pioneering, without fear of failure, seemingly
barren frontiers with science.

The Institute is involved in a wide range
of areas, such as Frontier ICT (photos 2, 6,

O Functional organization of cognition in the human brain

© QKD module

7, 8,9), Advanced ICT devices (photos 1
and 10), Quantum ICT (photo 5), and
Neural ICT (photos 3 and 4), and the orga-
nization itself is the largest of the five NICT
research institutes. In addition to conducting
research in a variety of areas, from basic
science to engineering, it is anticipated that
the Institute will make effective use of its
wide range of fields to achieve interdisciplin-
ary fusion and create completely new areas
of research. In fact, fusion research in the
fields of devices and biotechnology has
already begun. It is also an important role of
the Institute to support such active interdis-
ciplinary research.

We are also living in an age where the
question of how to make use of basic
research for the benefit of the world is a
more pressing one. Some of the research
projects that the Institute is working on will

@ Stimulating brain cells
by light to trigger courtship

take 20 to 30 years to produce results, but
by releasing some of our developed tech-
nology to the world we are able to get early
feedback, which we can then use again in
our research. Some of these topics currently
under research are expected to be imple-
mented in society in the near future.

Of the four areas being strategically pro-
moted by NICT, research into quantum ICT
aims to, in cooperation with the newly
established Quantum ICT Collaboration
Center, create highly confidential networks
that protect critical information in the gov-
ernment, medicine, infrastructure, and
finance sectors over the very long term.

For example, there is quantum key distri-
bution, which uses the quantum mechanical

© Chemical biosensor
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properties of light to make it possible to
share a secure cryptographic key (random
number) between two remote parties. This
eliminates the threat of key information
being decrypted, even if computing power
increases significantly in the future. Its
safety is guaranteed by the laws of physics.
Also proceeding is research on the applica-
tion of quantum technology within the nodes
of an optical network - so-called “quantum
network” research - with the aim of trans-
mitting quantum states themselves over
long distances, and we aim to introduce
quantum technology in stages. In addition,
we are also engaged in research looking
decades into the future involving the devel-
opment of elemental technologies for
improving the performance of quantum
computers.

@ Gallium oxide device chip 6



Promoting the development and
operation of ICT testbeds

[Ty

Open In

novation

i iy L4
fan e -

With the aim of supporting and promoting
a wide range of research activities, including
R&D of advanced network technologies and
experimental verification of various applica-

tions, we develop and provide a high speed
R&D network testbed named “JGN,” which
enables verification of various technologies
and services from backbone networks to

applications using a real wide-area network

environment; a large-scale emulation test- N . g

. Y © Measurement of radio wave environment
bed named “StarBED” for developing verifi- T R AT ki
cation platforms for the 10T era; and the — :
DCCS (Data-Centric Cloud Service), which is
a service-layer testbed to develop new appli-
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cations through advanced and open utiliza-

tion of various data, including research
results (photos 1 and 2). These testbeds can
be used by anyone who signs a joint

research agreement with NICT.

Promoting R&D and publicizing
its results

For the realization of Beyond 5G and the
resolution of social issues, NICT conducts
commissioned research utilizing the capacity
of industry, academia, and government, and

provides opportunities for joint research and
researcher interaction with domestic and

overseas companies and universities while

promoting joint R&D through collaboration
with NICT's own R&D (photos 4 and 7). In
addition, we also engage in active standard-

Open Innovation
= Promotion
Headquarters

ization efforts with industry, academia and
the public sector and transform R&D results
into socially beneficial products by acquiring

and effectively using intellectual property

Accelerating open innovation licenses (photo 3). Furthermore, to promote

and taking the lead in “new-nor-
mal” social and economic reform

open innovation on a global scale, we facili-
tate joint research with overseas research
organizations and universities (photos 5 and

6), promote international interaction between
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Promoting the creation of new value

With the goal of rapidly implementing the
results of R&D in society, Open Innovation
Promotion Headquarters aims to establish an
ecosystem that promotes the creation of new
value by accelerating open innovation
through various means, such as industry-aca-
demia-government collaboration and interna-
tional cooperation, including the development
and operation of testbeds as environments
for various organizations to evaluate technical
validity and usability using state-of-the-art
ICT, and the conducting of commissioned
research. Amid intensifying international com-
petition in the development of advanced
technology, we will use ICT to take the lead in
“new-normal” social and economic reform
and clear the way to a bright future character-
ized by great hope and enormous potential.

researchers, and collect relevant information
through NICT's Overseas Centers.

Contributing to the development of
the ICT field

In order to create ICT start-ups with inno-
vative technologies and services, we support
the discovery of students and promising
young entrepreneurs who aspire to start their
own businesses, and in addition to holding
the Entrepreneur “Koshien” Tournament and
Entrepreneur Expo (photo 8), we support
visits by overseas researchers to research
organizations in Japan by offering internation-
al exchange programs and organizing interna-
tional researcher meetings. We also promote
support for information-barrier-free access
enabling the use of ICT by anyone, including
the elderly and people with disabilities.

@ |deathon: the future of the Sendai metropolitan area
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