Roadmap to Quantum Network

For the key technologies in the previ-
ous section, NICT has compiled a road-
map for the period from 2020 to 2035. The
roadmap for R&D of terrestrial and satel-
lite QKD networks is shown in Fig. 12.

The roadmap for R&D of quantum net-
works is shown in Fig. 13.

Promotion Strategy

A promotion strategy will be important
for NICT to develop QKD networks and
quantum networks in society in coopera-
tion with external stakeholders.

In order to deploy quantum networks
in society, it is necessary to promote five
initiatives in an integrated manner:

(D Research and development

(@ Social implementation

(3 International cooperation

@ System design

(® Human resource development

Conclusion and Next Step

With regard to quantum networks, work
on the social implementation of QKD and
research and development for the Quan-

tum Internet are underway internationally.
NICT will collaborate with experts, compa-
nies, universities, and research institutions
in Japan and overseas to promote the use
of quantum networks in society.

NICT will update the Quantum Network
White Paper based on future international
trends and the latest R&D.

Quantum entanglement generation and distribution

+ Quantum entanglement generation between photons and quantum memories
(improvement of gate operation fidelity),

Quantum memory
+ Quantum media conversion
+ quantum memories (improvement of memory time and numbers)

@

Quantum interface

Quantum media conversion between photons and quantum memories
+ Quantum wavelength conversion technology

+ Single photon fiber coupling technology

+ Low-loss optical cable

White Paper: Quantum Network

Increase the speed of current protocols and improve implementation safety
Longer distance, CV-QKD technology
Advancement of security technology

Quantum cryptography for satellites
Advanced tracking technology, ultra-high sensitivity and low loss optical
transmission/reception antennas

Quantum commun on device

High-speed and small-size quantum entanglement light source
Advanced and miniaturized photon detectors
Improved p of detectors
High-speed and low-noise coherent photodetector for CV-QKD
Long-distance optical phase difference detection and stabilization technology

+ Low-loss optical cable

Peripheral technology

Thermal noise random number source
Stable supply of high-performance single-photon detection devices
Extension of device-independent QKD theory, etc.

@ Indicates a technology area related to NICT.

Technology themes in red color indicate NICT's initiatives.

Fig. 8 : Quantum communication and crypto-
graphic link technologies

Quantum repeater

Quantum internet basic functions
Quantum repeater technology

Quantum cryptographic network

Key management technology
Control and management technology
Operational technology

Practical application technology

Quantum light source
+ Realization of single photon source and quantum entanglement light source

Optical circuit and system development

« Development of quantum circuits by optical integrated circuit
« System calibration automation
« Improved control microwave and laser performance

Material development

dielectrics

+ Diamond, high-purify and high-performan

Network control and management and

protocols
Virtualization technology
Photonic network technology
Quantum multiparty protocol

Satellite communication technology

Satellite optical communication technology
Space demonstration
Higher performance, smaller size and portability of optical ground stations

Fig. 9 : Quantum network technologies

2020

Advancement of QKD technology /
Development of new methods

Fig. 10 : Networking technologies

2025 2030 2035

Expansion of applications of QKD devices through
higher functionality, smaller size, and lower cost

Development of quantum secure cloud

technology
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(1) Quantum key distribution (QKD) technology

@ Quantum key distribution (QKD)
@ Key management and key relay technology

@ Quantum secure cloud technology

® QKD network control and management technology

(2) Satellite and spatial communications

@ Physical layer encryption technology

@ Satellite quantum key distribution (QKD) technology

(3 Satellite/ground network coordination technology

satellite
Satellite
quantum

Key
distribution

(QKD) layer cryptography

(2) Quantum network

@ Quantum interface
@ Quantum repeater

® Multi-quantum network control and management

@ Quantum sensor network (Quantum network of optical clocks)
® Quantum computing (lon trap quantum computer)

® Quantum computing (Superconducting quantum computer)

2020

Fig. 11 : R&D Initiatives at NICT
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communication quantum security technology

Integration with fiber quantum
cryptography networks

Demonstration and practical application in flying
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Fig. 12 : R&D roadmap for QKD networks
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Fig. 14 : Promotion strategy
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Fig. 13 : R&D roadmap for quantum networks
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