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Motivation: A Smart City Scenario
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Smart Mobility & Energy:
 Interdependent, critical services
(e.g., utilities, transportation)

 Infrastructures: VANET and
Smart Grid

Building and PEV:

* A common link between smart
energy systems and mobility.

* A smart car or plug-in vehicle
(PEV) is often owned by
individuals residing in buildings
connected to the smart grid.

<

A integrated treatment of
smart energy and smart
mobility is important.




Integrated Treatment of Energy and Mobility

Similarity: Hierarchical structure, spatiotemporal relationships

Difference: Static vs. dynamic, delay-tolerant vs. less delay-tolerant
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STEAM Project

Hypothesis:

* Trustin Smart and Connected Community (SCC) Applications
requires efficient mechanisms to handle conflicting goals of
identifying anomalous operations while preserving privacy and
integrity of the system at scale.

« State of the art literature in this area being nascent, we believe
careful co-design and calibration of encryption and robust

anomaly detection scheme will lead to significant new advances.

Goal: STEAM aims to develop integrated frameworks, models and
algorithms to address security and trustworthiness challenges in
smart mobility and energy, considering various threat models.




STEAM Project: Five Thrusts

Thrust 1: Secure and Trustworthy Decision Making under
Uncertainty

Thrust 2: Privacy-preserving Computations using FHE (Fully
Homomorphic Encryption)

Thrust 3: Characterizing Security, Privacy and Resource
Trade-offs

Thrust 4: Developing Secure and Trustworthy Middleware
Architecture

Thrust 5: Validation with Real Datasets for Smart Mobility and
Smart Energy Applications




Thrust 1: Secure and Trustworthy Decision Making under Uncertainty

Lead: Prof. Sajal K. Das; Dr. Shameek Bhattacharjee
(Missouri Univ. of Science and Technology)

Challenges and Goals:

* How to ensure secure and trustworthy decisions across integrated domains of
smart energy and smart mobility networks using data that could be
manipulated, omitted, or delayed by adversarial behaviors, faults, etc.,?

* How to ensure the secure solution is FHE compatible by design and feasible
under resource constraints and fluctuations.

> Proposed Research: Design novel lightweight anomaly detection
algorithm, and stochastic trust and robust decision models to minimize
wrong decisions under uncertainty and risks.

Tasks:
1.1 Anomaly Detection

1.2 Trust Models
1.3 Dependable Decision Models




Task 1.1 Anomaly Detection
State of the Art:

*» Existing techniques - Classification, State Monitors, Statistical, Clustering and
Nearest Neighborhood, or Information Theory.

** Most require complex math operations = not suitable for privacy preserving
computations, such as FHE and SMC.

** Need additional monitoring hardware/resources; assumptions on predictable error
residuals in data is unrealistic.

Preliminary Results:

¢ Our study on three-year Texas data al -
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Task 1.2 Trust Models

State of the Art:
¢ Existing trust models include Subjective Logic, Josang's Belief,
Information-theoretic Divergence, Dempster-Shafer Belief, and
Bayesian Expectation.

“* They are inadequate for SCC applications due to following reasons:

Unifying effect of both quantity and quality of (probability inferences)
information sources into trust models is challenging.

Most of the existing trust models do not provide null invariant measures.

Most trust models build evidence from a human/sensor enabled
feedback mechanism which themselves could be attacked.

Interdependence among SCC applications complicates trust evolution.

“* Preliminary Efforts: Inadequacies and attack models pointed out
in [Bhattacharjee, Das, et al. IEEE CNS 2017].




Task 1.3 Dependable Decision Models

State of the Art:

¢ Dependable decisions combine trustworthiness of components, with prior
or contextual probabilities of outcomes (uncertainty) and associated
payoffs (risks) for those outcomes.

“» Expected Utility Theory and Decision Tree are commonly used techniques.

*» Recent studies in behavioral decision theory and economics have shown
that these approaches do not reflect or model well realistic behaviors under
risk and uncertainty, often yielding sub-optimal results.

Preliminary Results:

*» We exploited belief manipulation attacks using
built knowledge against SCC, leading to higher

errors under expected utility theory (EUT). 0.4}

Success rate

» Cumulative prospect theory (CPT) improves the = CPT —&— |

. . . . . EUT —a—
success rate of publishing accurate decisions in B

vehicular crowdsensing. Frac. of genuine participation




Thrust 1: Proposed Approach

Develop novel lightweight metrics to provide more stable invariants in
unpredictable SCC systems by abstraction of correlation structures,
robust statistics and subsampling methods.

Establish trustworthiness of information or component with a local and
short term scope termed as Topical Trust, Reputation Trust, Kernel

Methods, Trust Management and update modules.

Design simple utility value function, probability weighing function, and
stochastic choice function to handle behavioral decisions under risk
In transactive and smart energy, V2V and V2| settings.

Case Studies: Irish Dataset (ISSDA), Texas Dataset (PeCan
Street), City of Nashville (Vanderbilt Univ.), Waze App Dataset
(Boston Municipality)




Thrust 2: Privacy-preserving Computations using FHE

Lead: Prof. Hayato Yamana (\WWaseda Univ.); Shameek Bhattacharjee

Challenge and Goal:

* Given the anomaly detection requires contextual information (e.g., smart
meter data, energy pricing bids, smart vehicle trajectory), how to ensure
computations and analytics that preserve privacy of end customers?

> Efficiently adopt Fully Homomorphic Encryption (FHE) with anomaly detection
and trustworthy decision making at community scale, yet to be realized.

Tasks:
2.1 FHE Calculations with Table Search

2.2 Handling Range Search
2.3 Applying FHE to Secure Decisions




Thrust 2: Current Status

State of the Art:

< Among all encryption schemes, only FHE enables additions and
multiplications over encrypted data. By adopting FHE for calculation
iIn Thrust 1, the individual raw data are not exposed to others.

¢ Drawbacks of existing FHE that prevent their adoption in SCC:

« Too high complexity (space and time) - too slow calculations.

« Lack of support for division and other rational number arithmetic
operations (e.g., range search, logarithm).

Preliminary Work:

¢ Our efficient and secure frequent pattern mining scheme has smaller
time and space complexity compared to state-of-the-art schemes:
430 times speed up and 94.7% reduction of memory usage.




Thrust 2: Proposed Approach

Encrypt raw data at each communicating link and transfer to an aggregator
over secure channel (RSA or AES), to prevent attackers from changing the
FHE encrypted data. Only the utility provider can see the aggregated results.

Implement anomaly detection in Thrust 1 by table search mechanism which
does not require division operation.
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Thrust 3: Security, Privacy and Resource Trade-offs

Lead: Dr. Abhishek Dubey (Vanderbilt University)
Challenge and Goal:

* Given that FHE is computationally slow and resource intensive, how to
efficiently ensure security and privacy for resource-constrained SCC
applications deploying loTs and edge computing?

> Define metrics for analyzing trade-offs between resource utilization and
timeliness (responsiveness) vs. security, privacy and trustworthiness in SCC
decision support systems.

Tasks:
3.1 FHE Parameter Configuration
3.2 Anomaly Detection Threshold Configuration
3.3 Critical Sensors Identification




Thrust 3: Current Status

State of the Art:

** scc applications are typically data-driven, where sensors
collect data at unprecedented scale and granularity. Since
data privacy and integrity are two major concerns with such
data, addressing their trade-off is crucial.

—— Conditional Undercount

—— Constant Relative Overcount

** Performance impact of state of the art methods on SCC
depends on the choice of detection thresholds, mainly due to
trade-offs between false-positive and false-negative rates.

{‘Aﬁreshold 0[:;]
Preliminary Work:

** Attacker- defender model for power systems: A Application Impact vs Threshold

strategic attacker tries to maximize the damage by
identifying worst-case scenario (subset of attacking
substations causing maximum damage) [ PHM
2017, Resilience Week 2017, ISGT 2018]
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configuration: We showed how to configure
thresholds based on the impact on total travel time
in a transportation scenario. [Scope 2017]
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Thrust 3: Proposed Approach

Develop mathematical models for evaluating trade-offs between
different configurations for anomaly detectors, each resulting in
different detection performance and security overhead.

To improve security of privacy-protected SCC application in
presence of strategic adversary, design a bad-data detection
system anticipating potential malicious attacks, while considering

application-specific performance impact. Th“‘lh(l;‘)

n* € argmin L(1) [
n .




Example: Application Aware Anomaly Detection Thresholds

« Given normalized residuals 2, (k) =

lower CUSUM statistics are
Us(k) = max(0,Us(k — 1) + 25(k) — bs) Lg(k) = min(0, Ls(k — 1) + z5(k) + b)

15k} ('kf’s(k) , the upper and

* For detector with threshold n(k), an alarm is raised if
Us(k) > ns(k) or Ls(k) < —ns(k)

Traffic Flow
Predictor

ps(k) i
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rs(k)
>
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Algorithm
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» Derive cost of false alarms (false positives and negatives), total
performance loss, and optimal detection threshold.




Thrust 4: Secure and Trustworthy Middleware Architecture

Lead: Prof. Keiichi Yasumoto (NAIST); Dr. Hirozumi Yamaguchi (Osaka)

Challenges and Goal:

* How to build multi-domain architecture for smart mobility and smart energy?
* How and where to implement computations related to privacy, security, trust?
* What are computational/resource challenges for scalability?

> Propose a novel middleware framework that distributes security
features across tasks and incorporates privacy, trustworthiness,
resource constraints, and distributed decision support.

Tasks:
4.1 Distributed Aggregation
4.2 Secure Anonymization
4.3 Decision Making under Trade-offs




Thrust 4: Current Status

State of the Art:

s Delay-awareness is essential to provide up-to-date mobility and energy information in a
smart city for navigation services (e.g., movement and charging of PEVs).

s Edge/fog computing-based distributed architecture can minimize delay and wastage of
bandwidth/resources for cloud servers.

% No attempt has been made on the edge-based solution for trustworthy services in SCC.

Preliminary Work:

 IFoT framework: aims at mechanisms for unified treatment of loT devices,
distributed and delay-aware processing, intelligent content creation [ACM/IEEE
SEC'18].

s EdgeCEP framework: realizes highly-adaptive complex event processing by

dynamically forming mesh-like network and distributing task specifications
written in an event-based language over the devices [IEEE DCOSS'17].

s RIAPS (Resilient Information Architecture Platform for Decentralized Smart Systems)

* A component-based decentralized software platform for realizing smart grid
infrastructure (https://riaps.isis.vanderbilt.edu/)




Thrust 4. Proposed Approach

We design and implement a novel edge computing middleware platform to aggregate
user data in a secure and timely manner.

On top of IFoT, EdgeCEP and RIAPS, we design and implement fully-distributed,
lightweight anomaly detection, FHE computation & secure decision making
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Thrust 5: Validation with Exemplar SCC Applications

Lead: Dr. Hirozumi Yamaquchi (Osaka); Abhishek Dubey (Vanderbilt)

Challenge and Goal:

* How to evaluate proposed models, solutions and resource provisioning
architecture for trustworthy computations and control?

> Validate the proposed models and approaches using smart
mobility and smart energy distribution/consumption scenarios
with real-world datasets.

Tasks:
5.1 Smart Transportation Application
5.2 Smart Energy Application




Thrust 5: Testbeds and Datasets

Thrust areas will be validated with real and simulated testbeds, data

PEV and charging facility HW in the loop 3D Visualization WiFi

simulations access points in Osaka

Available Testbeds and Datasets:

* Missouri S&T: Micro-grid and Smart Village. Access to huge smart meter datasets at thousands
of households from Austin, Texas and Dublin, Ireland for over 3 years with hourly granularity.

Vanderbilt Univ: A facility for hardware in the loop simulations on a 64-node beaglebone cluster
integrated with SUMO, Opentrip planner, Matsim, GridLab-d and Opal-RT. Datasets include traffic
speed, traffic incidents, weather conditions, and bus schedules in Nashville for last 3 years.

Waseda Univ: High performance compute clusters for running large scale FHE calculations.
NAIST: A small PEV testbed with three PEVs and two parking lots with charging facility.

Osaka Univ: Access to VICS data via RSUs deployed in Osaka city as well as simulation testbed
for real traffic in Sapporo, using the taxi probing data.




Thrust 5: Proposed Approach

Smart Transportation Application
* Integrated simulation framework to study effectiveness
of social algorithms for multi-modal routing
« Suggest travel routes considering both spatial
and modal variations (bus, bike, car, walk, etc.)
« Evaluate shared effect of riders on the overall
efficacy of mobility services
« Extend simulator by integrating anomaly detection
and trustworthy decision making algorithms to prevent
anomalies/leakage of private location information.

Normalized Travel times
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Social Ratio

Travel time and variance decreases as
social ratio increases

Smart Energy Application

» Distributed transactive energy work flow to enable energy trading in a secure and
verifiable manner yet protecting privacy leakage about user’s future energy consumption.

» Susceptible to attacks that compromise the integrity of smart meters
—> incorporate the transactive energy scenario in charging stations for PEVs as consumers

- Implementation will be tested both in simulation and on the PEV testbed




Roles and Responsibilities of Pls
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Timeline and Project Schedule

M: Missouri &T; W: Waseda Univ.; V: Vanderbilt Univ.; N: NAIST; O: Osaka Univ.

Tasks Sep 2019 2020 Aug
2018 2021

1.1 Anomaly Detection (M)
1.2 Trust Models (M)
1.3 Dependable Decision Models (M)

2.1 Calculations with Table Search (W)
2.2 Handling Range Search (W)
2.3 Applying FHE to Secure Decisions (W)

3.1 Privacy Threshold Configuration (V)
3.2 Dynamic Threshold Configuration (V)
3.3 Critical Sensors Identification (V)

4.1 Distributed Aggregation (N)
4.2 Secure Anonymization (N)
4.3 Decision Making under Trade-offs (O)

5.1 Smart Mobility Application (O)
5.2 Smart Energy Application (V)




STEAM Project. Broader Impacts

Scientific Impact:
- Secure and trustworthy foundations for cyber-physical systems (CPS), loT and smart connected communities
(SCC), in particular smart mobility and smart energy applications

« Proposed lightweight solutions have potential for technology transfer
Education and Student Training:

« Unique platform for interdisciplinary education and experiential learning for undergraduate and graduate
students, inspiring them to pursue higher studies and careers in STEAM fields

- Pls will integrate research findings into courses they teach (CPS, WSN, data and applications security)
New Course Development:

- Jointly offer a course on Securing Smart and Connected Communities via distance learning

Workshop Organization:

- Das and Yamana established the Big Data and loT Security in Smart Computing (BITS) workshop in conjunction
with IEEE SmartComp and had a panel on Security and Trustworthiness in SCC in 2018

« BITS Workshop will be organized in 2019 and beyond, expanding its scope with smart mobility and energy topics

Dissemination:
Outcomes will be disseminated through a dedicated website, keynote talks, seminars and tutorials

Results will be published in top-tier conferences (IEEE INFOCOM, NDSS, Security and Privacy; ACM CCS,
SenSys, BuildSys, CPSWeek) and high quality journals (IEEE TMC, ToN, TDSC; ACM TCPS, TOSN)

Data generated from experimental testbeds (smart energy simulation with real smart meter data and smart
mobility experiments with traffic data) will be made available to research community in anonymized fashion




Collaboration and Management Plan

Coordination plan:
Weekly Skype meeting

Reciprocal faculty visits and student exchanges across
partner institutions, and PhD student co-advising

High quality publications coauthored by Pls

j e 3
—_— T — .

Initial kickoff meeting on September 14-15, 2018 at MST september 2018 meeting at MST
Pls meeting at Vanderbilt Univ (June 2019) and at Osaka / Waseda Univ (June 2020)

Offering joint short courses, project wiki, organizing workshops and special issues

Inter-institutional Student Visits:

Students working on the STEAM project will visit the partner institutions for one week
(during summer) for immersive collaboration experience.

» Design of security and trust models in SCC applications (e.g., smart grid and mobility) at MST
% Hands-on experience on the smart grid and smart mobility testbeds at Vanderbilt Univ.

< Learn about FHE based security schemes at Waseda Univ.

> Implement on smart transportation testbed at Osaka Univ. and NAIST




Current Progress
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We have developed deductive attack
signature using Pythagorean mean metric 105 1

We have built a large scale Matsim based 100 1
simulation platform to study the impact of
false data injection

A distributed query and analysis
framework has been developed to handle
the 3 TB of sensor data.




All Hands Meeting + Planned Activities

Missouri S&T: Sept 14-15, 2018 (Two full days)

Tokyo: Oct 26, 2018 morning and Oct 27 morning

Kyoto: March 11-15, 2019 (during IEEE PerCom 2019)
Vanderbilt Univ: June 17-18, 2019 (after IEEE SmartComp 2019)

Waseda Univ / Osaka Univ: 2020 (TBD)

PhD Committees: Pls will serve on PhD committees across institutions

Vision (Magazine) Paper: on integrated energy and transportation in
IEEE Computer, IEEE Pervasive Computing or [IEEE Communications

Publication Venues: ACM ICCPS, IEEE PerCom + Workshops,
ISORC, IEEE SmartComp, ACM Middleware, ASIA(CCS)

Special Issue Organization (Magazine and/or Journal)




JUNO2: US-Japan Collaborative Project
STEAM: Secure and Trustworthy Framework
for Integrated Energy and Mobility
in Smart Connected Communities

Pl Meeting — Chicago, October 11, 2019
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Security in a Smart City Scenario

Smart VANET T

system .

% Roadside
-l unit

o R

Smart cars \
'&'“\

Collaborative
and persistent

adversaries
(@) /

Spectrum ‘s,
sensor

Spectrum
sensor
(@)

- sensor

Spectrum access
system

Cooperative spectrum
sensing system

Smart
offices &=

- Traditional

..s power sources
e e '
\

N,

i
/’I /l
¢ distribution

.a"’
¥ station
,i\ Smart grid
-F system
Renewable
power sources

Smart
homes

Legends:

—p Low latency smartgrid data path
=———3> High throughput VANET datapath
-3 Low latency spectrum data path
=) Attack initiation path
====3Attack cascadepath

Smart Mobility and Smart Energy:
* Interdependent, societally critical CPS networks
» Ensuring safety, resiliency and privacy preservation

Unique Challenges in Securing S & CC

+ Large variations in individual end point data due to
behavioral and activity differences.

* No strict stationarity over time or space.

» Heterogeneous time granularities of sensing and
network sizes.

Goals and Novelty of STEAM Project:

» Develop integrated frameworks, algorithms and models to
address security, dependability and trustworthiness
challenges in mobility and energy under various threats.

Design lightweight resilient anomaly detection and privacy
preserving encryption schemes & middleware architecture.

* Trust building in S & CC applications; efficient mechanisms
to handle conflicting goals of identifying anomalies; trade-off
between security, privacy and integrity at scale.

Efficient co-design and calibration of encryption and robust
anomaly detection schemes.




STEAM Project: Year 1 Progress Report

Thrust 1: Secure and Trustworthy Decision Making
under Uncertainty

 Fast, hierarchical, efficient, and accurate decentralized anomaly
detection methodology for streaming transportation sensors using
Pythagorean means and long short-term memory (LSTM) networks

» Fast and accurate detection of compromised smart meters under
temporally distributed stealthy attacks for smart energy networks

+ Algorithms for detecting components with attack margins much
below the standard deviation of data with high accuracy.

Thrust 2: Privacy Preserving Computations using
Fully Homomorphic Encryption (FHE)

+ Developed efficient approaches for enhancing FHE to execute
privacy preserving decisions that require complex calculations.

» Approach 1: Table lookup with a non-colluding server to adopt any
kinds of calculations at aggregators for higher speed-up

» Approach 2: Approximate Homomorphic Encryption scheme
(HEAAN) to leverage floating-point arithmetic (e.g., log computation)
over encrypted data

Thrust 4: Developing a Secure and Trustworthy
Middleware Architecture

« A novel middleware architecture to assign tasks over loT devices
(e.g., RSUs, smart meters) taking into account the required quality
of service (QoS) levels

+ Implementation and evaluation of a prototype middleware using
Docker technology for easy deployment

» Development of a Smart Transportation Service Emulation Testbed

+ Defining an optimal task assignment problem and developing an
algorithm with federated learning

Thrust 5: Validation With Real Datasets for Smart
Mobility and Energy
» Large scale road traffic data collection from Osaka and Nashville

» An integrated energy simulation testbed development for
experimenting with integrated mobility and energy scenarios




Progress on Thrust 1:
(Shameek Bhattacharjee, Sajal Das, Abhishek Dubey)

Secure and Trustworthy Decision
Making under Uncertainty

Tasks:

1.1 Lightweight Anomaly Detection
1.2 Stochastic Trust Models
1.3 Dependable Decision Making




Threat Model: Orchestrated
attacks on a collection of sensors
to maximize the effect of attack on
the global transportation system

Tried on real data from Nashville, TN

Optimal RSU Placement:
designed for optimal anomaly
detection using ROC curves
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Macro Model: designed for large )
scale decentralized anomaly

detection in real time )

. <

' Data Collection

Speed data sent
from sensor to its
corresponding

n) RSU Deployment

Zone Level
Detection

Light-weight
anomaly detection
run at the RSU
level.

Statistical means
approach.

Purpose: identify
orchestrated data-
integrity attacks.

Sensor Level
Detection

LSTM based
detection run at the
centrally located
cloud on high-
capacity detection
nodes.

Identify which
sensors are
compromised by
data-integrity attack.

Only runs when
attack is identified at
the zone level.

Network Level
State Estimation

If a real-incident is
detected then then
congestion
propagation
framework is used to
identify the future
affects in short-term.

Then the state of the
transportation
network can be used
for optimal routing.

LSTM Networks are
used to mitigate the
anomalous
information if no
physical incident was
identified
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Micro-Level Detection: Efficient long short-term memory (LSTM) based traffic predictor by
modeling each road segment in large scale traffic network as a function of neighboring roads.

Macro-Level Detection: Built efficient
streaming statistical algorithm




Attack Context Embedded Trust Scoring Models

Challenge: Fast and accurate detection of : — T T—T— T -
Key improvement
Compromised Smart Meters under temporally L s y imp

. P FA = False Alarm ~+-\D Proposed i over existing works
distributed stealthy data falsification attacks. MD = Missed Detection I
e « Detects meters

[ FA FOETA with attack margin
P Mgt ] > 300W
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* Introduction of Attack Responses as
Robust Statistical Measures
- Pythagorean Means and Real Analysis
- Median Absolute Deviation
- Location Parameter Correction - Micro-grid level
- Attack Probability Time Ratio R - detection of attack

0.05 - + * ~
S S e i S - —— presence ~ 100W

Error Rate
o o o
a 8 B & & !

o
-

Embedding of Responses > magnify 200 300 400 500 600 700 800 900 1000 1100 1200 1300 1400 1500 1600
divergence in probability space for Margin of False Data
information theoretic detection

Key Theory—=> Schur Ostrowski Criterion

Magnified Divergence -> high detection (x; - y;) (% i 5_;) > 0 = Schur Convexity

accuracy, reduced false alarms, decreased
convergence time under stealthy attacks Products: (1) ACM Trans. on Privacy and Security, minor revision, Oct 2019

. . (2) IEEE Trans. on Dependable and Secure Computing, to appear
Multi-granular anomaly based attack Broader Impacts:

detector > across temporal scales > « Includes closed form approximations and performance limits of robust statistics
better unsupervised threshold design under various attacks

+ Validated across big datasets from Texas (800 meters) and Ireland (5000 meters)




Diversity Index Trust Scoring
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Problem and Challenges: Detect Components
with attack margins much below the standard
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!ntroducgd a new a|_)proach towards _ Small Incline Shift Small Vertical Shift
information theoretic trust scores using S — — :
- Modified Hill’s Diversity Index
- Weighted Version of Renyi Entropy

(-]

=]

Data Range

KL Entropy
N
[4]

N
Diversity Index

(=]
(5]

. Honest [ Honest meter +*
*  Meters . ol Faulty meter | i < A
0 200 400 600 800 1000 1200 1400

Captured horizontal, vertical, and incline 5 100 80 200
hifts in statistical distributions — e
S KL Divergence fails to classify Our method classifies the same

0.6

|Tntr°duc?0é ﬂ?fsn-Ot-'fm-ff Expected ¥ - L= | Broader Impacts:
emporal Self Similari : . MDmmvM . .
P y g " i st | o Applied to mobility data

: = EA Propsacd Unseperviocd | :
T eaeniet | o /alidated by real datasets

Optimized Model Parameters 5o o
M = ‘ 1 (Product: Under double blind

e

BT R review in a conference)
400 500 600 700 800

Higher Scores means more dishonest Marein of False Data




Robust Decision Making under Attacks and Uncertainty

Reports

(Data) Rating

Feedback
Monitoring

Counts

Improve
Publish
Accuracy

Modified Prospect
Theoretic Decision
Scheme

N

Quality of AllEvent Qol — Event Problem and Challenges: Improve
Information Association publish decision accuracy in
(Qol) Model Qols Database vehicular social sensing under

Historical Event
Likelihood Context
Learning

Honest
Selfish
Malicious

attacks and observation uncertainty

4

Reputation Scoring
Module
(User Trust Scoring)

Two Level Decision Tree Formulation

- Which event type ?
- What event confidence ?

Key Theory for Tree Design
- Modified Prospect Theory (CPT)
- Tversky Kahneman Function

Classification - Dual Prob. Weighing Function
(Detection) Compare with classical decision tree

with expected utility maximization

Modified Tversky-Kahneman Utility

Function
if Cj >05 »

ifC; <05

“da 05 -C)),

Modified Dual Prob. Weighing
Function

T () =

(F5) =

m til(P) = g1 v(C;) * 1+ (py) + 11 * v(Cy) % 7 (B7)
g1 = publish given eventj =, _ ;_Ef'ﬁ =l =
= occurred (gain) B | gt
1; = publish given event j 5:;‘ 0af 1
yéa )33 occurred (loss) 0.2} e il
82 025 0.3 D,Bg/ D4 0.45 0.5

(Products: IEEE Transactions on Mobile Computing, and ACM Transactions on CPS)

Likelihood of (rare) events



Progress on Thrust 2:
(Shameek Bhattacharjee, Sajal Das, Hayato Yamana)

Privacy-preserving Computations using
Fully Homomorphic Encryption (FHE)

Tasks:
2.1 FHE Calculations with Table Search
2.2 Handling Range Search
2.3 Applying FHE to Secure Decisions




Preserving Privacy

Motivation

Ensure secure and trustworthy decisions
across integrated domains of smart energy
and smart mobility networks

Preserve privacy of each data output by loT

Objectives

Enhance Fully Homomorphic Encryption
(FHE) to execute privacy preserving
decisions that require complex calculations -
TWO TECHNICAL APPROACHES

Speed-up the FHE execution to satisfy the
required performance

Utility Company (Data Analyst)

'@l—
R
w/ and w/o non- | |

colluding server

Perform Anomaly
Detection

Cloud Server
(Aggregator)

w/o decryption

Households in an area




Preserving Privacy — Approach 1

» Table lookup with a non-colluding server to adopt any
kinds of calculations at aggregators and to speed-up.

lookup table at server-side

Inputvalues | Outputvalues

index
Vin Vout

0 Xp f(x(])
Enc(x;) —tT"> = f(x;) — Enc(f(xy))

W

35 working aspberry Pi’'s to emulate power meters

n Xn f(xn) 100000
Private Information Retrieval (PIR) with FHE

Crawford et al.’s work

Novelty as00 roo
« Any kinds of calculations can be adopted ‘\"'\.‘m

» Integer-based encoding for further speedup in . “ ;’;:;;8;"“85
comparison with state-of-the-art research [Crawford et 30.52

al. 2018] adopting bitwise-based encoding. I e Y s

proposed

R. Li, Y. Ishimaki and H. Yamana, "Fully Homomorphic Encryption with Table
Lookup for Privacy-Preserving Smart Grid," 3rd IEEE International Workshop L 2 4

on Big Data and IoT Security in Smart Computing (BITS), June 2019. ofthreads
Execution time of one table lookup (Intel Core i7-8700 @3.2 GHz)




Preserving Privacy — Approach 2

Adopted Approximate Homomorphic Encryption
scheme (HEAAN) to leverage floating-point
arithmetic (log computation) over encrypted data

Novelty

Anomaly detection algorithm over encrypted data
w/o using non-colluding servers (more secure than
Approach 1)

Pre-computations of logarithm and its inverse at
each household

Optimized for FHE-friendly anomaly detection

Homomorphic evaluation up to daily statistics
that hide individual power consumption

Utility Company (Data Analyst)

- Perform anomaly
) N detection
non-colluding using the statistics

server

-

" Daily Statistics

*._Hourly Data

=

T T2
Pre-computation(Inverse of Log) at
each household




Preserving Privacy: Results and Conclusions

Normal Range

ek

— Safc Marging N ;
- Safc Marging P Detected

= 2016 no AUICK

1 — 2016 addive Abnomalty —— 2016 deductive

—— 2010 deductve = 2018 cumoufige !

W ] —y— — v - ad v v
o ) __ . ) 0 S w0 150 200 20 30 850
0 % 100 15 200 250 300 350 Days

Days (b) with privacy

Next Challenges 00 wikon poncy
Enhance table lookup method to adopt
multiple values, and propose less-than Ciphertext Size:
comparison for input values to handle Household = Server: 2,.270KB/hour
wide range of inputs Server > Utility: 224KB/date

Balance Privacy-Performance trade-off All experiments are with 136 households.
with quantification (e.g., FHE with Experiment is done with Intel Xeon CPU E5-1620 v4

Differential Privacy) @ 3.50GHz in single-threaded mode.

Findings
Almost same accuracy over both
encrypted and unencrypted methods
(possible to mitigate small accuracy error
via post-processing)
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Progress on Thrust 4:
(Abhishek Dubey, Keiichi Yasumoto)

Developing Secure and Trustworthy
Middleware Architecture

Tasks:
4.1 Distributed Aggregation
4.2 Secure Anonymization
4.3 Decision Making under Trade-offs



Middleware for Smart and Connected Communities

Challenges

How to build multi-domain architecture for smart
mobility and smart energy?

How and where to implement computations
related to privacy, security, and trust?

What are computational/resource challenges for
scalability?

Goal

Propose a novel middleware framework that
distributes security features across multiple tasks
and incorporates privacy, trustworthiness, resource
constraints, and distributed decision support.

Flow Consumers Service Developers

Application : E o e = % ] 2 - = ——
[Actuators W .III.I. ﬁ a % %
v A

Publish : —

Subscribe ! E Value-added Flow Recipe Program
Y for Context Flow Generation

IFoT E

Raw Data Flow @ Conputational Resources
'l

-

5

Sensors

\
Edge loT devices -

Flow Provider P g Computational Resource Provider Y.

We have designed and developed
IFoT middleware [SEC2018]




In-situ Distributed Computation and Aggregation

Innovation:

1. Designed a middleware architecture to assign
tasks over loT devices (e.g., RSUs, smart
meters) taking into account required QoS level

2. Implemented/ evaluated a prototype middleware

- Used Docker technology for easy deployment

- Implemented a smart workspace use case (occupancy
level of multiple rooms is queried)

3. Developed Smart Transportation Service
Emulation Testbed

Task Execution HaﬂT Service Coordination Layer

Findings:

- Smart and Connected Community services can
be realized by distributed execution of tasks
assigned over loT devices

Query response time can be reduced by
distributing tasks over loT devices

" Task Graph

— [wg |

LS-Nmtor \ ] S-kavc

4 "53 L\"" (8) ) ; \ 5 F -“lu- : B | — R-Broker's Backu
l"a} &) = 8] g &) A __'! !

. : - L nr 2  ————— Sl l;:h EBLI_EI‘;‘
Task Expcution Layer T P

o . . T ;
: } | FYUneT g Clsler — ProcaThings Engine | Serw@ Recipe
lemt : f. B

- . )

. femd el

7HE N

Resource Management Layer ' Env sesor 0B

J. P. Talusan, K. Yasumoto, et al., “Evaluating Performance of In-Situ
Distributed Processing on loT Devices by Developing a Workspace
Context Recognition Service," IEEE PerCom Workshops, 2019.




Smart Transportation Middleware

'«-
"2, "2, a, "o,
2 % ey g, "y,
I T . . T T
tenn Conmauratons

Oustenng

* ‘ Processing time of a query (travel time b/w points) Processing time
~  for different network configurations are tested

80 km2 map of Nashville, TN is divided into 8 x 8 grids,
where each grid deploys an RSU which receives/stores
traffic data (vehicle speed data) within the grid.

J. P. Talusan, K. Yasumoto, A. Dubey, S. Bhattacharjee,
et al: Smart Transportation Delay and Resiliency Testbed

based on Information Flow of Things Middleware. /IEEE BITS 2019.

Ongoing work
- Develop federated learning on RSUs

- Optimal task assignment problem and
algorithm with federated learning

- Develop and test anomaly detection
algorithm (Target: submit to loTDI 2020)




Progress on Thrust 5:
(Abhishek Dubay, Hirozumi Yamaguchi)

Validation with Real Datasets

Tasks:
5.1 Smart Transportation Application
5.2 Smart Energy Application




Validation with Real Datasets

Objective: Validate the proposed models and approaches using smart mobility and
smart energy distribution / consumption scenarios with real-world datasets

Approach:
- Generate large-scale mobility data from real datasets in Osaka

- Design a transactive energy testbed that can integrate energy market data

Transactive Energy Market

* Centralized market clearing and settlement
» Decentralized market clearing and settlement




Real World Data Sets

Road Traffic Census data (obtained by nation-wide ' VICS (obtained via IR beacons) : contains queue
survey by Ministry Road Bureau) : contains traffic length of major city roads and highways for 3months
volume & velocity and OD of a particular day (Osaka prefecture whole region)

Infrared beacons
(Ordinary trunk roads)

Infrared beacons are installed on the
ordinary trunk roads and provide information
covering about 30 km in the forward
direction and about 1 km in the rear
direction.

- Traffic congestion and travel time
information.

]| e | 160 |10k | s v | i 1 | s |3 | ot (s | o | 2 ] - Information on restrictions due to
accidents, construction, disasters, and
weather conditions.

- Parking availability.




Osaka City Vehicle Mobi Ilty Generatlon

- Procedure s —
Arrange map (Open Street Map) _—
Set ODs (Census Survey Data) / =
Calculate route for each OD (by Traffic Simulator)
Determine OD volumes (Census Survey Data)

Adjust link-level traffic volume (vics) \\ ;

e

 The generated mobility data includ
10K — 60K vehicles in Osaka city region

90 days (will include data of the day
of “big rain disaster” in July 2018)

VISSIM

.

* Next Challenges:

RSU placement design in 5G realistic situations

Evaluation of the impact of anomaly data on
decision making using Osaka and Nashville data




Simulator Video

file Edit View Lists BaseData Traffic Signal Control Simulation Evalustion Presentation Test Scripts Help

e O B> b m ] Neorkditor

3D Traffic Signals

Static 3D Models

Vehicles In Netw...
Pedestrians in N...
Areas

Obstacles
Ramps & Stairs

Netw... Levels Backg...

Quick View Smart Map J StertPage Network Editor
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Transactive Energy Testbed

Transactive Energy Market ——

» Centralized market clearing and settlement
¢ Decentralized market clearing and settlement

5
Varying Load R

', Information
i L .

Varying Va"YiZE
Loa

|

Building

Architecture of TESST
Physical System Transactive Energy Market Network Simulator
Option Option




STEAM Project: Broader Impacts

>

Interdisciplinary Education and
Experiential Learning for Students:

Praveen Madhavarapu; Prithwiraj Roy
(Missouri S&T and Western Michigan Univ., USA)

Michael Wilbur; Geoff Pettet (Vanderbilt Univ., USA)
Yu Ishimaki; Ruixiao Li (Waseda Univ., Japan)

Jose Paolo Talusan; Francis Tiausas (NAIST, Japan)
S. Choochotkaew; Yuki Akura (Osaka Univ. Japan)

» Student Visit Exchanges:

* Y. Ishimaki (Waseda) visited MST in Aug-Sep 2018 for
one month, and WMU for 2 weeks in June and Oct 2019

* P. Madhavarapu and P. Roy (Missouri S&T) respectively
visited WMU for 4 weeks in July 2019 and Aug 2019

+ J.P. Talusan (NAIST) visited Vanderbilt for 3 weeks in
June 2019.

* M. Wilbur (Vanderbilt) visited WMU for 1 week.

>

Integration of Research into Courses:

Dubey (Vanderbilt Univ.) integrated anomaly
detection module in his course on Reliable
Distributed Systems, fall 2019.

Shameek (WMU) incorporated CPS security
challenges and smart grid security solutions in his
course Science of Cybersecurity, spring 2019.

» Outreach (Workshop Organization):

» Big Data and loT Security (BITS), in conjunction with
IEEE SmartComp 2019, Washington, DC, June 2019.

» Science of Smart City Operations and Platforms
Engineering (SCOPE), during CPS-loT Week, Montreal,
Canada, April 2019.




Coordination and Collaboration

Weekly Skype meeting; Very coherent group

Joint publications by Pls and their students

Co-organization of BITS and SCOPE workshops in 2019
Planned Vision Paper: Security in Integrated Energy and Mobility

Planned Special Issue Editing: Magazine and/or Journal

All Hands Meeting:

Missouri S&T: Sept 14-15, 2018

Tokyo: Oct 26-27, 2018 (JUNO2 Kick-off)

Kyoto: March 11-14, 2019 (IEEE PerCom)
Washington, DC: June 12-14, 2019 (IEEE SmartComp)
Chicago: Oct 11, 2019 (JUNOZ2 Pl Meeting)

Bologna: June 20-23, 2020 (IEEE SmartComp)

Nara: January 5-8, 2021 (ACM ICDCN)

September 14-15, 2018 meeting (Missouri S&T)




Collaborative Publications

S. Roy, N. Ghosh, and S. K. Das, “bioSmartSense: A Bio-inspired Data Collection Framework for Energy-efficient, Qol-aware Smart City
Applications,” 17th Annual IEEE International Conference on Pervasive Computing and Communications (PerCom), Kyoto, Mar 2019.

Y. Nishimura, A. Fujita, A. Hiromori, H. Yamaguchi, T. Higashino, A. Suwa, H. Urayama, S. Takeshima and M. Takai, “A Study on Behavior
of Autonomous Vehicles Cooperating with Manually-Driven Vehicles,” 17th Annual IEEE PerCom, pp. 212-219, Kyoto, Mar 2019.

J. P. Talusan, K. Yasumoto, et al, “Evaluating Performance of In-Situ Distributed Processing on loT Devices by Developing a Workspace
Context Recognition Service,” IEEE PerCom Workshop, Kyoto, Mar 2019.

H. Yamaguchi, “Toward Urban Vehicle Mobility Modeling in Japan,” 4th International Science of Smart City Operations and Platforms
Engineering Workshop (SCOPE), pp. 1-6, Apr 2019.

R. Li, Y. Ishimaki and H. Yamana, “Fully Homomorphic Encryption with Table Lookup for Privacy-Preserving Smart Grid,” IEEE BITS2019
Workshop, pp. 19-24, June 2019.

M. Wilbur, A. Dubey, B. Ledo and S. Bhattacharjee, “A Decentralized Approach for Real Time Anomaly Detection in Transportation
Networks,” 4" IEEE International Conference on Smart Computing (SMARTCOMP), Washington, DC, pp. 274-282, June 2019.

J. P. Talusan, K. Yasumoto, A. Dubey, and S. Bhattacharjee, “Smart Transportation Delay and Resiliency Testbed based on Information
Flow of Things Middleware,” IEEE BITS Workshop, June 2019.

Y. Ishimaki, H. Yamana, “Non-Interactive and Fully Output Expressive Private Comparison,” INDOCRYPT: 355-374, 2018.

S. Bhattacharjee and S. K. Das, “Detection and Forensics against Stealthy Data Falsification in Smart Metering Infrastructure,” IEEE
Transactions on Dependable and Secure Computing, to appear, 2019.

. R. P. Barnwal, N. Ghosh, S. K. Ghosh, and S. K. Das, “Publish or Drop Traffic Event Alerts? Quality-aware Decision Making in Participatory
Sensing-based Vehicular CPS,” ACM Transactions on Cyber-Physical Systems, to appear, 2019.

. S. Bhattacharjee, N. Ghosh, V. K. Shah, S. K. Das, “QnQ: A Quality and Quantity Unified Approach for Secure and Trustworthy
Crowdsensing, IEEE Transactions on Mobile Computing, to appear, 2019.

. A. Sturaro, S. Silvestri, M. Conti, and S. K. Das, “A Realistic Model for Failure Propagation in Interdependent Cyber-Physical Systems,”
IEEE Transactions on Network Science and Engineering, to appear, 2019.

. S. Bhattacharjee, V. P. Madhavarapu, S. Silvestri, and S. K. Das, “Attach Context Embedded Data Driven Trust Diagnostics in Smart
Metering Infrastructure,” ACM Transactions on Privacy and Security, under minor revision, Oct 2019.




JUNO2: US-Japan Collaborative Project
STEAM: Secure and Trustworthy Framework for
Integrated Energy and Mobility
in Smart Connected Communities

Pl Meeting — Chicago, October 11, 2019

Thank You




JUNO2: US-Japan Collaborative Project
STEAM: Secure and Trustworthy Framework
for Integrated Energy and Mobility
in Smart Connected Communities

Pl Meeting (August 2021)
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Security in a Smart City Scenario
Smaft VANET T —— & [raditional Smart Mobility and Smart Energy:
bym% Roadside  offices é @ |POWETSOUTES 1« Interdependent, societally critical CPS networks
A g *&
) R\\

unit . - . .
@ » Ensuring safety, resilience and privacy preservation
P Smart cars !
\ s i AN \\

Unique Challenges in Securing S & CC

S
ijp » Large variations in individual endpoint data due to
human behavior and activity differences.

A * No strict stationarity over time or space.
U4
L/Z-'/' Power * Heterogeneous time granularities of sensing and
b

Collaborative ¢ distribution

and persistent
T smartgriac | Goals and Novelty of STEAM Project:

A network sizes.
station

; .r",

adversaries ( < i !

i / Spectrum  Smart T system * Develop integrated frameworks, algorithms and models to

SEI(TS‘))“ homes Renewable address security, dependability and trustworthiness
power sources challenges in mobility and energy under various threats.
Design lightweight resilient anomaly detection and privacy
preserving encryption schemes & middleware architecture.
Trust building in S & CC applications; efficient mechanisms
regift - to handle conflicting goals of identifying anomalies; trade-off
B T, SO0 P Lowlarentyapedron ot i between security, privacy and integrity at scale.
system ) Attack initiation path

Spectrum Cooperative spectrum | _ .3 Attack cascadepath Efficient co-desjgn and calibration of encryption and robust
sensor sensing system anomaly detection schemes.

Spectrum *
's)ensor S8 Legends:
| — Low latency smartgrid data path

sensor | = High throughput VANET datapath




Energy and Mobility: Integrated CPS View

Decision Local . Routing Local Area
Commands | Area Command ™ " Analytics ~
4

Anillytics

Vehlcles

n ﬁ Smart :
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STEAM Project: Intellectual Merit

Thrust 1: Secure and Trustworthy Decision Making
under Uncertainty (Bhattacharjee, Das)

+ Task 1.1: Lightweight Anomaly Detection: Fast, efficient and
accurate decentralized anomaly detection for compromised smart
meters and transportation sensors under stealthy attacks, using
Pythagorean means and long short-term memory (LSTM) networks.

+ Task 1.2 Trust Models: Trust scoring models for diagnosing device
compromisation with attack margins much below standard deviation.

» Task 1.3: Trustworthy Decision Making: Dependable decisions

Thrust 2: Privacy-Preserving Computations using
FHE (Yamana, Bhattacharjee, Das)

* Task 2.1: FHE (Complex) Calculations: Efficient schemes to
compute FHE for privacy preserving decisions

» Task 2.2: Handling Range Search: Table lookup with non-
colluding server for calculations at aggregator for higher speed-up;

» Task 2.3: Applying FHE to Secure Decisions: Approximate
Homomorphic Encryption (HE) to leverage floating-point arithmetic
(e.g., log computation) over encrypted data.

Thrust 4: Developing a Secure and Trustworthy
Middleware Architecture (Dubey, Yasumoto)

» Task 4.1: Distributed Aggregation: Developed a middleware
platform for SCC apps via distributed processing at edge nodes

» Task 4.2: Secure Anonymization: Developed a secure
anonymization mechanism for smart mobility apps

» Task 4.3: Decision Making under Trade-offs: Balance query
throughput, route accuracy, and privacy protection level

Thrust 5: Validation With Real Datasets for Smart
Mobility and Energy (Yamaguchi, Dubey)

+ Task 5.1: Smart Transportation Application: Large scale road
traffic data collected from Osaka, Japan and Nashville, USA.

» Task 5.2: Smart Energy Application: Transactive energy testbed.




Thrust 1 Results:
(Shameek Bhattacharjee, S. K. Das)

Secure and Trustworthy Decision
Making under Uncertainty

Tasks:

1.1 Lightweight Anomaly Detection
1.2 Stochastic Trust Models
1.3 Dependable Decision Making




Task 1.1 Anomaly Detection

/ Threat Model: \ acro Level: designed for large /"Micro Model: highly accurate and
« Attacks from sensing layer affect scale decentralized anomaly fine grained-anomaly detection [

operations in smart energy and detection ir_‘ real time for energy and LSTM, Folded Gaussian Trust
mobility systems transportation 0 Pythagorean Models

Mean
- /
 Special Events such as —
data omission [ energy Key Theory = Schur Ostrowski Criterion Validation:

. . . of _of . Mobility: real data from Nashville, TN
\ traffic accidents [ moblllty/ (o; = v:) (dxE dyi) > 0 = Schur Convexity e e gy e

Metrics:

*  Qratio
¢ AD ratio
Detected Incidents —=. 2 RUC

H £ ST

= No Attack ) i A=~ Data7 | l¢
- - Deductive | | Omission s - .
- ©- Camouflage . Captured — Reshiiil Derived from

= Ty

15 20 150 200 250 300 Y Pythagorean Means

5 y 4 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00
Time Window (k) Time Ll

Anomaly under attacks Anomaly under data omission Anomaly under accidents

Products:

(1) IEEE Trans. on Dependable and Secure Computing 2021  (2) ACM Trans. on Privacy and Security 2021

(3) IEEE Smart Computing Conference 2019 (4) IEEE Big Data and IoT Security Workshop 2019
(5) IEEE Big Data Conference (in preparation)




Task 1.2: Trust Scorlng Models

Challenge: Fast and accurate detection of PR _ Key improvement

Compromised Smart Meters, RSUs, users of _' : ' FA = False Alarm ‘::‘fmm | T e
distributed data falsification attacks. 4 @ MD = Missed Detection X525

FA one-class SVM
& MD one-class SVM

OF FOET 1 » Detects meters
1 MD F-DETA

* Introduction of Attack Responses as ] . .
. . 0-FA foid gaussian s with attack margin
Robust Statistical Measures 4D e i st - > 300W
- Pythagorean Means and Real Analysis Tk * : FA < 10% for
- Location Parameter Correction _ . large sized grid
- Attack Probability Time Ratio o e s oy ] Compared with
B i Ml . . . S S, (. S S— — - . -
200 300 400 500 600 700 B00 900 1000 1100 1200 1300 1400 1500 1600 existing works

Margin of False Data

Error Rate

Embedding of Responses 0 magnify
divergence in probability space for Key Theory:

information theoretic detection e folded Gaussian Trust Model (Density based)

B _ _ _ e Response Enhanced KL Divergence (Distance based) applications
Magnified Divergence O high detection e Neuro-cognitive models (Behavioral Al based)

accuracy, reduced false alarms, decreased
convergence time under stealthy attacks

Detects malicious
users in vehicular
crowdsensing

Products:

(1) ACM Trans. on Privacy and Security, 21 (2) IEEE Trans. on Mobile Computing, 21

Multi-granular anomaly-based attack (3) Journal (in preparation for IEEE TIFS)  (4) IEEE MASS 20
detector across temporal scales
H P . Broader Impacts:

better threshold design indicates attack N .
* Includes closed form approximations and performance limits under attacks
responses + Validated across big datasets from Texas (800 meters) and Ireland (5000 meters)
* Preliminary efforts show success with other loT domains (e.g., smart home)




Task 1.3: Trustworthy Decision Making

Reports . Problem and Challenges: Improve
Ratin li f - — :
(Data) Reechack N Sluality © A" Evept  Qol — Event publish decision accuracy in

Monitoring Information Association : . )
(Qol) Madel Qols Database vehicular social sensing under

Counts - )
attacks and observation uncertainty
l Two Level Decision Tree Formulation

- Which event type ?

Improve

Publish _Hlsforlcal Event Reputation Scoring L WD EET T s P
Accuracy Likelihood Context Module
Learning (User Trust Scoring) | Key Theory for Tree Design

- Cumulative Prospect Theory (CPT)
- Tversky Kahneman Function

. Honest - Dual Prob. Weighing Function
Prospect Theoretic Selfish e —

Decision Scheme Malicious (Detection) Compare with classical decision tree

with expected utility maximization

»util(?) = g1 % v(Cj) *xm 7 (py) + L1 xv(Cj) * 7 (p5)

1

Modified Tversky-Kahneman Utility Modified Dual Prob. Weighing
Function Function

EB¥ —ﬁ—I_EI._ I
H1
0.8} T - R

T

e " T 2 g4 = publish given event j
i CJ 20"‘) » P (P35 + (1 — p;)a }ﬁ ’ occurred (gain)

(P7)%" 1; = publish given event j & 5l

= F_(. 09 €0, 5 T (i) = —— , R T occurred (loss i
AQ'(O‘) CJ) ! lfCJ <0 (P72 + (1 —py)=)% hian ' 0z 075 0% 03 04 o045
Likelihood of (rare) events

/H_

0.6

0.4r

Success rate

Products: (1) IEEE Trans. on Mobile Computing ‘20 (2) ACM Trans. on CPS 20, (3) IEEE WoWMoM 21




Result on Thrust 2:
(S. Bhattacharjee, S. K. Das, H. Yamana)

Privacy-preserving Computations using
Fully Homomorphic Encryption (FHE)

Tasks:
2.1 FHE Calculations with Table Search
2.2 Handling Range Search
2.3 Applying FHE to Secure Decisions




Preserving Privacy — Goal and Results
Goal

Establishing a privacy-preserving anomaly detection method by adopting both Thrust 1
and “fully homomorphic encryption(FHE),” which has not been possible in the past.

° Resu ItS ) ) %m:zzg !\5 3) Perform Anomaly detection
Enabling 10 sec anomaly detection for by our by decrypting
. C HM-AM Ratio(Q)
proposed special optimization (Method 1)

2) Compute HM-AM Ratio (Qyq)

Epablmg 5 min a}‘nomaly detection for pow?r- Sewe:hgzperated by - it b o
grid by adopting “table search mechanism, __Alhird party) /| (power comsumptions
which is applicable in various anomaly 1) Encrypts power P s

consumption to send the

detection algorithms. (Method 2) ch s

[Note] A
Used 2014 to 2016 power consumption data of 200 -L“*:'J;;

households in Texas. ~F A o
~4 PK. W

The requirement for power-grid is every 10 min detection. HAN;
Experiments on single core execution on the server (Intel Smart Meters
Xeon E5-1620v4)




Preserving Privacy — ethod 1

Calculation for the anomaly detection

= =3 = HM,: harmonic mean of all households’
@ Bailv : N power consumption at time t
(1) {2 (N ;i,:,,.%!._}:_.ml:&bi{ﬁtiﬁ — . .
Py Py e Py | T AM;,: arithmetic mean of all households’
@ (V) o I
P2 P2 P2 — de — ZT ‘ \
T t=1

.1 ”2. :"\I'Il
j'.'E'.ﬂ} ;?;{r} ;.':»Er

power consumption at time t
power consumption of
household i at time j

pd:

Problems to adopt FHE (HE)

1) Logarithm cannot be implemented with FHE (only addition/multiplication are adopted)
bef 2) Division with a variable cannot be implemented (cannot calculate inverse)
erore

r  pYissent ;’

| to the server
idea 1)

afte

0 Logarithms and divisions are required to calculate Qg
— : L& . _ J9Secret Key (k) }‘"\
eliminating the calculation of logarithms at the serve Utility Prublic Key @k ‘\g
; (@) i /’
Besides p, ’, logii(p, ~ + 2) and B
| 1/log§EEEE(p§i) + 2) are sent to the server \l/
idea 2) eliminating the calculation of divisions at the server

Instead of sending Enc(Q,), Enc(AM,) and Enc(HM;) from the server to the
utility, separately. Then, the utility will decrypt them to calculate Qg

a third party)

L R P R R R R R

[1]Y. Ishimaki, S. Bhattacharjee, H. Yamana and S. K. Das, “Towards Privacy-preserving Anomaly-based Attack Detection against Data Falsification in Smart Grid,” 2020 /IEEE Int| Conf. on
Communications, Control, and Computing Tech. for Smart Grids, pp. 1-6, 2020.|[gigKeleE=101iglelf s [o]\Y/[Sligle]e W sffe]oJekF=]

[2] Y. Ishimaki and H. Yamana, “Faster Homomorphic Trace-Type Function Evaluation,” in IEEE Access, vol. 9, pp. 53061-53077, 2021 SJeJsI=le[Vfelql=liglele S




Preserving Privacy — Method 2

Problems to adopt FHE (HE)
1) Logarithm cannot be implemented with FHE (only addition/multiplication are adopted)
2) Division with a variable cannot be implemented (cannot calculate inverse)

l idea : replacing f(x,y,....) to calculate Qg to table lookup

Table lookup with a non-colluding server to adopt any kinds of calculations at the server (aggregators).
owathey Inputs:

—~— = Enc(log(p + 2))
a=e v — utl Enc(l/log(p(') +2))

=
Untrusted Cloud Server BT Input values | Output values

| Vin Vout
'"::-' ¥
ﬂ}\ : £ (%0, Y0)

X0, Yo
Anomal'!r Detecting ' L = X0, V1 f(x0,v1) — T Enc(x,y1)
Calculation or Anomaly | Aggregators i

-DRtRction Pesat P 3 Vs Tahles-ear:h with FHE |

; : (n+1)2-1 Xn» Yn f (xn, Yn)
Ej @ﬁ ﬁ" Ej % Private Information

@ . @  Smart Meters Retrieval(PIR) with FHE
ﬁ\, /ﬁ\ﬁ ﬁlﬂ ﬁ\’F'ul;llu:I(m.I L. - .

Division is implemented by table lookup

IL Anomaly Detection '

[3] Ruixiao Li, Yu Ishimaki and Hayato Yamana, “Fully Homomorphic Encryption with Table Lookup for Privacy-Preserving Smart Grid,” Proc. of the 3rd IEEE International
Workshop on Big Data and loT Security in Smart Computing, pp.19-24 (2019.6) gJtjeJele]yle KelslRIaeINIQ=IS o]y
[4] Ruixiao Li, Yu Ishimaki, Hayato Yamana, “Privacy Preserving Calculation in Cloud using Fully Homomorphic Encryption with Table Lookup,” Proc. of the 5th IEEE International Conference on

Big Data Analytics (ICBDA2020), pp.315-322 (2020.05) S¥[oJelelyCle =10 Raltlogl oSIfel flpToI8I CRYN T o]y

[5] Ruixiao Li and Hayato Yamana, Fast and Accurate Function Evaluation with LUT over Integer-based Fully Homomorphic Encryption, Proc. of the 35th International Conference on Advanced

Information Networking and Applications (AINA-2021), pp.620-633 (2021.5) Sijeelye =V Al N Q= VRIS ol Wi e [o]elilgle [T o elgerdIn El o] g N (o] g eS| RO RT=I Slo (g l-Y o S R=Ta A Ig R IR = o] 5




Preserving Privacy: Evaluation

better E() betteru % N 4
| (a) deductive attacks ' (b) additive attacks ' \

LE '-I“.-IE'

The same or better results

__J_ I3 The same or better results time [sec]
compared with plain text :

- compared with plain text T 0935
2)Utility 002

d
i
ﬁ —=— 200W wlo privacy Total time 9957
1 _ St privoy Aggregator : Intel Xeon E5-1620v4 3.5GHz(single thread)

o
L
o

|

B
L
=

L

—r= 200W wjo privacy
200W wf privacy
200W wio privacy

© BO0W wy privacy

TAR(True Alarm

800W wio privacy i
BOOW w/ privacy Encrypted data size: 11,784KB(household—aggregator)

; ; . . : - ; - - : — - , 288KB(aggregator—s utility)
no n 04 ne 0 z 0.z 0.4 o6& : - gl . . . o
FAR(False Alarm Rate) FAR(False Alarm Rate) x$7~  Xexecution time at power meter is

Method 2) adopting FHE table lookup Ry 0112 sec/data

(a) deductive attacks (b) additive attacks |
1) the same or better results time

o) 0O 1) Aggregator 5 min
2) slight degradation on Input table size: PR

200W attacks Output table size : 15,113,085
average power consumption is 1kWh/household)

£
[
3
<
Q
=
c
E
3
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=

Rate)
= Rate)

-+

|

ot
o
1
o
o

1) the same results on 800W
2) slight degradation on
200W attacks

e
o
L
4
EY

FS
1
o
i
L

200W wjo privacy 200W w/o privacy
Dl ed - 200Ww/privacy |} 1) confirmed the same results with plain text
—+— BOOW w/o privacy H —=— B00W w/o privacy X i

800W w/ privacy o i —+— BOOW w/ privacy implementation w/ 800W attacks

02 o o 08 15 : priz a ie s o | 2 depending on table size, TAR/FAR will vary
FAR(False Alarm Rate) FAR(False Alarm Rate) especially for small attacks.

e
(Y}
L
o
[

True Alarm Rate
True Alarm Rate




Thrust 3 Results:
(Abhishek Dubey, S. K. Das, S. Bhattacharjee, K. Yasumoto)

Security and Performance Tradeofft




Thrust 3 : Anomaly Detection & Performance Tradeoff

« Detect anomalies in real-time in
transportation and energy data
collected from urban areas.

 Correlated anomalies with incidents in

urban transportation network.
Y. Xiong, J. Ma, Jian, W. Wang, Wend .
i Data used and . Tu, ‘RoadGate: Mobilty-Centio.
I3 Roadside Units Deployment for Vehicular
Networks,” International Journal of

+ Road segment and traffic mobility data Distributed Sensor Networks, 2015,

< Traffic incidents: Nashville Police, Fire
department data and Waze data

<« Weather data

] Subregion

(83

(2
(3

Proposed architecture for distributed
anomaly detection




Thrust 3: Clustermg Approach

* Use clustering and
statistical ratios to identify
sudden changes.

» Averaged 2019 speed data
into 7 day of week data
and used only weekends
Cluster segments using
different spatio-temporal
granularities

o Spatial. Max distance
between segments
O Temporal: Resampling ; .
speed data = ig 051 _ g

0607 ..o Incident Q-ratio Incirlents It == Tmax

==== Safe Margins TEON  amem T

Detected Incidents —|

|
!
L]
]
1
|

06:00 08:00 10:00 12:00 14:00 16:00 1800  20:00 06:00 08:00 10:00 12:00 14:.00 16:00 18:00 20:00
Time Time




Thrust 3: Predicting Anomalies

([ Challenges Incident Data
* Big Data: Many factors are aeral | e | [ e
Involved in road accidents, which I v
requires collecting various types T — i
of data from assorted resources -
with different resolution and

quality.

* Sparsity: Although frequency of
road accidents is high, when
viewed from the perspective of
total time and space, incidents
are rare events.

* lIrregularity: Accidents are
random in nature, especially in
high spatial-temporal resolution

| Test data over 4-hour window I | Prediction over 4-hour window I



Thrust 3: Uncertainty Handling

Challenge — Uncertainty of data. -
This requires fine tuning of the
detection thresholds.

Spatial discretization —
Reduces precision but improves
robustness

Temporal discretization —
Reduces usefulness of detection
metric. But high temporal
resolution reduces recall.

Solution — Uses pareto =
. . . ™ CNN model can
optimization with CNNs T T balance precision
(convolutional neural networks) " @ =% and |
. - recall to achieve
e higher F-1 scores.




Thrust 4 Results:
(Abhishek Dubey, Keiichi Yasumoto)

Developing Secure and Trustworthy
Middleware Architecture

Tasks:
4.1 Distributed Aggregation
4.2 Secure Anonymization
4.3 Decision Making under Trade-offs




Task 4.1: Distributed Aggregation

Proposed a novel middleware framework for Smart
and Connected Communities that distributes
security features across proposed tasks and
incorporates privacy, trustworthiness, resource
constraints, and distributed decision support.

Developed a middleware platform for SCC apps
through distributed processing among edge nodes
[MUSICAL 2021]

” /,’ Task Graph

or
[Proc]-{pgar

‘ f’_ R-Broker's Backup

Cloud

Task Execution Layer

— ProceThings Cluster ProceThings Engine

\._ S-Creator

/ @ ! ;
E E i Resource Info |
S

Service Recipe ([ ]

s el

\
Resource Management Layer — Env sensor DB

Middleware Platform [MUSICAL2021]

i [oooo e

40 60 80 100 120 140 160 180 200 220 240

Adaptive scale-out mechanism
the number of edge nodes is increased as necessary




Smart Mobility App Developed on Middleware

Distributed route planning was implemented on the middleware [IEEE Access 2021]

For evaluation, emulation environment was constructed

* 49 Docker containers corr. to RSUs were virtually deployed over the 25 grids

+ Each RSU running the middleware uses real traffic data to compute the shortest time paths

» “adaptive scale-out” is applied to the heavy-loaded grids (tasks are off-loaded to neighboring grids)

RSU grid distribution with Sub-Grids

. . Effect of Concurrent Query Count on Query Processing Time
sensors Processing Time and Accuracy per Query 5

. me

. 4

—8— Travel Time Error (%) 400

]
a
o
[=-}

[\

o

o
@

200

LY

100 200 500 1000 1500 2000
Concurrent Query Count

=

Processing time (s)

Processing Time (;
o
o
N
Travel Time Error (%)

=
o
o

(41
(=]
(=]

0 2

1
Neighbor Levels

I\ o Query response time for 1000 queries Response time for 100 to 2000 queries
N ) (neighbor level means # hops for offloading tasks) (Neighbor level = 1)

Road netWork in Nashville city Offloading (adaptive scale-out) enabled Up to 2000 queries can be processed
divided into 25 grids a great reduction of resp. time in practical time




Task 4.2: Secure Anonymization

Developed a secure anonymization mechanism based on APSP/PIR for smart mobility apps
that allows users to get a query result securely without revealing origin/dest. points [SmartComp2021]

| Breakdown

; i RSU or Edge
Requests to Tasks | I! ;

(Origin Grid) L (Origin Grid) Cloaked Origin

d ) Plaltial Route
Calculate Initial H | ,r : Retrieve Cloaked 4
Route ' I i | Route SectionviaPIR [~ 7.
i U 3 ! N
| Il \ ,," I N
~

Unciogof Partial
iRoute -

ot
A
-

Routing Tlsk

i 1
i Initial Route
&Borders | RSU or Edge

(Destination Grid) |
i ’
i
Bl

CIthed Dest
'P"tial Route

|

i

l
'

1 :
I

IE 1) I H

i Remove Cloaked a ;l_ i

| : Route Sections : I 1l Retrieve Cloaked

' : Route Section via PIR

I . 1\

broker

1

1
User /
Client

intersections

intersections

(i) User sends a query with blurred origin & dest. points (in grid level) to S-

(ii) S-broker assign tasks for computing sub-shortest-paths to grids (RSUs)
along the grid sequence

(iif) Each intermediate grid computes the shortest paths between border

(iv) Source & dest. grids compute APSP (all-pairs-shortest-paths) between all

(v) User gets sub-shortest paths (PIR is used to retrieve the paths for the
source and destination grids) and concatenate them

» Applying APSP/PIR to all queries could
cause some edge nodes (e.g., center
grids) to be heavily loaded

o
o

* Reducing num. intersections can
improve the throughput while keeping
accuracy high enough.

P(g)max = 1/ (0.20 seconds)
| I —& P(q)

Can increaée
throughput

with smaller r

0.

0 0.2 0.4 0.6 0.8 1.0
Selected Node Intersection Ratio, rq

1.00

5 0.981
<

Route accuracy does
not decrease much

0.2 0.4 0.6 0.8 1.0
Selected Node Intersection Ratio, rg




Task4.3: Decision Making under Trade-offs

Developed a tradeoff mechanism that balances query throughput, route accuracy and
privacy protection level [SmartComp2021] Conducted simulations using Osaka city traffic data from T5.1
We formulated multi-objective optimization problem and o o m“"

developed NSGA-II based algorithm

Set of queries at time slot t

Maximize (P Qt),V&Qt),A(Qg s.i. (3)

NG AIT L
NSGA-II

Objective Score
(for each query in the solution)

Query throughput  Privacy level Route accuracy

Vg € G,|{q | q € Qi,src(q) = gV dst(q) = g}| < Cap(g) TR @ Vi@ A@ U@ R@ Vi@ A@ U@ R V@ A@ U

(3) Individual Objective

#queries processed at each RSU is limited Ours (NSGA-II) outperforms others in all objectives: P, V, A, U

1 > qeq, Pla) - Hp(q) P: throughput, V: privacy level, A: accuracy, U: average utility

Do) = P(Q:) =
() 1T . [R(gq) + I(gq) + C(gq)] 3 1'»%)' Hy(q)
qth . % hods

Throughput = 1+(route calc. + PIR calc. + delay) V(@)= e

Vig) =17+ (2" © ) - Cuy] gy = e

Privacy level = area size x cover rate x coefficient Aggregate by multiplying 0 Our method outperforms
Alq) = 1T. M(ve,rq) User preference Hx others in execution time

Accuracy = computed by #intersections and cover rate




Thrust 5 Results:
(A. Dubay, Hirozumi Yamaguchi)

Validation with Real Datasets

Tasks:
5.1 Smart Transportation Application
5.2 Smart Energy Application




Validation with Real Datasets

Objective : Validate the proposed models and approaches using smart mobility
and smart energy distribution / consumption scenarios with real-world
datasets

Approach :
- Generate large-scale mobility data from real datasets in Osaka
- Design atransactive energy testbed that can integrate energy market data

Transactive Energy Market

« Centralized market clearing and settlement
* Decentralized market clearing and settlement




Task 5.1: Smart Transportation Application

VICS (obtained via IR beacons) : contains queue length of major city roads i i
and highways (Osaka prefecture whole region) S SI m u Iated USI ng real dataset
OD Matrix

Infrared beacons
(Ordinary trunk roads)

Infrared beacons are installed on the
ordinary trunk roads and provide information

covering about 30 km in the forward
direction and about 1 km in the rear
direction.

- Traffic congestion and travel time
information.

- Information on restrictions due to
accidents, construction, disasters, and
weather conditions.

- Parking availability.

generate possible OD patterns

. for each OD matrix, simulate vehicles and measure the
Road Traffic Census data (obtained by nation- link traffic to annotate OD matrix label to link traffic data

: wide survey by Ministry Road Bureau) . train DNN, LSTM and CNN using this data that predicts
time / road o AT = OD matrix from link traffic (5,378 links for 24 hours in case
road a N PSE NP RS of Osaka)

road b : = 44 J A OSSR - Accuracy

jpa-aa-asn
et L]

road z

accuracy

DNN CNN LSTM

100% accuracy (DNN with all links traffic)
80% accuracy (CNN with 50% link traffic)

percentage of sorted link traffic




Simulated Vehicles in Osaka Downtown
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Simulation with Vehicles and Pedestrians

generating vehicle/human mobility data of Toyooka city (Hyogo prefecture)
using anonymized GPS/BLE traces as well as link traffic volume data from the city

500+ GPS Traces (grid) 170 BLE Traces (grid)
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Task 5.2 Smart Energy Application

Transactive Energy Testbed

Transmission System

* Centralized market clearing and settlement
* Decentralized market clearing and settlement

5

Varying Load A z
! o Information

Varying

Distribution System ‘

.

Unresponsive Building

Architecture of TESST
Physical System Transactive Energy Market Network Simulator
Centralized Market Decentralized Market

'
I
1
i
1
1
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STEAM Project: Broader Impacts

> Interdisciplinary Education and
Experiential Learning for Students:

» Prithwiraj Roy and Venkata Praveen Madhavarapu
(Missouri S&T), PhD - graduating in fall 2021

Michael Wilbur; Geoff Pettet (Vanderbilt Univ.)

Yu Ishimaki; Ruixiao Li (Waseda Univ.) - graduated
Jose Paolo Talusan; Francis Tiausas (NAIST)

S. Choochotkaew; Yuki Akura (Osaka Univ.)

> Student Visit Exchanges:

» Y. Ishimaki (Waseda) visited MST in Aug-Sep 2018 for
one month, and WMU for 2 weeks in June and Oct 2019.

* V. P. Madhavarapu and P. Roy (Missouri S&T) visited
WMU for 4 weeks in July and Aug 2019, respectively.

« J. P. Talusan (NAIST) visited Vanderbilt for 3 weeks in
June 2019.

* M. Wilbur (Vanderbilt) visited WMU for 1 week in 2019.

> Integration of Research into Courses:

Missouri S&T: Developed and taught a new course
on Advances in CPS Security, spring 2021.

Vanderbilt Univ.: Incorporated anomaly detection
module in Reliable Distributed Systems, fall 2019.

WMU: Covered CPS and smart grid security in
Science of Cybersecurity, spring 2019.

> Outreach Activities:

Organized Big Data and loT Security (BITS) workshop in conjunction with
IEEE SmartComp 2019-2021.

Organized Science of Smart City Operations and Platforms Engineering
(SCOPE) workshop during CPS-loT Week, 2019.

Led to two NSF projects from CNS and SaTC programs (MST, WMU).
Supported UG students in research.; mentored high school students.
Das delivered Keynote Talks at various conferences.




Coordination and Collaboration

Bi-weekly Skype/Zoom meeting; Very coherent group
NUmerous joint publications by Pls and their students

Co-organization of BITS and SCOPE workshops
Planned Vision Paper: Security in Integrated Energy and Mobility
Planned Special Issue Editing: Magazine and/or Journal

All Hands Meeting:
Missouri S&T: Sept 14-15, 2018

Tokyo, Japan: Oct 26-27, 2018 (JUNO2 Kick-off Meeting)
Kyoto, Japan: March 11-14, 2019 (IEEE PerCom)

Washington, DC: June 12-14, 2019 (IEEE SmartComp)

Chicago: Oct 11, 2019 (JUNO2 Pl Meeting)

Bologna, ltaly: June 20-23, 2020 (IEEE SmartComp) - NO

Nara, Japan: January 5-8, 2021 (ACM ICDCN) — NO due to Covid-1

= 2 [ AT

September 2018 (Missouri S&T)
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