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NICTEREAIFE (2005-2017)

FREFSER/STy L &8RP RLAE 1 IP7ZRLRAHED OFEFERBERI/NT v MY

2005 # 3.148 #1.654 19,066
2006 # 8.1 #1085 17,231
2007 #19.918 #1078 19,118
2008 #2298 W25 22,710
2009 #935.7{8 127 36,190
2010 #56.5(8 W25 50,128
2011 #45.412 127 40,654
2012 #7788 198 53,085
2013 #128.8{% W21/ 63,655
2014 #256.61= opriys) 115,323
2015 #545.14& #287h 213,523
2016 #91,2811= #3085 469,104
2017 11,5048 #3075 559,125
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NIiCTeEREAIF:E (2005-2017)

FREGERI/NT Y h BAIIPZ RL X% 1 IPF7RLRHD OFEFGER/NT v M

2005 3.1 W1.6H8 19,066
2006 8.1 $H10A 17,231
2007 $19.9(& $H10A 19,118
2008 #2291 0128 22,710
2009 #35. 7= 36,190
2010 #956.5= 50,128
2011 45 4= 40,654
2012 H77.8= 53,085
2013 $128.8(2 63,655
2014 #256.6(= 115,323
2015 #5451 ¥28H 213,523
2016 91,2812 #9308 469,104
2017 #5048 Internét’of Things  °>'%
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Other Ports
23/TCP

e ——

1433/TCP T—HR—ZH%—)\ (SQL)

ae [
-3 B
r | ™
A\ \(‘g\oo\e l
R~ O 443/TCP Web#—/\¢ (SSL/TLS)
Q\« c,Q LN t
TR & 80/TCP Web%—/t (HTTP)
AN ¥
02 N

201 7: 10T > 54% =T e o

(23/TCP + 22/TCP + 2323/TCP + 5358/TCP + 7547/TCP + 1900/UDP) : . .



HAERAND KRR Top 3 (2017) 1

HARERNDXETTIPY L A8 /H

EH

23/tcp

(24,000 IP7 ~ I/Z)

. 445 /tcp host counts[sum] . 23/tcp host counts[sum] . 22/tcp host counts[sum]
24,000; 24,000} 24,000
22,000 22,000 22,000

20,000 20,000 20,000

18,000;  18,000; 18,000
16,000; 16,000 16,000

14,000; 14,000, 14,000

445 /tcp

(2,000 IP7 kL X)

12,000 12,000, 12,000
10,000 10,000 10,000
8,000 8,000 8,000
6,000 6,000 6,000
4,000 4,000 4,000

2,000 2,000 2,000

0 0 0

17/01/01 00:00 17/01/19 14:0C 17/02/07 04:00C 17/02/25 18:00 17/03/16 08:00 17/04/03 22:00 17/04/22 12:0C 17/05/11 02:0C 17/05/29 16:00 17/06/17 06:0C 17/07/05 20:0C 17/07/24 10:0C 17/08/12 00:0C 17/08/30 14:0C 17/09/18 04:0C 17/10/06 18:0C 17/10/25 08:00 17/11/12 22:0C 17/12/01 12:00 17/12/20 02:0C
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® 445/tcp (SMB)

v 201758~
v Windows (WannaCry)

W Wana DecryptOr 2.0

3 6oops, your files have been encrypted!

Payment will be raised on

5/18/2017 11:04:00

Time Left

Your files will be lost on Fuszian

5/22/2017 11:04:00

lime Left

Contact Us

What Happened to My Computer? to linalid)
Your toportant files are encrypted rechensl)
[Many of your documents, photos, videos, databases and other files are no long
because they have been encrypzé. Maybe you are busy loolang for a way to Face
files, but do not wasts your me. Nobody can recover your files waithout our d:
W service

Can I Recover My Files?
Sure. We guarantee that you can recover all your files safely and easily. But o
enough tene.
Vou can decrypt some of your files for free. Try now by clicking <Decrypt>

But if you want to d=crypt all your files, you need to pay. E,.vm
You only have 3 days to submit the pagment After that the price will be doub|Neceegien
8150, 1f you don't pay m 7 days, you won't be able to recover your Sles foreve{Foish

We will have free events for users who are so poor that they couldn't pay in ¢ ::c"'“—“.””
- omanian

How Do I Pay? glrf:aakﬁ
Payment is accepted in Bitcoin only. For more information, click <About bitcofSwe
Please check the current price of Bitcom and buy sorme btcoins. For raore infy ;, h
<How tc buy bitcoins> inanecs
And send the correct amount to the address specified m this wmdow.

| After your payment, click <Check Payment>. Best time to check 3:00am - 11:00am GIT =

Fori WAoo doce bo Tuidoce

Send $300 worth of bitcoin to this address:

116p7UMMngoj1pMvkpHijeRdfINX|ELrLn M
Check Payment

H# © Symantec

https://www.symantec.com/security_response/writeup.jsp?docid=2017-051310-3522-99
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KAEOWI-Fil—5— 1L-02F) Mt Py 77— h% | - BFIPRE—
iPhone,Pad,Android,PC,Mac VIS >
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EFJ g TurrTer

ry 7 iPhone Android =~ RVAEE  JILX Apple  25-+7PvT BEREFR

weekly.asciijp

AR7 [P2F=TV =]

WR7RF— > AWK E > KFOEOWiFIL—9— L-02F, KRS 7y 77— hE |

,l:_;:ll:EO)Wi-Fi}la—‘S’— M-02F, IcHEsstE 7y 77— b

XO/\YE/ASCIRER

"74—|~ —% umﬂm 'In G+ @ Pocket | 9

"Wi-Fi STATION L-02F

—BAEHEAIPCERT A—F« X —¥ 3 vy 9—E9A12H, NTTRIEDEN
1IIL—5—T%H% "Wi-Fi STATION L-02F, ICHESBENH S &HKK U T,

B AR AF—

http://weekly.ascii.jp/elem/000/000/404/404196/

® 23/tcp (telnet)

v 2017118~
NR—ALJ)—%

@ = logitec.co.jp

WIFRT 7~ AT PADTP 9 77— FHRESE- OIF Y5

HR-Y—E2R WEBZH7 “LOGITEC DIRECT"

#%
F-sMBEY-E2 =37 0D ‘ YR-~QRA)

BHRI7—LAIITANDT YT T— R RE G

[No. 2R nE HRER

HRDI7—L9xT
S=vav

300Mbps/AA/ST—Ib—%

1 e LAN-WH30ON/DR

300MbpsRY AN —F

2 [USBA—4]

LAN-W300N/DR
Ver2.14&UH)

3 300Mbps)—#TVIZ/\—Ftuh LAN-WH300N/DRCV

4 300Mbps)L—#TVIY/{—Ftuh LAN-WH300N/DRCY

s

HANTNF 21—~ DRRNBID DT 7= AV T /\=Fa #iVer. 2.1 ALIADODNHRT, STNF1—DXK
RATBITRVAL, TOLEMBEBENALTET.  ER SUTAF >V -ORRIBIOS T, 77-40z
TrA=YarhiVer.2.14THNIL, EOEE MBR<BEOOELETET,
WHEREEROFIRHRYRNT~4)

1. RBLAVTNESORRSE

e Logitec

http://www.logitec.co.jp/info/wireless-router.html
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Appliance / Software Name

NICT
Future
FFRI
NEC

The Univ. of Tokyo

Trendmicro

A10 Networks

Arbor

CarbonBlack
CheckPoint

Cisco Systems

DAEDALUS

Vuls

yarai

Aterm SA3500G
phish-finder

syn-picture

TippingPoint
TippingPoint SMS

Deep Discovery Inspector
Deep Discovery Analyzer
Thunder 14045 TPS
SP7000

TMS HD1000
CbResponse

SandBlast
Firepower9300

Threat Grid

FTDv

Firepower Management Center

Stealthwatch + ETA

Appliance / Software Name

Cylance

DAMBALLA
Deep Instinct
F5

Fortinet

Juniper Networks

Keysight

Lastline

Palo Alto Networks

ProtectWise

»

9
CylancePROTECT “
CylanceOPTICS
&
PROTECTWISE™

Network Insight
Deep Instinct
Big-IP AFM i10800
FortiGate6501F
FortiSandbox
FortiGate500E

D last

IXla
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Juniper ATP
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Lastline Breach Defender

Lastline Enterprise
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— uniPer
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M200 - - -
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