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M LICEEPRE L7 2 VORNE RT o

70 NI VOEIZIE PUF 2RI L TB Y. Gk
OB TH DI &S —ITFHFTN— R I
LCAy 35D, ZORE 2, %2 - THBL (2
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21 1= SKE.Dec(sk, c) &Yt u, ¢ = SKE.Enc(sk, hd)
7, := FE.Rec(z, hd) y; < TRNG
(t),-.-,t5) == PRF(ry, 4, ) (t155- -5 5) == PRF(ry, 31l5)
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1 70~ JLDFEN
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CBCE—FTHHL., ANDAvt—2 (X, %) &
Ty sEEOYLTay 2 Lz, AN A
X x| Oy x AL, LERENEE RS
FTHT Y EWINSE TV, K2IZEEZT- 72
BB R E O A % GRS 5

34 77
341 IZ5—TIEEFRS
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@ Decode(a’, hd): cw' = a’ @ hd, cw := BCH.Dec(cw’),a := cw @ hd
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NEIATN, TNENOEBOMENST—F XAE) I
FERAIND, S HNIRERE LR, DAL N
PUF O W IMEIZEET B 1EHATT— % X— A & LT
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F2W3HHEOEEIIBIT L AR HEEYEL T
BO, MSPA30 DA 7Y =7 ha— K57 —% Ax1)
DHBEEXZDI2HDTH A, MSP430 D7zdD 2 »
734 1% GNU gce version 4.6.3 % f&# b L X)L 2 T
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70 k3L e L i 64-bit | 128-bit | 128-bit

with HW
sk, sk, y; Bk ROM 5A 31,356 61,646 61,646
vy, & TRNG, 3o & TRNG SRAM LB m 11,552 23,341 22 981

z1 & (i, 91),25 & f(ziyy2) | SRAM PUF

4,384 9,082 8,741

(r1,hd) & FE.Gen(z}) BCH &

L&l 2R
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(. .85) = PRF(rL 4L I0h) | BLS © R LB PREF | 44,355 | 200,724 | 18,507

¢ := SKE.Enc(sk, hd) st

30583 | 252,820

B > X LB PRF | 57,601 | 394,126
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B’
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|ym%%ﬁ |RQM%£

[ 76,200 | 128820 | 128,849 |
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VATAUy JREATHELZDEERIIZEE T,
IOTHEVPE) V- AmEKTHLI LB T 2.
MSP430 1% 1.846 MHz TEIfESE7-, EFEIZBWT
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FEIZ N - HBEEN R EOEBIE L 2 RE T
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