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ParamGen(1*): KeyGen (1%, pp):
Fix ¢ = ¢(\) € Take s = s()\,pp) € RT
FixleZ* Take n = n(\,pp) € Z*+
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Fix p € Z*, ged(p,q) = 1
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PKE part

Return pk = (A, P,n, s), sk =S
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e1,e9 & Z1XM g £ 7K
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Return ¢ = (c1,¢2)

Dec(S,c = (c1,¢2)):
m=c1S+c2 € ZéXl
m =T mod p

Add(c, ¢'): AddM (cmul, Chyut)

Homomorphic part
DecM(sk, cmul):

Return ¢+ ¢’ mod ¢
mod ¢

Mul(pp, pk, c,c): DecA(sk, cada):

Tc/ c ZSI'IL+Z) X (n+1)

Return emu = ¢ identical to Dec

Return cmuw + Cipu Let sk = S € 27!

ST S
m= (cmul) c ZIx! (I;: the identity matrix)
I I g

Return m € Zi,”
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Key rotation and security update
UKGen(pp, pk1, sk1, pke, sk2):
Let pki = (Az, Pi,m, 87;). Let Skq; = Sz (’L = 1,2)
Let x = [log, q]. Take X < Zrimxn2  p & gnirxl
Y = — XS5 + pE + Power2(S) € Zn#x!
Return ukn, n, = (X,Y)
Update(pp, ¢, ukn, —n,, Pk2):
Let ¢ = (c1,¢2) € Z§*™ x Zy*!
Let pk)z = (Az, PQ, na, 82)
Let ukn,—ny, = (X,Y), and f1, fo <= Z3X"2, fa <= ZiX!
Eo = f1[A2|P3] + plfalfs] € 2g* "2 +Y
F = [Bits(c1) X |Bits(c1)Y + c2] € Zg* ™21
Return ¢ = By + F € 73"
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