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About 20 years ago, the NICTER project was launched at NICT. It is still one of NICT’s major

research and development projects in the field of cybersecurity. Darknet monitoring is a simple

method of “detecting malicious activity on the Internet by observing traffic directed towards unused

global IP addresses.” However, it continues to capture a growing variety of cyber-attacks. This

paper outlines the evolution of cyber-attacks observed by NICTER, particularly focusing on the

period from 2016 to 2023.
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