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Cyber-attacks targeting government agencies and businesses, as typified by targeted attacks,
have long been a more familiar social issue, and NICT has been working on a platform for analyzing
attacks as a means of countering these attacks.

Through research and development of STARDUST, NICT has collected useful information
on cyber-attacks and their countermeasures. Unlike conventional honeypots and sandboxes that
only analyze the behavior of single programs, STARDUST aims to observe the human behavior of
attackers. For this purpose, STARDUST has an ICT environment that emulates an actual corporate
network and has a mechanism to allow an actual attacker to demonstrate an attack and collect
data without the attacker being aware of it. This paper describes the STARDUST mechanism that
enables observation of attacker behavior. It also explains the features of the new STARDUST
NxtGen, which was launched October 2023, and introduces an actual case of attack observation
and analysis.
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Listing TCP Streams (2023-10-10-0600) .
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Date Client Server ize Datalfirst 128 bytes)

2023-10-10 06:00:12957 I 20.198.118.190 443 10.231.16.109 (Win0:

2023-10-10 06:00:13.107 3 20.198.118.190 :443 109 ysQffglef

fewmaBMyNSLGMo.

6-Sughts SoAtime zschSoWar/M/TUGHUQDIS
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2023-10-10 06:0020.566 mm 152195367680 10.231.16.10 2)

2023-10-10 06:0020.586 mm 152195387680 10.231.16.107 (Win02) SFRUU e

KQWdIOiAzNTUADQpDYWNoZS1Db250cmsOiBtYXgtYWIPTe
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N N
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Dat From o URL Method Code Message Body (Base64
10231 6 m=

2023-09-08 17:27:51 6) == 62 sS4 fflestreamingservice/files/9dea299-63Tc-dae. GET  EE eyINYWpvclZlenNpb24iC

2023-09-08 17:27:55 10231.16.107 (Win02) mmm 117 i

icefiles/9dea299a-631c-dae. GET  EED eyINYWpvclZicnNpb24iC

2023-09-08 17:27:55 9dea2992-631c-4ae. GeT

2023-09-08 172755 102311 /files/9dea299a-631c-dae. GeT

2023-09-08 17:2804 10231 ice/files/9dea209a-631c-4ae. GET

2023-09-08 17:2805 6107 (Win02) 672445254 /fles /files/9des2993-63 1c-4ze. GET  EZD eGVHAH208LZBInpLIAW:
2023-09-08 172806 10.231.16.108 (Win05) mm files/9dea299-631c-dae. GET  EE) eyINYWpuclZinNpb24iC
2023-09-08 17:2807 10231 GET
2023-09-08 172807 10231 GeT

2023-09-08 17:2807 10231
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2023-09-08 172808 1023116109 (Win01) ®
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Listing Client Logs & S
2024-04-22-1400 2024-04-22-1600
Win03.
IP Addr. 10.231.16.100 D Console: [webmks )
VLAN ID: 3 (SD101client)
os: Windows 10 Professional (64bit)
Status: [Fover on
Mode:
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(@2 LISTEN src: 0.0.0.0 :49664, dst: 0.0.0.0 :0
(T2 LISTEN src: 0.0.0.0 :49669, dst: 0.0.0.0 0 2
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(. (] em (.1
Win04

H8 RIU—vyavhn—&

BlER T =% 0¥y yu— KEujE L 5 REST
(REpresentational State Transfer) APl #42ft L CTw
5o fENTE L, 2D REST API #ff9H Z & T, #lz I,
U A BALE L 72 Z D DR TR E TOTXTO ~ 7
T4 TF—F ey ra— KL, ZNnH50D7—
TR ST A7) TN 2ERT A ENTE S, F
7oy B X o THNBEERERENOETO VM %
REST API % ffi o CTIEGLRT ORI A F v T2 a v b
DYN— MLUEAFEITT LI LT, BEZ 7)) -V 7%
WREBIZE L. ROBENZEZ 5 Lo -HEME A FEH
THAZ) T EEETLIEIMRETHL, DL
912, REST API % EE% HELT 5 Z & THEMT
TEEXRFAT LI ENTE S,

& 512, STARDUST NxtGen Tid, £ 0GRy %



2-2-2 WEBREDTEZENT BHDY 1 /\—KEHE | B4 STARDUST

Web 7 L — 2477 — 2 Nuxtjs CEZE L7877 Web 7
Oy MLy A% 72— ARW2eR5 LIREEL 72,
SO Web £ % 7 = — A%, FIHZOHHHE
BraembsdsZxH e L TFEE SN/ Nuxtjs
3Ny 7 7T v RCEE S n % IEFEAEEIC & AW
HERLEE 24T 7 94 T Y A RL YY) 7%
Web 79 v ETIT) S EE#HTH L, KEDT—
Y e FRERELGE, T EREZELTrLER
5 EMHZEFEA D) . BESK IV, £ T,
T—F D—iEZIE L. O OmimH % NER AR
LBRFERTHZET, APTFEDL AR A% 7 —
YRR BHEILS L ENTE D, T2,
=NV A RTHEHBEO—E AL LT —% %

ECEE 2 R T 52— N KLU F) 7280,

STARDUST Web AAED Y — ¥ A 7217 T2 <\ Lol
IR S A7 A2 A bz L 0 EiiEZ Ul
FEHLTWDS,

€D STARDUST NxtGen D5

7Oy s MEEEEX D 10 4L kR 2 T 7R R
381 C & 72IH STARDUST T - 72H%, Wy 2 g
OEMLRHEEY 7 by 2 T ORI, FHELC
IN—= 3 7y 7 L7 STARDUST NxtGen OHFZER
BIAETL2023EE LV EHZHBL 2. H
STARDUST IZxf L TE SIZBLT 3 D04 % 3+
%o

L EBHEMOER L 7 — %7 7 F v ORH

2.7 A N EEA o HE L & @

3. FREEERBEN O VM3 2 BRE 1Y 72 7 — F UL &

BelE
ZZTIk, RO 3 ODEBIZOWTHBHAT 5,

3.1 BEREMOBHET—F77F + DRIF
10 EFTICHEEE S N7z IH STARDUST O — R«
T DM R AR AEV STARDUST NxtGen 1. &
D EMERE RBEEOY — /N A ML — U TR SN, X
DEHEGE Ay N =7 TEHREN TS, N—F7x
T OEMRRILIZ L D X0 KRBIB RBEEREE A W72
FHO - BUHIDSTTRETH ) . ZOBEREREBECHAE LK
BOT— ¥ e CIUE - FHEL. SRIZTTT 5
ZENMREE ol Tl AV NI ALY
OEHEIbIE. HBIZEAETE VM ORERL AT v T
Yav MO EWwSTo HEDY T R —ER L
1287 D A VB & 5 5 STARDUST O bz ok
SCHBLTBY ., T CEH2ER 0% & Rl 4
DI EIZHFEG L T b,

S, T—FT77F¥bUTO2H5PEHEINT

Wb,

L A&y b7 — 7 B OEA

2. —vE2x0a 751

STARDUST NxtGen T, IHEDOYHZ £ v F %
W—=FIZEbY, 2y b= 7 KB TH 5
VMware NSX # W T A v M T — 7B S N Tw»
%o IHSTARDUST Tl, &t v b7 —=271dt >y b T —
JEMEIZL o TFHTHNIESNTBY ., £ b
7 — 7 REBUI IR 7 B E R AR L Tz, &
SIZIV—T 4 7 F7—7)% VLAN ID O#ll#12 & -
T AT RE 2 BEERIE OB L HAHIBR S i Tw iz,
— J7. STARDUST NxtGen T & Software Defined
Network (fEROWHIL — 7 RLWHF A A v F e &4 v
N =2 BRERY AR Y 7 b = 7 CAREEAL L
3 25) #X—A LT 5%y T =7 ELT
7 v N7 4 — XA VMware NSX # ] L T W 5,
VMware NSX 28¢5 44— N—L A 2y T =72
W& W - HMBRAGICEEN R A N TH - THE
WRIZE— Ay b T =2 & LTHERETAHIENTE,
RANOWERETE (MR &) RN R A b & ol
LBESHTH Do Tz, AL v F B — % DR
fif LAERERe, Ay b T =2 DR AV M IPT KL A,
A Y b T — 27 L OFEICHibN S VLAN, 4 v b
T—=2 b T T4 9 7DI T4 EDOFER, V—T4
YIUNAT, 7747 =74 =NV EDREN., T
TEHWIZHhOHBICRETE, XAty T2 %
WL 2 flf 2 2 TR ICRESE T X 5, C ORG R,
VBRI ZHRE SN2 RE T, BRI OMEE Y — b
EHEEIL Ay MU =7 2 HEIWIIHEE T S Z LT R
Ehrolz,

W2, IHSTARDUST (&, 10 4E31 < TFZERIZE 2 1T\
PREELIR S 5 2 & T 19 = NI EED S B e &
AL L. [HY = B2 S 3 L — N\ FEAD
BATHLWEE L 22 > T2y &2 T, STARDUST
NxtGen TiZ, [H STARDUST OH— VY 2 % FE#+ 5
VA= RFEEHL, a7 RO EDTHD
Docker IV KR—F > e LTYU T 72 %) 735
CETT T = a r EEEREEAEHRLZ (X9,
FXT» STARDUST %9 5 — € A % Docker
IVR=AYMELET T = aviEkE (P 7K
LA 7 RE T4 L7 V) 2H—9 52 & T,
B — E A ORI, - ADEH) -1k, v —
A= FOT v 77— MEESENPHI LS, L&
ERREHANEHETE 2, SO 77245 ) 712k
HaAyKR—=F Y MLEBREOEMIE, ROT A - B
WORHBMLEWREE LEEEZOOEDTLH S,

21



2 YANN—tFa) T Eif

~

m D API Doc

PROXY J<+—> >
A

Rt E

=

—J

(SSL-VPN GW)
= NUXTJ

STARDUST
Web Front End
| —

eag o docker
l (Cure Hub) l K STARDUST Web#—E 28

0900
0000°

My
Database

¥ & STARDUST
of Management
RAILS API

Storage o,
Back
(Backup) st

Forensic
REST API

B IR T - SRS
REST API

VM v ~
=
= ST
HEE A g g e A e
2 RS T
(TN
®

g o

VM| VM| VM| VM| VM

T====

(VMware®@me¥)

[f'

user request
— Internal request
— background process (include databus)

BERIE

WE-FANSATL

9 STARDUST NxtGen DIEBERE

ZABBIX

BEORES

EFORE
BNz EE
s
BRNEE
EEOME

Zabix agent s not avallable (for 3m) il 3m 47s

VMware: VM has been restarted (uptime < 10m) [ 19m7s

VMware: The 40404544-0040-3810-804€-CTc041393733 health is Red 4m

Overall System Status Error 5m s

VMware: VM has been restarted (uptime < 10m) [ 10m

Load average is too high (per GPU load over 1.5 for 5m) & 2h 25m 205
Overall System Status Error

VMware: The 4e404544-004c-3810-804e-CTc041393733 health is Red

Load average i too high (per CPU load over 1.5 for sm)

Zabbix agent is not available (for 3m) J

VMware: VM has been restarted (uptime < 10m) i

VMware: VM has been restarted (uptime < 10m) Ji

10 Zabbix E51R(C & 2 EERH]

32 TAMEER

KB L 2 — F$h584 2 72 STARDUST NxtGen
Tld, EEMEETTHEZIEERT 5720, RSN
BEBEOT A MY — E2AOEH A BEL L
Dbz EH L T\wb, IHSTARDUST I2BWT .
WMAHAL Y 7 b 7 Zabbix Zflio 72— N0 Ry
NI — IR EA YT T ANT YT Y OHEEMHE
FEhE LTV 72 (4 10)

L2 L. STARDUST i3 &7z A7 4Tl
<L HWICHS - BE - EHPNE VYA 27 VTR RS

22 TBIRBEAIIHIBIAZIRE Vol.70 No.2 (2024)

NDHYATLATH D I LR IEEE L -
RSN, FH A 2 LT — ¥ 2D¥BERILA T H
Nb, SDD, AV TIFTANTI 7 FYDEENLE
2T BEREE T 2R o7 A N R,
P — 2T HEERFO T A b & BRI R GRS
HE Do

FBIRESE Y — L CREEBRBE A VERL L 72 0E, R4 20 B
HIZE D IELSEE SN WIGEDLRD Do Bz I1X, 1
BIRBEN O — N2y =% 4 VA b =)V LI,
N —=TUREENTWALZ LR, X—=Va 7y 7SIl



2-2-2 WEBREDTEZENT BHDY 1 /\—KEHE | B4 STARDUST

1 FRANEEHE

KIEH hIEH B TATE H %
e BB Ay b — 2 a0 R—A 2 P THLTF— b7z
AH 2 —
s A e s L Zea e r e e DI E N T
LA PWEINT VDDA
e~ v HAKT A b HHERE D ICE~ Y U S, IEFICERB L TWDH 20 Q!
e (HEh) % fAs -
B 2 b I~ D IP 7 FL AR —E 2T F— % v FDSHEAER
(1) WO ICHEESN, T4y ABRTEOMBEIET LTV 0% | 76 HA !
A RRAT
YN FRAT S OBHEBIENIAN OB (G 2 KA — 3 — AN
’ﬁ%ﬁ> DT 7R A, WATHE T HMOBBRE~T 7 A TE LW | 341HHA™!
TR SR RA RIS
WwET A B SSL-VPN #fH Ca— ARz 7 7 v AT X 57, R 68 H
(Fh) BN O GUI #1550 — 5 % TE T -
Sarnga | B SIURT 5 A HEBIN 7 — 5 4T STARDUST Web %5
(B8 S, ¥y oa— RTE 50, Web oM~y V#ER T~ 321EH
V= VEIRENTE DD " A
EEERA Y Y B BOBERREOLA (K~ Y BB U THEIR)
%2 BEEHS
KIEH FIEH WL WEARIEH %
} . STARDUST ##g s L CHBT LAy T =27, =3, A b
| — K = * 1
Zabbix Bt | A=Y= TR e i 2 B L B A
_ _ RO EE Y 7 b 2 7 oMEINL T I — 2% _
— 5 — ) EE
FI—AF v 7T — LEEHH -
STARDUST 752t 3 2 % v b7 — 2 F— ¥ — ¥ A~DHE
. . Witk y— 2Ty K—% 2 bDOL AR ARHEWEIRE, 7 — .
— N — Rk * 2
FoEAT v T EARR | XNy s Ty TED Y s T SO EEE R | O D]
L. EEEEZHEA
STARDUST # — ¥ R % #2ft4 24— "D 1) v — A (CPU %
. L Memory. Disk 3 %) = MR L, FuiERT L HHE% s
N - . Ny |2
VY mAF 2y s | FmNY AR s ik, BT 5 2L L B 7 ) oz | O SH
7)) — ZARIBE OB & RS L 72 A A

IR L ICHRET AT L — bR b g RS ) B~ EEE B
2 AR oD BRI H

PEVERET 7 AND T+ —< v NAIEH SN CHEE

oG T AN VM ZEEEREE A v b T — 7 128

V= VDSEHEL T\ W EDd D, F 72, Windows
Y=\ PC ODEHEDOE, 714 v ARFEIR T 5
CENENITHES L. HEORMEIRST 5720,
IH STARDUST Tl F &) CHRERZEOBIET A M %
17> Cw/zo STARDUST NxtGen Tix., &£V &k
VM OAERASTREE 72 1) . £ 72KIEIC VM 8BSt 2 72
72, FEICOREEREICHT LT A MIR M VR Y
7 &b £ T, STARDUST NxtGen TlE., Hi#i
WEICx L CUUFo B b s/ z7 A N (—HFH %
) BMibnb (1.

CHAKT AN VMDA b =7 FERA ¥ A

F—= NV ENTF—EADRELCEHEL TV A2 %

T GE

LMD =D —CRIZIELLL T 7 HATES
e & % MGEE
VAT AT AN MEINILZVM DI T — T
T4y 7EOT—IHPIEL IR SN TS0,
STARDUST Web 25 1EL < VMIZT 7 £ AT
X 5 0% Rk

INHEDOT A ME, Y — VI 2 7 ERED
EFIIED X T A MDTOIL, EFRIHE - 7B
DREEEIN T LNE ) DEBET 5,

STARDUST Z#$ A — Y ADT A MREHT
X, Zabbix o724 ¥ 7 FERICIMAS—E R T
TN =2 a L RNVOEREIToTWh, V7770
FN TR, &Y —VY A2 R—F% 2 FOEKHE %

23



2 HBAN—tFa1) 70 Eif

20

——CPUERE (%)  ———iZEREE (20)

HURMHEY ofRT 2REE

| T

CPU Usage
=
—

— BAINE

[Warning] Server resources anomaly warning.
- Host: (host name)
- Resource: CPU Usage
- Start Time: 2024-04-26 18:29:02
End Time: 2024-04-26 18:44:03
Avg. past usage (w/in 18days): 5.96%
Avg. usage (Start to End): 9.43%
Max. usage (Start to End): 14.00%
Max. SD (Start to End): 4.54
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