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As cyber threats become increasingly severe, securing sufficient cybersecurity personnel
remains a persistent challenge. Therefore, the automation of security operations has become
an urgent issue. To achieve this automation, it is necessary to effectively combine Al technology,
data as the subject of analysis, and domain knowledge. However, the Al incorporated into these
automated technologies and systems is becoming a new attack vector. Moreover, for Al systems
to be more widely adopted in society, it is essential to improve the reliability of Al itself. Thus, it is
necessary to ensure Al security, interpretability, and data privacy. In this paper, we introduce our
activities in this field. First, we present our research and development on automation technologies
based on data and analysis experience accumulated over many years. Then, we discuss various
research and development efforts that need to be accelerated to enhance Al reliability in the future.
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