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loT (Internet of Things) devices such as Wifi routers and smartwatches can be considered to
consist of some functional abstraction layers. Examples of such layers include an application layer,
a kernel layer, and a hardware layer. We research on each layer to make loT devices more secure
against cyber threats. In particular, we define low-layers as the layers lower than the application
layer, and we mainly focus on low-layers as research topics. This paper briefly introduces three
research topics of ours, which are security analysis for PPG (PhotoPlethysmoGram) sensors, a
honeypot system that monitors malicious traffic related to 0T devices on the Internet, and a method
for extracting SBOM (Software Bill Of Material) information from firmware of 10T devices, where
SBOM can be used to identify vulnerabilities of lIoT devices.
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