3 a7 BEBE

3-2-4 T4 N\ —REESF BT DeepProtect
3-2-4 DeepProtect: Privacy-preserving Federated Learning System

Le TrieuPhong EiiE EHEF MHFx FER KAREHF

LE Trieu Phong, WANG Lihua, KANAMORI Sachiko, ONO Hajime, NOJIMA Ryo, and OHKUBO Miyako

BRDH5P 2T~ TREDT—2EFR L CHAMEERIHT 2EFDEATND, L
D L. SRITOBHRHOFIE T AEANBROCEREZ ST 7 — 2 BB Z 8 LB ITHIRADT S
NTHY., 7—2DMEEF|IEETEHLELL, tF 1) 7 BERARRIIESEMERY A
NIe TS A I\ —REEESF B HEAM [DeepProtect | EBR LTz, MRT—2ZHELTITEER
BERBTZOEMIET—2DREFBR LD DEHROBBICHBE LI T -2 DEDME%S|
EHITEHTED, KFFTIL DeepProtect DRI AERET 5 & L &1, IHHB & RiFRER
IZDWTHBNT %,

The use of personal and confidential data, such as that held by banks and hospitals, has
prompted concerns about privacy breaches and data leaks, thereby restricting data sharing across
organizations. To address this, Security Fundamentals Laboratory has developed a federated
learning technology called “DeepProtect” that incorporates advanced encryption methods. This
technology facilitates deep learning without the need to share confidential data, thus maintaining
privacy and ensuring data security while enabling the extraction of valuable insights from data
distributed across various entities. This paper details the technological aspects of “DeepProtect,” its

applications, and the outcomes of pilot experiments utilizing the system.
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