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The global spread of the COVID-19 pandemic significantly increased the use of video con-
ferencing systems. Furthermore, extensive surveillance disclosures, most notably by Edward
Snowden, have highlighted the importance of end-to-end encryption (E2EE) for protecting users’
privacy and data integrity across various communication platforms. Consequently, many video
conferencing systems implemented E2EE during the pandemic. In collaboration with the University
of Hyogo and NEC, we have conducted an in-depth analysis of the E2EE protocols used in major
video conferencing systems. This paper summarizes our cryptanalysis findings on E2EE implemen-
tations in Zoom and SFrame, a framework for E2EE in major audio/video applications.
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