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CYNEX: The Nexus of Japan’s Cybersecurity
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In cybersecurity, collecting a huge amount of data related to cyberattacks and developing
human resources and technologies to analyze data and implement appropriate measures are
essential. However, many organizations in Japan have adopted and operated foreign security
technologies, and the inability to accumulate know-how related to cyber attack data and core
technologies has stagnated R & D and human resource development, resulting in a stagnant cyber
self-sufficiency rate [1].

In the past, NICT has been collecting a huge amount of data related to cyberattacks through
the Cybersecurity Laboratory and conducting various security human resource development
programs through the National Cyber Training Center. The Cybersecurity Nexus (CYNEX) is an
organization that aims to improve Japan’s cybersecurity response capabilities and cybersecurity
self-sufficiency by building a cutting-edge infrastructure that serves as a nexus, a nodal point for
industry-academia-government, by utilizing such a huge amount of data and knowledge on human
resource development (Figure 1).
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