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6 Security Measures for loT Devices
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This paper reports on the activities of the “NOTICE” project, an initiative by National Cyber
Observation Center of NICT to investigate and raise awareness about vulnerable 10T devices within
Japan over the past five years. The project, which began in 2019, has been advanced through
collaboration with the Ministry of Internal Affairs and Communications, NICT, ISPs, and IoT device
vendors. This paper details the risks posed by vulnerable IoT devices, specific survey methods,
actual examples of awareness efforts, and the outcomes of the project. Finally, it discusses new
initiatives and future prospects aimed at improving the security of loT devices.
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