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loT malware Mirai spread the infection to 0T devices that were being used with weak password
settings, leading to a large-scale cyber-attack. The impact of Mirai led to the launch of the NOTICE
project in 2019 to address vulnerable loT devices in Japan. NOTICE has detected up to 10,000
or more vulnerable loT devices through monthly surveys over the past five years and alerted their
owners. Since Mirai and its variants have a function to stop Telnet service after infection and prevent
access by other malware, it is highly likely that vulnerable loT devices detected by NOTICE are not
yet infected with Mirai. To clarify why these vulnerable IoT devices remain uninfected by Mirai and
whether uninfected devices pose a low-security risk, we surveyed the abuse risk of loT devices
with weak password settings in Japan by combining NOTICE surveys, darknet observations, and
investigation of loT devices. This paper reports the results of the survey.
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