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Securing loT devices is a complex operation involving a wide variety of stakeholders.This paper

reports the results of an analysis combining questionnaire surveys, workshops, and interviews with

ISPs and loT device users to clarify each stakeholder’s attitudes, barriers, and incentives for secur-

ing loT devices.
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Concern Overall  Large Medium  Small

ISP ISP ISP
Service disruption to customers 15t 1 15t ond
Social responsibilities’ 2nd 3 2nd 1t
Reputation damage 3d 2nd 4t 4th
Loss of customer and market share 4% 4th 31 5t
Incurred financial costs 5th sth cth 3d
Warning from relevant authorities oth 6th 5t 6th
n 26+ 8 14% 4
X2 (5) 45.01%*%  7.86 34.29**  11.00*

T The need to take responsibilities to society as a result of IoT attacks occurred in their
network, ¥ Excluded 1 medium ISP whose ranking consensus can not be identified, *,
** denotes p <0.05 and p <0.001.
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A. Perceived responsibilities

Recovery l%‘ 15% 12% 500% 4%
Remediation 4%12%64% 69% e 12%
Notification 4% 69% T 7%

Detection 69% BT

Prevention 1&;% 23% 50% 7 19% 7‘

= Strongly disagree " Somewhat disagree  I'm not sure ' Somewhat agree ™ Strongly agree

B. Current level of commitment

Recovery 15%  41% 7 11% 26% %
Remediation 129%12% 15% 54% " 8%
Notification 8948% 62% T 23%
Detection 15% 11% 67% 7%
Prevention 19%  26%  15% 26% 15%

" Not contributing at all ' Not contributing much  I'm not sure © Contributes to a certain extent mFull contribution
* Median, ** Mode
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K2 loTHEDEF1UT «HERAD ISP DERE (WHNER)

Overall Large Medium Small
No. of ISPs 27 8) 15) 4)
Barriers n % n %o n % n %
Human resource 17 65 3 38 11 73 3 75
Executive buy-in 12 44 5 63 6 40 1 25
Financial 10 37 5 63 5 33 0 0
Technology 10 37 0 0 7 47 3 75
Others’ 6 22 4 50 1 7 1 25
Not sure 1 4 0 0 1 7 0 0
x2(5) 24.13%* 14.66* 21.50%* 10.50

T Specified by ISPs as shortage of staff (internal but already part of the HR obstacle),
law and regulation constraint (external), and the perception that it should be the respon-
sibilities of device makers and users to keep IoT secured (external), *, ** p <0.05, and
p<0.001, respectively.

ToTs users — individuals 33% 44% 5 19% 4%
IoTs users — corporates 8% 23% %" 27%
Other ISPs 8% 73% % NP

ToTs device makers 12%  42%%* 19% 27%

Government 12% 19% 50% ** 15% 4%

Research institutions 4% 19% 58% *"12% 8%

= Strongly disagree  Somewhat disagree ~ Neutral © Somewhat agree = Strongly agree
* Median, ** Mode
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Overall Large  Medium  Small

Incentives n % n % n % n %
Internal

Tech to detect infected IoT 13 50 4 50 7 50 2 50
Executive & staff buy-in 9 33 4 50 4 27 1 25
Offer IoT security service 3 2 2 25 1 7 0o 0
Transfer cost to customer 0o 0 0o 0 0o 0 0 0
External

(M) Device makers secure [oT 19 70 88 57 100
(G) Amend law to restrict traffic 15 58 63 60 25
(G) Public recognition for ISPs 14 52 50 50 75
(G) Government subsidy 13 50 50 53 25

(U) Individuals keep IoT secure

(U) Corporate keep IoT secure

(G) Amend law to monitor traffic
(G) Public-private sector partnership
(G) Make net neutrality optional

(R) Input from research community
(I) Equal responsibilities for ISPs
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(I) ISPs performance dashboard 4 0 7 0
Other 4 13 0 0
Not sure 0 0 0 0
x2(17) 115.70%*  48.76**  66.28**  29.53*

(M) = device maker, (U) = end users, (G) = government, (I) = ISPs community, (R) =
research community, *, ** p <0.05, and p <0.001, respectively.
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x4 ISP ICHULTI—YDHAGFT BEHE

Incentive n %
1. Monitor suspicious com. from IoT devices and notify customers. 180 55
2. Monitor suspicious com. from IoT devices and automatically block it. 177 54
3. Notify users about important software/firmware router updates. 140 43
4. Set appropriate security settings on devices before shipping. 119 36
5. Have a call center where users can easily consult about security. 114 35
6. Be transparent about how ISPs protect users’ communication and personal data. 114 35
7. Provide online service to help users repair compromised devices. 103 32
8. Provide home visit service to repair compromised devices. 72 22
9. Educate users about the potential risks of using IoT. 71 22

328 participants total. The observed proportions among the incentives were statistically significant
(Ix2 =344.21,df =9, p < 0.001).
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