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International events such as global sports tournaments and world expos, attracting millions
of visitors and worldwide attention, are frequent targets of cyberattacks. Adversaries often aim at
official websites, ticketing systems, and critical infrastructure to cause disruption and maximize
social impact. Appropriate security measures must be implemented to counter such threats, and
comprehensive monitoring of cyberattack trends and practical frameworks for threat and inci-
dent information sharing are essential. The Cybersecurity Laboratory of the National Institute of
Information and Communications Technology (NICT) has been developing and operating cyberat-
tack monitoring systems that capture various types of malicious activities on the internet. The data
and insights obtained through these efforts are highly valuable for security operations at large-scale
international events. This paper introduces NICT’s cyberattack monitoring systems and their contri-

bution to Expo 2025 Osaka, Kansai, Japan.
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