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3-3  “CIDLE?” Cyber Incident Defense Learning for Expo 2025 Osaka, Kansai, Japan
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To counter Expo 2025 cyber risks, CIDLE training was held (FY2023-FY2024). Using NICT’s
CYDER/Cyber Colosseo expertise, it boosted security awareness and incident response for over
600, enhancing overall cyber defense.

At the Expo 2025 Osaka, Kansai, Japan, preparing for cyber risks arising from the complex
and diverse use of information technologies is essential. To strengthen the Expo-related organiza-
tions’ cybersecurity capabilities, the National Cyber Training Center conducted the “CIDLE” cyber
defense training program from FY2023 through the end of FY2024. The program aimed to raise
security awareness across the Japan Association for the 2025 World Exposition and enhance
on-site response capabilities through systematic learning by IT system personnel in related
organizations, covering the full process from incident detection to reporting and public disclosure.
Leveraging expertise from CYDER and Cyber Colosseo, CIDLE combined online and in-person
formats into a practical program. The acquired knowledge and know-how will serve as a resource

for cultivating cybersecurity talent and improving overall societal security measures.
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49—, CYDER
https://cyder.nict.go.jp
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BT AN—EB [O/N\—210vtF]
https://www.nict.go.jp/press/2017/12/07-1.html
3 OffSec, Kali Linux
https://www.kali.org/
4 Microsoft, Sysinternals
https://learn.microsoft.com/ja-jp/sysinternals/
5 Wireshark Foundation, Wireshark
https://www.wireshark.org/about
6 CTFd, CTFd,
https://ctfd.io/
7 CompTIA, CTT+
https://www.comptia.jp/certif/additional_professional/comptia_cttcbt_201/
8 ISC2, CISSP
https://japan.isc2.org/cissp_about.html
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