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Digital communication has become an essential information infrastructure that supports modern
society. However, the rapid spread of misinformation and disinformation on social media has
emerged as a serious societal challenge, contributing to social polarization, public confusion, and
manipulation of public opinion. Recent advances in generative artificial intelligence have further
increased the scale and sophistication of false information, making effective countermeasures
increasingly difficult. Addressing this challenge requires both the establishment of digital trust,
which ensures the reliability of information and communication, and the enhancement of societal
and individual resilience so that users can recognize, resist, and avoid spreading false information.
This paper introduces our research on identifying the factors that influence why social media users
believe and disseminate misinformation and disinformation. It also presents countermeasures
targeting these factors, together with technologies that support the detection of false information to
promote trustworthy digital information environments.
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