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Security Incidents such as Scans and Probes, Computer Intrusions, Malicious Software
(Viruses, Worms, etc), Computer Sabotage and Damages (DoS Attacks, etc.) are well recog-
nized in our IT environments today. One of the key solutions to protect against the above secu-
rity incidents and to minimize damages, "INTERNET RISK" should be efficiently observed by
means of incident monitoring and analysis in conjunction with supports from ISPs (Internet Ser-
vice Providers). This paper discusses the requirements of the incident analysis and proposes
the model for Internet Risk Analysis. This activity was carried out with a support of Telecom-

ISAC Japan.
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1 Introduction

With the widespread use of broadband
Internet, encouraged by the Japanese govern-
ment’s IT strategy, the information and com-
munications infrastructure is becoming
increasingly important throughout society.
Ensuring the safety of this infrastructure is
now a major issue.

If we are to promote a more sophisticated
network infrastructure and further develop
information and communications technolo-
gies, measures for network security and
against cyber attacks are essential and urgently
required. To implement such measures we
have to analyze the state of various network
risks so as to prevent or reduce such risks. To
assess network risk, advanced incident analy-
sis will be critical, including trend- and fre-

quency-based analysis of security logs and
network traffic data. These analysis results
will then be applied to assess the severity and
effects of network-related risks, and to facili-
tate the implementation of measures that will
ensure information and communications infra-
structure safety.

As a first step, we performed a study of a
process model, including collection and stor-
age of data, pre-analysis processing, and
advanced analysis, all in collaboration with
various Internet service providers (ISPs), with
the ultimate aim of identifying risks with the
absolute minimum delay.

This paper will discuss the methods of col-
lection and storage of data, as well as this
process model that has been subjected to pre-
analysis processing and precise analysis. The
paper will also discuss the development of a
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specific system and collaborative efforts
involving Telecom-ISAC Japan.

2 Background and research
requirements

Technology for monitoring and analysis of
various Internet logs is researched and com-
mercialized using log data issued from an
intrusion detection system (IDS) or firewall
(FW). This chapter will describe current
research trends and requirements in these
areas.

2.1 Current activities related to log
analysis

In many cases, log data from an IDS or
FW is used to perform statistical analysis to
determine the state of network risk. SOCs
(security operation centers) of various security
vendors currently analyze a wide range of logs
and offer analysis results to users on a com-
mercial basis. These vendors may perform sta-
tistical analysis or simple correlation analysis
of these IDS/FW logs.

In performing statistical analysis, these
systems use network parameters (port num-
bers, destinations, etc.) to analyze trends.
When similar incidents occur, the systems per-
form correlation analysis as a filter to collate
similar data so that unnecessary analysis can
be avoided.

These activities are often carried out to
mainly provide information of analysis results
in understanding the spread of worms/viruses
and in the detection of various intrusions.

Recently, groups including Japan’s
JPCERT/CC111, IPA[2]1, @Police(3], and Tele-
com-ISAC Japan(4], in addition to the South
Korean KRCERT, have been performing trend
analysis through the wide deployment of IDSs
to collect information on adverse incidents at
disparate monitoring points. In this context,
we identified the requirements of currently
conducted log analysis, as described in the
next subsection.

2.2 Requirements of network risk
analysis

Taking into consideration of the current
status of log analysis mentioned above, if
Internet risk analysis is to be performed more
accurately and effectively across a wider area,
the following requirements must be met:
(1) Requirements concerning information to

be monitored

The organizations mentioned above cur-
rently monitor IDS/FW incident logs. Howev-
er, traffic information should also be collected
in collaboration with ISPs, to permit integrat-
ed analysis of these two sources of informa-
tion.
(2) Requirements concerning monitoring areas

Monitoring is currently limited mainly to
the user side (within companies, among gener-
al users, etc.). To perform comprehensive
monitoring of wider areas requires increased
monitoring at the ISPs that provide network
services.
(3) Requirements concerning high-capacity

processing

When collecting traffic information in
addition to incident logs, the amount of col-
lected data will be enormous. Processing
capacity must therefore be high in order to
process this enormous amount of data effi-
ciently. In this context we must consider the
use of a filtering function to remove unneces-
sary information, as opposed to simply
increasing processing capacity.
(4) Requirements concerning accuracy of

analysis of monitored data

To analyze a large amount of monitored
data quickly and accurately, we should consid-
er performing analysis in a hierarchical man-
ner or combining a number of analysis meth-
ods (such as code static analysis and dynamic
analysis).
(5) Requirements concerning confidentiality

of monitored data

Care is essential in handling monitored
data, given the importance of protecting pri-
vate information and in light of ISP restric-
tions concerning the confidentiality of collect-
ed data. In this context as well, we should con-
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sider the use of a filtering function, which is
an effective technical means of blocking non-
essential information prior to analysis of col-
lected data.

3 Process model of internet risk
analysis

To address the risk analysis requirements
described in Section 2, we are designing an
analytical process based on a specific system
configuration. As shown in Fig.1, this risk
analysis process model consists of the follow-
ing:

3.1 Monitored data sources

Through collaboration with Telecom-
ISAC Japan, which provides support for stable
and safe ISP operations, incident logs are col-
lected from IDSs or firewalls and traffic infor-
mation is gathered from ISPs at disparate
monitoring points. In addition to analysis of
incident logs and traffic information, these
two categories of monitored data are correlat-
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lation processing is used as a filter, for exam-
ple to determine the presence of a significant
number of similar attacks. Digest processing,
on the other hand, requires so-called “spiral”
study of analytical methods and results (both
primary and secondary). The aim of filtering
and digest processing is to reduce data
amounts by 90%.

3.3 Digest database

Following the filtering and digest process-
ing mentioned above, the data is used in sub-
sequent analysis (primary and secondary). A
digest database consists of these data items,
with parameters optimized for analysis. The
database stores data issued from several moni-
toring points. For example, if the sizes of inci-
dent logs and traffic data are approximately 1
GB and 500 GB respectively per day, several
terabits of data will be accumulated over the
course of several days. Data storage periods
and methods must therefore be taken into
account.

3.4 Primary analytical processing
module

The purpose of primary analytical process-
ing is to assess the current or future state of
Internet-related risks very rapidly. This mod-
ule is thus designed to incorporate analytical
processes in which accumulated digest data is
analyzed quickly based on the required para-
meters, in what is referred to as “primary
analysis”. Specifically, initial statistical pro-
cessing is performed based on parameters
such as IP addresses, ports, destinations, and
applications. The primary analysis results are
presented to primary analysts (discussed in the
next section) via dedicated display to enable
further analysis utilizing different combina-
tions of parameters with their support. If these
analysts determine that urgent measures are
necessary, the relevant ISP implements a pri-
mary response with the guidance of Telecom-
ISAC Japan.

3.5 Primary analytical support module

In this module, primary analysts provide
the primary analytical processing mentioned
above. If based on primary analysis results
these analysts determine that further statistical
analysis is necessary using different combina-
tions of parameters, a request for reanalysis is
submitted to the analytical processing module
to perform the necessary statistical analysis.
The specific procedure is described in another
paper(s].

3.6 Secondary analytical preprocess-
ing modules

Secondary analysis is more accurate and
detailed than primary analysis. Preprocessing
is performed to convert data in the digest data-
base into a form suitable for data mining in
secondary analysis. Specifically, the digest
data is compiled in various ways to create new
data items for analysis. The formulation of
these items clarifies the nature of the data in
question and allows for greater efficiency in
subsequent analysis.

Examples of preprocessing include (1) the
summarization of data for a certain period and
(2) data summary based on a key data item.
As shown in Fig.2, we used an HTTP method
to record the number of hits on a server per
hour and plotted variations over time. The
results clearly indicate the characteristics of a
virus variant not otherwise detectable by sim-
ply observing the logs.

The key success factor for the secondary
analysis depends on the preprocessing. There-
fore, sufficient time must be spent preparing
data items for use in analysis. A specific pre-
processing module will be required for each of
the secondary analytical methods.

3.7 Databases for secondary analysis

Each of the secondary analytical processes
has a database to store analysis results. These
databases are independent of the correspond-
ing processes, although the databases are not
required to be stored in physically separate
modules.
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3.8 Secondary analytical processing
module

The purposes of secondary analytical pro-
cessing are to enable precise analysis (to
detect slight variations in change points or fea-
ture points) and to assess the state of Internet
risk in detail. Primary analysis cannot achieve
these goals. However, instead of setting up
given secondary analytical methods, our aim
is to assess a variety of methods, which we
will then continuously evaluate in terms of
accuracy and effectiveness as we work to
establish the most effective approach. We are
currently evaluating what are referred to as the
“anomaly detection” and “change point detec-
tion” methods. Both of these methods examine
overall data patterns on a statistical basis,
detecting deviations from a known statistical
modele]. These methods adapt to changes in
data while discounting moderate amounts of
past data, with the aim of detecting current
anomalies in real time.
- Anomaly detection method

This method is designed to detect anom-

alies based on large amounts of access history
data. Specifically, this method detects anom-
alous sessions (i.e., those with noticeable devi-
ations from overall access patterns) and anom-
alous patterns. If sessions featuring an
unknown pattern occur in clusters, the anom-
aly detection method will identify this as a
new behavior pattern. Newly added or elimi-
nated patterns can be identified by calculating,
based on a dynamic model selection theory, an
optimal number of time-variant behavior pat-
terns(7].

This method is effective in detecting
attacks by worms and vulnerabilities whose
access destination or sequence differs notice-
ably from that of normal sessions, and also
serves as a tool for identifying access patterns
upon occurrence of DoS attacks or worms.

- Change point detection method 6]

This method is designed to detect sudden
changes in time-series traffic data. Specifical-
ly, this method detects 1) outliers (values that
deviate noticeably from overall patterns of
time-series traffic) and 2) change points
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Example of detection of a change point (Anntiny example)

(points at which traffic suddenly changes).
Focusing on these anomalies allows ready
detection of any sudden increase in traffic due
to DoS attacks or worms. Figure 3 shows an
example of detection of a change point using a
POST (HTTP/1.1) method in the case of the
Anntiny worm.

3.9 Secondary analytical processing
support module

In this module, secondary analysts provide
support in the secondary analytical processing
mentioned above. As in the case of primary
analytical processing, if secondary analysts
determine, based on secondary analysis results
that further complex (integrated) analysis is
required using different combinations of para-
meters, a request for reanalysis is submitted to
the analytical processing module to perform
the precise analysis required in secondary
analysis.

8

3.10 Static analysis module

In this module, static analysis is performed
of the code for a worm or virus, to verify pro-
grammed behavior in advance. The results of
this analysis prove extremely useful as basic
data in primary and secondary analytical pro-
cessing.

3.11 Dynamic analysis module

We cannot analyze actual behavior using
the static analysis mentioned above. Thus with
this module, a worm or virus is run within a
closed virtualized area to analyze actual
behavior and to assess its effects on a network.
The results gained from this module are par-
ticularly useful in secondary analysis. Dynam-
ic behavior analysis enables verification of the
results of this precise analysis in a spiral man-
ner. The specific procedure involved is
described in another paper(s].
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4 Discussion

Up to this point, we have described a
process model of Internet risk analysis. In this
chapter, we will discuss the above model in
relation to the log analysis requirements and
the collaboration with Telecom-ISAC Japan.

4.1 Requirements
(1) Requirements for monitored information

In collaboration with Telecom-ISAC
Japan, we are now working to establish a sys-
tem to collect a maximum amount of traffic
information and incident log data.

(2) Requirements for monitoring areas

Although we have not yet increased the
number of monitoring points, we plan to pro-
vide monitors at several ISPs in collaboration
with Telecom-ISAC Japan. We will install
monitors at these ISPs as well as at remote end
users to find the best way to collect data. In
addition to efforts relating to data collection at
monitoring points, we are now studying meth-
ods for the temporary store of this data.

(3) Requirements for high-capacity processing

Efficient processing and analysis of large
amounts of log data represents an enormous
challenge. While large amounts of data can be
filtered on the monitoring or collection side,
given the amount of data and the storage peri-
ods involved filtering would appear necessary
on both sides, along with the normalization of
a certain amount of data. The storage period
for collected data must therefore allow for
analysis of fairly extended log periods.

When collecting data online, digest pro-
cessing should be performed sequentially (in
quasi-real time), as opposed to gathering large
amounts of data all at once. This processing
should be performed in parallel. Moreover,
considering the temporary nature of data stor-
age at multiple monitoring points as men-
tioned above, concurrent parallel and distrib-
uted processing may be also required.

(4) Requirements concerning accuracy of
analysis of monitored data

This model consists of two parts: primary
analytical processing, in which different items

are processed in parallel for rapid trend analy-
sis; and secondary analytical processing, con-
sisting of more precise analysis. Since digest
data is used in both primary and secondary
analysis, we made it accessible at both stages.
We also designed the system such that the
results of static analysis of worms are accessi-
ble at both stages. Moreover, to enable precise
and detailed test-bed analysis, we investigated
a combination of dynamic analysis and sec-
ondary processing.

(5) Requirements for confidentiality of moni-

tored data

Care is essential in handling monitored
data, given the importance of protecting pri-
vate information and in light of ISP restric-
tions concerning the confidentiality of collect-
ed data. In this context as well, we should con-
sider the use of a filtering function, which is
an effective technical means to discard non-
essential information prior to analysis of col-
lected data.

As described above, we are collaborating
with Telecom-ISAC Japan in many segments
of Internet risk analysis. This analysis model
meets virtually all of the requirements of the
individual segments. Going forward it will be
necessary to verify the performance of these
segments in the context of specific implemen-
tations and evaluations.

4.2 Collaboration with Telecom-ISAC
Japan

Telecom-ISAC Japan is a consortium dedi-
cated to stable and safe ISP operation. Its roles
include information monitoring at individual
ISPs, formulation of countermeasures against
adverse incidents based on analysis results,
release of essential information to ISPs, and
collaboration with counterpart organizations
in other countries.

We decided to work with Telecom-ISAC
Japan specifically in the area of analysis, and
are in the process of devising a system in
which we receive monitored data from ISAC
and return precise analysis results.
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5 Conclusion
It is not easy to determine the precise state

of Internet risk accurately and quickly. How-
ever, when working with Telecom-ISAC
Japan, a consortium of ISPs, it becomes possi-
ble to monitor the latest data and to perform
analysis with precision and speed. Applying
the basic requirements of risk analysis, we for-
mulated the analytical model described in this
paper after a great deal of trial and discussion.
We believe that this model will provide the
first step toward significant future develop-
ments in the field.

To increase the reliability of analysis,
many tasks remain to be addressed: more con-
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