3-4 An Expansion Algorithm for Higher
Order Differential Cryptanalysis of
Secret Key Ciphers
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We show an expansion algorithm for a higher order differential cryptanalysis which is one of
chosen plaintext attack against symmetric block ciphers. Ordinary algorithm of higher order dif-
ferential cryptanalysis derives an attack equation for sub-keys in the last round. Our algorithm
derives an attack equation for sub-keys in previous round using brute force search to the sub-
keys in last round. As the result, comparing with original algorithm, our algorithm can attack one
more round. Though a five round modified MISTY1 which is a 64 bit block cipher can be
attacked is well known, when our algorithm is used, a six round modified MISTY1 can be bro-

ken.
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1 Infroduction

Cryptographic techniques are the essential
components of information security systems.
Security in cryptographic techniques is thus
directly linked to security throughout the
information security system. It is important to
have a precise awareness of the security char-
acteristics of any cryptographic technique.
Cryptographic techniques are classified either
as public-key ciphers or symmetric ciphers,
depending on the type of keys involved. While
public-key ciphers resolve security problems
through the application of complex mathemat-
ical processes, symmetric ciphers evaluate
security in each function they use and then
combine these functions. Symmetric ciphers
have also been subject to a remarkable evolu-
tion of attack methods. For example, attack
methods tailored to characteristics of the tar-
get ciphers have been encountered, and these
methods have now been applied to newly tar-

geted ciphers. As a result, studying attack
methods against symmetric ciphers is critical
in any assessment of security.

In contemporary cryptographic techniques,
the secret key is never obtained from the
ciphertexts even if the cryptographic algo-
rithm is disclosed. Thus, attacks against sym-
metric ciphers are based on a determination of
the values of the keys used, provided that the
attacker has obtained several sets of plaintexts
and corresponding ciphertexts. This technique
is referred to as a known plaintext attack. An
even more successful attack method is
referred to as a chosen plaintext attack, for
which the plaintexts are selected to suit the
attack. Linear cryptanalysis is a typical known
plaintext attack, and differential cryptanalysis
is a typical chosen plaintext attack. Generally,
ciphers are required to be secure against cho-
sen plaintext attacks. As described above, a
symmetric cipher is a combination of several
functions. Thus, security against attacks is
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P : Plain text 64[bit]

zero-extend

truncate

C : Cipher text 64[bit]
(i) MISTY without FL

7« N 1| Modified KASUMI

evaluated for modified versions of the cipher
(e.g., with a reduced number of functions or a
reduced number of repetitions of functions);
the difference between the limit of the possi-
ble attack and the security specification is then
regarded as the security margin. As this mar-
gin decreases with the expansion in computing
power among attackers, assessment of security
conditions is becoming even more critical.
This paper discusses an expansion algo-
rithm for higher order differential cryptanaly-
sis[3] for a block cipher, which is a type of
symmetric cipher. A block cipher has a repeat-
ing structure comprised of basic functions
known as F functions. Each repetition is
referred to as a “round”. When the most effec-
tive attack against a block cipher constructed
of a rounds can penetrate to the c-th round (¢ <
a), rounds a to ¢ are regarded as the security
margin. The attacker does not necessarily
require the secret key that the user directly
specifies, but the attacker may use some por-
tion of the sub-keys used in each round. This is
because partial sub-keys may be used to find

(ii) Equivalent FO

zero-extend

(iii) Equivalent FI

the remaining unknowns with less effort than
that spent in finding the partial sub-keys them-
selves. The efficiency of the attack is judged
based on the number of plaintext/ciphertext
pairs and the required computational cost. The
number of plaintext/ciphertext pairs is required
to be less than 2" for an n-bit block cipher. The
computational cost is required to be less than 2!
F-function calculations for a #-bit secret key.
With the expansion method developed as
described in this paper for higher order differ-
ential cryptanalysis, which is a type of chosen
plaintext attack, one can attack more rounds
than with conventional methods. The attack
algorithm is applied to modified MISTY 1(6]
(Fig.1), a 64-bit block cipher, and the effec-
tiveness of the attack is confirmed. MISTY1
uses 64-bit plaintext input and ciphertext out-
put and has a 128-bit secret key. The cipher
function is constructed with F functions
specifically referred to as FO functions and
auxiliary functions called FL functions in an
eight-round repeated structure. Modified
MISTY1 consists only of FO functions and
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has a reduced number of rounds (Fig.1). This
modification is based on appropriate assump-
tions, as the security of MISTY1 mostly
depends on the FO functions within the struc-
ture. Further, proponents of this modification
claim that a three-round structure ensures
provable security against differential and lin-
ear cryptanalysis. Conventional security eval-
uations have shown that modified MISTY1
can be attacked for up to five rounds. The
expanded algorithm for higher order differen-
tial cryptanalysis discussed in this paper can
achieve up to six-round modified MISTY .
Section 2 discusses the higher order differen-
tial cryptanalysis algorithm and the two-round
elimination attack that expands on this algo-
rithm. Section 3 explains the structure of mod-
ified MISTY1. Section 4 shows examples of
particular attacks against modified MISTY1.
Finally, Section 5 provides a summary of the

paper.

2 Higher order differential crypt-
analysis

2.1 Higher order differentials (s
Let us consider F(X ; K), which is a func-
tion of GF(2)"x GF(2)*—~GF(2)".
Y=F(X;K)
XEGF(2), YEGF(2), KEGF(2)

With (ao, ai, ...

ey

, an-1), a linearly indepen-

Cr(X) Cr(X)

(iii) The last round of r round

dent set of vectors in GF(2)", we denote the
subspace spanned by (ao, ai, ..., an-1) as V/ao,
ai, ..., an-1]. Denoting the N-th differential of
F(X ; K) with respect to X as A(af,)o,,,,,,‘,,,_,] , We can
calculate the following:

A

V{ao.al aN-1]

FX:K)= YFX+AK) ()

A EV[“O-"I 8N=1]

In the following, A‘éf;,,l, - 1S abbreviated

as A™ when V/ao, a1, ..., ani] is obvious. If
degx{F(X ; K)} = d holds, the following prop-
erties also hold.

Property 1

A“PF(X;K) =0

d F(X;K)}=d—
e {FXK)} {A(‘”F(X;K)=const. G)
Property 2

When F(X) is a function of GF(2)"—
GF(2)" and V/]ao, ai, ..., an-1] = GF(2)" holds,
AMWFE(X ; K)= AYF(X + f; K) holds for a con-

stant, f.

2.2 Attack equation

Figure 2 (iii) shows the last round of an r-
round Feistel block cipher. The output H"(X)
from round (7-2) can be calculated as follows:

H(r)(X) - i:(X;K(l‘Z ,,,,, (7—2))) 4)

Here, ﬁ(-) is a function of GF(2)"x
GF(2)*-2—GF(2)", and K 2 - (~2) are the
keys for round 1 to round (r-2). As such, H
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(X) can be calculated from the plaintexts. On
the other hand, the ciphertexts can be used to
calculate as follows, through estimation of key
K for the last round:

H7(X)=F(Cy(X);K")+C(X) ®)

If deg X {H"(X)} = d holds, the following
equation holds:

AD F(X;K ) = const (6)

With Equations (4), (5), and (6), the fol-
lowing expression is derived:

DHF(CL(X + A;K?)+ Co(X + A)} = const )

A€Via0a1,...aa-1)

If the value for “const” is determined, the
solution of this equation provides the value for
K. Thus, this equation is hereafter referred to
as the attack equation.

2.3 Attack algorithm
2.3.1 Single-round elimination attack
(algebraic method)

Algebraic method[9] is an algorithm pro-
posed by Shimoyama, Moriai, and Kaneko for
an efficient solution to the attack equation.
This cryptanalysis transforms an attack equa-
tion into a set of linear equations, which dras-
tically reduces the computational cost. This
linearization sometimes increases the number
of chosen plaintext/ciphertext pairs signifi-
cantly relative to a solution to the attack equa-
tion through a brute force search. Neverthe-
less, the computational cost decreases to a
negligible amount.

The attack equation (7) can be rewritten as
follows:

S{F(C(X + A3KD)+ Co(X + A)}

A€Va0a1,..ad-1)

= Y {F(C(X+ARK™)}+

AVia0al,..ad-1)

Scx+4) (8)

A€Va0al,.ad-1)

=const

The first term is analyzed as follows:

SF(C,(X+AxK) =

AEV[a0.al....ad-1]

SHUF(C(X + A3K)+ F(C (X;K) (9)

AEV([a0.al....ad-11\{0}

Here V/aO0, al, ..., ad-1]\{0} is the sub-
space spanned by the vectors ao, ai, ..., adi

with the all-zero vector removed. As a result,
the following new attack equation is obtained:

A oancrn FCL X+ AVK ™} + 3 Co(X + A) = const (10)

AEV([a0.al,...ad-1)0} AEV[aOal...ad-1]

When the entire order of F(:) is D(= 1),
this equation should be a (D-1)-th order equa-
tion with respect to K. As F(-)e GF(2)", this
equation can be regarded as a set of n equa-
tions in GF(2). KW € GF(2)® serves as the coef-
ficient of X only for terms not greater than the
(D-1)-th order of X. Thus, s unknowns are
considered to be present.

Algebraic method treats Equation (10) as a
set of n linear simultaneous equations with
respect to K. As the order of Equation (10)
with respect to K” may be regarded as D-1
(the order- D term being a constant with
respect to X), it appears that L. new unknowns
are present, where L = DZII sCi. As already dis-
cussed, a set of N-th differentials produces n
linear equations. Now, as at least L equations
are required to solve Equation (10), the num-
ber of N-th differentials required is M=Iﬂ,
which means that the number of chosen plain-
texts required is M x 2V

Eventually, the following equation is
obtained:

kO
k,
: b
ks‘! °
bl
Al kk =] (11)
k.r—2ks—1 bL_l
koikynn k|

Here, A is the M'x L(M' = M x 2n) coeffi-
cient matrix and K = (ko, ki, ..., ks1). Let ai
€GF(2) be an element of A. The elements a;
and bi can be calculated as follows:

Fi= YF(C(X+A4e)) (12)

AE€V[a0,al...aN-1]

Here, ¢; is calculated as follows:
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€,0=<jss-1)
€ +&,,(s< js,C, -1

: (13)
(0,0,0,...,0)0E GF(2)"'*,(j =L)

And here, ei=(0, 0, 0, ... s +=:0). B ="(bo,
b, ..., bL1) can be calculated as follows:

B=F, + ECR(X+A)+const (14)

AEV[a0.al,...aN-1]

Assuming A; = ‘(ao,j, ai,j, ..., am, j1), (0 <
j < L), this can be calculated as follows:

F,+F,,(0sjss-1)
A<= Fj+E1+EZ+F:M’(SSjsSC2—1) (15)

J
17"1.+I7“,.1+F,.2+~~-+I7“M

All elements can be calculated repeating
this calculation procedure.

The computational cost required to calcu-
late the elements of matrices A and B is M x
2Vx L F-function calculations. After these val-
ues are determined, one can obtain the inverse
matrices with, for example, the Gauss-Jordan
method, and thus determine the unknowns.
The computational cost required for this pro-
cedure is negligibly small compared to the
computational cost required to calculate the
elements of matrices A and B. Thus, the com-
putational cost required for the total process
can be considered as M x 2V x L F-function
calculations.

2.3.2 Two-round elimination attack

This section discusses the two-round elim-
ination attack, which solves the last two
rounds together using a brute force search.
Simply stated, the algorithm uses a brute force
search to derive an attack equation for the sub-
keys in the last round and uses algebraic
method for the last two rounds. If K is cor-
rectly estimated, K/ can be obtained and the
attack equation remains possible. However, if
K is incorrectly estimated, the attack equa-
tion becomes impossible and cannot be
solved. In this way, the attacker can deduce
whether he or she has derived the correct sub-
keys. Let us expand the attack equation as fol-
lows:

[A’][K™]=[B] (16)

Here A' is an (L+m) x L coefficient matrix.

Let us consider solving the attack equation
while estimating the sub-key K of the last
round at the same time. If rank(A') = L, the
unknown K" can be determined solving this
equation. Taking A", (0<i<L-1), a column
vector of A', the attack equation can be rewrit-
ten as follows:

Agkg+ A’k + Ak + o o 0 +A’ k=B 17

If this equation holds, B is an element of
the subspace spanned by A'o, A'1, ..., A'r-1. If it
does not hold, these can be regarded as ran-
domly selected vectors. Let us consider the
probability P that this equation holds. There
are 2L+ types of elements in the subspace
spanned by vectors A'o, A'1, ..., A'r-1. On the
other hand, there are 2" types of elements for
B. Thus, P can be calculated as follows:

P= —2% =2" (18)

To remove false sub-keys, a set of linear
equations is required with which 22"< ]
holds.

This requirement means that there are 2"
candidates for the keys. As only the correct
keys satisfy all of the equations, the false val-
ues are removed by performing 2" extra calcu-
lation iterations. As already discussed, only n
equations can be derived from a set of N-th
differentials. Thus, M' sets of N-th differen-
tials are required, where M-lL—;ﬁJ.

To decrypt M'x 2" ciphertexts by one
round, M' x 2V F-function calculations are
required. After having derived the attack equa-
tion, L F-function calculations are performed
to determine the coefficient matrix. Thus, the
computational cost required to solve two
rounds of sub-keys while estimating the sub-
keys for the last round at the same time corre-
sponds to M'x 2V x L F-function calculations.
In addition, excess calculations are also
required to remove the 2° candidates, so that
M' x 2N+ x [ F-function calculations are thus
required.

TANAKA Hidema and KANEKO Toshinobu 123



Consequently, the two-round elimination
attack requires M'x 2V*sx [, F-function calcu-
lations and M' x 2V chosen plaintexts.

3 Modified MISTY1

The strength of resistance to linear and dif-
ferential cryptanalysis, both general and pow-
erful attacks against block ciphers, depends on
the maximum value of the linear or differen-
tial probabilities of the component functions.
Let us denote the average of these probabili-
ties as p. According to the theory presented by
Nyberg and Knudsenis], the maximum linear
or differential probability is p? for a three-
round Feistel structure. If p? is sufficiently
small, this property is referred to as provable
security for linear or differential cryptanalysis.

Proponents of MISTY1 have shown that
MISTY 1 offers provable security with p < 2-%
if the FO functions are comprised of a three-
round Feistel structure(6]. Although these pro-
ponents argue that the FO function alone
ensures sufficient security, external functions
referred to as FL functions are added to
increase security even further.

MISTY1 has a nested structure with each
FO function consisting of three rounds of FI
functions. Each FI function is composed of S-
boxes known as S7 and S9. An S-box is a sub-
stitution provided by a table. S7 is seven bits
and S9 is nine bits, so that the FI function has
an asymmetric structure. The order of S7 is 3
and the order of SO is 2.

The basic specifications of MISTY1 set a
structure with eight rounds of a repeating
combination of FO and FL functions. This
method uses 64-bit plaintext/ciphertext blocks
and 128-bit secret keys. Thus, MISTY1 is
judged as insecure if it can be attacked using
less than 2% pairs of plaintext/ciphertext pairs
with less than 2?8 calculations.

This paper focuses on the FO functions,
which provide the essential security of
MISTY1, and also examines security in the
Feistel structure, the basic structure for block
ciphers; however, this paper does not discuss
the FL functions. Here, MISTY1 with the FL

function removed is referred to as modified
MISTY1. The security of modified MISTY1
against higher order differential cryptanalysis
is evaluated using the two-round elimination
attack. In the past, it has been shown that five-
round modified MISTY1 can be attacked with
higher order differential cryptanalysis. This
paper examines the possibility of attacks for
modified MISTY1 at higher rounds than pre-
viously examined. Fig.2 shows the positions
and names of the variables used in the discus-
sion below.

4 Example of attacks on modified
MISTY1

4.1 Effectively selected chosen plain-
texts

The order of higher order differential
cryptanalysis depends on the choice of the
plaintexts. As the order influences the number
of chosen plaintext pairs and the computation-
al cost, it is important to seek effective chosen
plaintexts that enable an attack at a minimum
order. The structure of MISTY1 enables divi-
sion of the plaintexts into eight sub-blocks, as
shown below.

P=(X, X0 X0 X X5, X, X,,X,)
X, GF(2)79,1' =even (19)
GF(2)°,i = 0odd

In this study the effective chosen plain-
texts were searched in sub-block manner.
Thus, output order depends on which sub-
block is selected as the variable. We per-
formed our search where the increase in order
was the slowest, and found the most effective
approach with the rightmost Xo selected as the
variable and the remaining sub-blocks fixed as
constants. Fig.3 shows a formal estimation of
the increase in order. The notation <i|j>
shows that the order of the sub-block on the
left is i, and that the order of the sub-block on
the right is j.

4.2 Aftacks using the seventh differen-
tials
The chosen plaintexts selected in the pre-
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< 33> < 22>

< 3|3 >
(i) Flao

r-round Feistel

vious section form a seven-bit variable; this
section therefore discusses attacks using sev-
enth differentials. Let us utilize the subspace
V) as follows:

VO=Visoar..a7 4i=(0,0,....,1,...,0) EGF(2)*

1i-th (20)

H3!'7” expresses the left most seven bits of
output from the FO3 function.

Hy"=H,,+Hypy+ Zsy, 21)

Due to Property 1, the following equation
holds:

APH = A7(Hyp+ Hypy+ Zy,) ],

22
=4 (7)H3zz]7 ( )

Here, the notation J« indicates an operation
that ignores terms of orders less than d. As
shown in Fig.3, let F(-) be a function of
GF(2) xGF(2)’—~GF(2).

Hyp, = F(Xo + Hygy + K537 ,) (23)
It should be noted that Y22 is a fixed con-
stant in the chosen plaintexts. As Xo spans a

subspace of GF(2)’, the following equation
holds, due to Property 2:

- -Funetion E()---[F---------

Z392

?\ zero-extend 7T\, zero-extend
¢V %

7\, zero-extend

b
o
A
Nej
v
3
S a
E:\

<12 > <6>] <8>
<912 > < 6|8 >
(ii) Fls (ii) Flsg

A(7)1'1312 = A(7)F(Xo + H133 + K222;Y221)

(24)
=A7F(XYy,)

Thus, the following seventh differential is
obtained.

A(7)H3Lz7 = A(7)F(X0;Y221)]7 (25)

Calculating the Boolean algebraic equa-
tion of Hs:z clarifies the following:
1) The order of Hs:2is 7.
2) The value of the seventh differential for
Hs3" is 0x6D.
3) The coefficient of the sixth-order term
is a polynomial with respect to Yz21.
Table 1 shows part of the calculation
results.

Xo22=(Xgpe--X0)s  (Xp2p=Xy+ Hi35+K5)
You=(¥ss--+Yo)s  H3p=(hg,.s hy)

With A”Hs:!7=0x6D, the following attack
equation is derived:

(26)

2{F0(C,4(P+ A)+ K, ;K K31 K 515,Ks1) + Cr(P+ A) + K} =0x6D
Aev® (27)

K=(K,.Ky)

The equivalent key K added at the end can
be moved as shown in Fig.4. In the FOs func-
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ho || zor1zez3TaT5T6 + (Yo + Y3 + Ys + Y6 + Ys)ToT1T2T3T4T5 + -+ - + 1

hy || (yo + y2 + ya + y7)Tox10223T425 + - - - + Ysy7 + Ysys + YeYs + Y6

he || zor1zoz3T4T5T6 + (Yo + Y2 + ya + ys + Y7 + ys + D)zoz1z0z3Ta25 + - + 1

h3 || ToT1T2T3T4T5T6 + (yo +ys+ys+ys + yg)x0$1x2x3$4z5 +---+1

ha || (Yo + y2 + Y3 + Y6 + y7)ToT1T2T3T4T5 + - + Yeyrys + Y7 + ys + 1

hs || ®oz17273747526 + (Y1 + Yo + Ys + 1)ToT12223T4T5 + - + Y

he || mow1T223%4T5T6 + (Yo + Y2 + Y5 + Y7 + 1)@ox1T22324%5 + - - + Y6 + Y7

tion, Kr can be further divided into K. and
KLn

Figure 4: Last round of a five-round modi-
fied MISTY1

19
K=Ky +K,

(28)
K=K+ K,

Further, these values can be expressed as
follows in Flsi.

9
Ky 1=Ksy+K,

29
K=K +K,© 9)

Thus, the attack equation can be rewritten
as follows:

;VH()FO(CL(P+ A% Ko Ko Koz Ko+ Co(P+ A} =036D  (3())
As the attack equation is derived based on
seven-bit Hs!7, it is a seven-bit equation.
Thus, it should be ensured that appropriate
values are selected for quantities of seven bits
or greater.

4.3 Number of chosen plaintext pairs
and computational cost required
4.3.1 Single-round elimination attack
The attack applies the algebraic method
shown in Section 2.3. We calculated the num-
ber
of independent types of unknowns gener-
ated from terms related to Ksi, Ksiz2, Ks21, and
Ks22. The attack equation consists of two nine-
bit variables, K5 and Ks21, and two seven-bit
variables, Ksi2 and Ks22. The order of the nine-

Zijk
D Kiji
FIZ']' Xijk
Y S
Y.,
E ) ijk
D—

Hij Hijp,

(1) FIU (11) k-th S-box in FIZ]

Fig,4 Last round of a five-round modiified
MISTY'1

bit variables is 1 and the order of the seven-bit
variables is 2. Thus, the total number of
unknowns is L = 2x(9+7+7C2)=74. As a set
of seventh differentials derives seven linear
equations, the number of seventh differentials

required is [7|~!". Consequently, the number of
chosen plaintexts required is

MX2V=11 X2"=1,408 (31)

and the number of F-function calculations
required is

MX2NXL=11 X2" X742 (32)

These results show that the attacker can
attack five-round modified MISTY1 more
efficiently than performing a brute force
search for the keys.

4.3.2 Two-round elimination attack

This section shows the application of the
two-round elimination attack shown in Section
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Sub-keys in Round &

3.2. As the FO functions have 75-bit keys,
s=75. Thus, m=91 is set.

attack six-round modified MISTY 1 more effi-
ciently than performing a brute force search
for the keys.

5 Summary

This paper proposes a two-round elimina-
tion attack that combines algebraic method
and brute force search as an expansion of
higher order differential cryptanalysis. The
requirements for the chosen plaintexts and the
computational cost are shown and the effec-
tiveness of the attack is confirmed with a
model attack on modified MISTY 1.

The results of this study show that
MISTY1 without FL functions can be attacked
using seventh differentials. Using a brute force

Thus, the number of seventh differential
pairs required is M‘=[ 7
number of chosen plaintexts required is

and the number of F-function calculations
required is

search for the Round-6 sub-keys and algebraic
method for the Round-5 sub-keys, 2'? chosen
plaintexts and 2°* F-function calculations are
required. Thus, this attack is 2% -fold faster
than the brute force search for a 128-bit secret
key. In conclusion, we can say at the least that
a block cipher with a Feistel structure that
uses the FO functions of MISTY1 is not
secure against higher order differential crypt-
analysis if not constructed with at least seven
rounds.

22X2m=2" X291 K] (33)

74 +91

J=24. Consequently, the

MX2V=24 X 2" =27 (34)

M X2V XL=11 X27*7 X 74 %2% (35)

These results show that the attacker can
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