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In this paper, we show the strength of 128 bit secret key -64 bit block cipher KASUMI which
is the standard cipher algorithm in the third generation mobile phone system, against higher
order differential attack. KASUMI is a variant of MISTY1 which has provable security against lin-
ear and differential cryptanalysis. Our attack algorithm is a chosen plaintext attack and uses
higher order differential property. We found an effective choice of plaintexts for the attack by
computer simulations. When the effective chosen plaintexts are used, 5 round KASUMI (original

has 8 round) can be attacked by 222 chosen plaintexts and 2% computational cost.
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1 Introduction

KASUMI3] is a 64-bit block cipher
developed by 3GPP based on Mitsubishi Elec-
tric Corporation's MISTY 1(71. KASUMI
builds upon the demonstrated security of
MISTY1 against linear and differential crypt-
analysis and also features improved security
against algebraic method, the weak point of
MISTY1. Developed for use in third-genera-
tion mobile phone systems, KASUMI is com-
patible with small hardware structures and
high processing speeds.

Although 3GPP has itself demonstrated the
security of KASUMI, independent results are
also available, such as those in references(1]
and[9]. Reference(1] deals with the evaluation
of strength against related-key attacks. This
type of attack identifies secret keys using dif-
ferential cryptanalysis given a relationship
between the secret keys of users A and B. As
KASUMI is intended for mobile phones, this
type of attack is easily possible, presenting the

attacker with extremely advantageous condi-
tions. Blunden et al. attacked five-round and
six-round KASUMI and claimed that five-
round KASUMI can be attacked with a com-
putational cost of 2% calculations, while six-
round KASUMI can be attacked with a com-
putational cost of 2!"? calculations. Reference
[9] presents an evaluation of the strength of
modified KASUMLI, i.e., without FL functions,
based on higher order differential cryptanaly-
sis, a type of algebraic method discussed in
this paper. Results show that four-round
KASUMI without FL functions can be
attacked with 1,416 chosen plaintexts and 2?2
calculations.

In this study we improved the attack
method developed in Reference(o] and suc-
ceeded in attacking five-round KASUMI with
FL functions. This is the highest achievement
so far using chosen plaintext attacks. This
method is based on discovering the most
effective selection method for the chosen
plaintexts, which are arranged in sub-block
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Ciphertexts

modified FO modified FI

Fig. ‘I Modified MISTY ( K and Kix each express the equivalent sub-key.)

units. We also successfully suppressed an
explosive increase in the number of indepen-
dent unknowns in algebraic method by deter-
mining a portion of unknowns in the derived
attack equation by brute force search. Conse-
quently, we found that five-round KASUMI
can be attacked with 2% chosen plaintexts and
28 calculations. Section 2 below shows the
structure of KASUMI. Section 3 outlines
higher order differential cryptanalysis. In par-
ticular, see Article 3-4 for details of algebraic
method. Section 4 discusses higher order dif-
ferential cryptanalysis applied against KASU-
MI. Section S provides a summary.

2 64-bit block cipher KASUMI

KASUMI is a 64-bit block cipher with a
128-bit secret key. Figure 1 shows the struc-
ture of modified KASUMI. Modified KASU-
MI has a shifted position with reference to the
original KASUMI using keys equivalent to the
sub-keys used in each round; this shift allows
for simplification of the expression of the
attack equation, as discussed later. The basic
structure is a Feistel structure similar to
MISTY. Each round consists of 32-bit
input/output FO and FL functions. In its speci-
fications, modified KASUMI features eight
rounds. Each FO function consists of three
rounds of FI functions. Each FI function is
composed of two non-linear functions, S7 and
S9, known as S-boxes. S7 and S9 correspond
to seven-bit and nine-bit input/output, respec-
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Variables used in this paper

tively, forming an asymmetric Feistel struc-
ture. The orders are 3 and 2, respectively. FL.
functions are linear functions, as shown in
Fig.2. However, it should be noted that the
keys are sometimes used with OR operations,
which are non-linear.

3 Higher order differential crypt-
analysis

3.1 Higher order differential
Let us consider F(X;K), which is a func-
tion of GF(2)"x GF(2)*—=GF(2)".

Y=F(X;K)

XEGF(2), YEGF(2), KEGF(2) 2

With (ao, ai, ..., an-1), a linearly indepen-
dent set of vectors in GF(2)", we denote the
subspace spanned by (ao, ai, ..., an-1) as V[ao,
ai, ..., an-1]. Denoting the N-th differential of
F(X;K) with respect to X as N‘I’f:o.,.l.....,,v_” , wWe can
calculate as follows:
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A F(X;K) =

VKUO-"I 8N -1]

EF(X + A:K)

Aev[”o-“l-----aN

(2)
11

In the following, A‘CTL.,,,._.,N_” is abbreviated
as A™ when V[ao, ai, ..., an-1] is obvious. If
degx{F(X;K)}=d holds, the following property
holds:

Property 1
dog, (FOXK)} = d A“PF(X;K)=0
() ; = —
Bx APF(X;K) = const.

3.2 Attack equation

Figure 3 shows the last round of an r-
round Feistel block cipher. Output H"(X)
from round (r-2) can be calculated as follows:

CLiP)

CriP)

\{le} <} Increase in order due tfo formal
analysis (Sub-keys are omitted from
the figure.)

H”(X) = F(X;K"2) @)

Here, 15(-) is a function of GF(2)"x
GF(2)*(-2—GF(2)", and K 2 - (-2) are the
keys for round 1 to round (7-2). As such,
H"(X) can be calculated from the plaintexts.
On the other hand, the ciphertexts can be used

to calculate as follows, by estimating key K”
for the last round:

H(X)=F(Cy(X);K"”)+Cy(X) ®)

If degx{H(X)}=d holds, the following
equation holds:

AD F(X;KO>) 2 const (6)

From Equations (4), (5), and (6), the fol-
lowing expression is derived:

E{F(CL(X + A);K"”) + Cp(X + A)} = const %

A€Vi40al,..ad-1]

If the value for “const” is determined, the
solution of this equation provides the value for
K™. Thus, this equation is hereinafter referred
to as the attack equation.

3.3 Solution of the attack equation
using brute force search
Using a brute force search to solve the
attack equation means that Equation (7) is ver-
ified for all possible values of K. Applying
the N-th differential to s-bit sub-keys entails a
computational cost of at least 2" x 2* F-func-
tion calculations. This method generally
involves the largest computational cost but the
least number of chosen plaintexts.

3.4 Solution of the attack equation
using algebraic method

Let us consider applying the algebraic
method presented in Referencersl. This
method transforms the attack equation into a
set of linear equations, leading to a significant
reduction in computational cost. The details of
this method are discussed in Article 3-4. Tak-
ing L as the total number of independent
unknowns redefined in the linearization, and
H as the width of the attack equation, this
method requires l%J x 2V chosen plaintexts and
l%J x 2N x L F-function calculations. Relative to
a brute force search, the number of required
chosen plaintexts increases significantly; how-
ever, the computational cost becomes negligi-
bly small.

4 Higher order differential proper-
ties of modified KASUMI

4.1 Effective selection of chosen
plaintexts

The order for higher order differential
cryptanalysis depends on the order of the F
functions. However, effective determination of
the input value can decrease the apparent
order of the F functions. The order for higher
order differential cryptanalysis has a large
effect both on the increase in the number of
chosen plaintexts and on computational cost;
it is thus important to minimize the number of
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rounds.

Due to the structure of the FO functions in
KASUMI, the plaintexts can be divided into
sub-blocks as follows:

P=(X,X,XX,,X;,X,,X,,X,)
7 .
X, e {GF 2)',i=even (8)
GF(2)’,i = o0dd

In this study each sub-block was allocated
either to the variable sub-block or to the con-
stant sub-block to search for the effective cho-
sen plaintexts. Computer simulations were
performed with the sixteenth differentials as
shown below; it was found as a result that
some of the sub-blocks in the third-round out-
put featured O value sixteenth differentials.

P, =(0,0,0,0,X,,X,,0,0)
X,,X, :variable  O:fixed

Let Hs3(Px) be the output from the third
round, as follows:

H,(Py) = (hy, iy 1, 1)

h,,h, € GF(2)’ (10)
hy,h, € GF(2)°

€))

The discovered property can be expressed
as A"9h2(Px)=0.

4.2 Derivation of the attack equation
against five-round KASUMI
Figure 4 shows the discovered property.
Based on this property, the following attack
equation is derived:

KlLs KEOs 4 Ha(Py)

==
L | r_- " _\__-l-]
CLiPE) Cr(Pr)

\Zlef“5 FL jj and input to the k-th S-box

A“YFOLFL,(Cy(Px);KLs);KEO5)+Cy(Pr)}= A"hy(P)=0 (11)

This equation contains the following

unknowns:

{KLS ={KLy,,KL,,} : 32[bit]

.. (12)
KEO; = {ks;;,ks15,Kks13,K 55155, K53, } : 500 bit]

Figure 5 shows the relationship between
these quantities. Solving Equation (11)
enables determination of the (32+50)-bit sub-
keys.

4.3 Number of plaintexts and required
computational cost

This attack uses a brute force search to
determine the 32-bit unknown variables and
uses algebraic method to determine the 50-bit
unknowns.

Let us estimate the total number of inde-
pendent unknowns for the sub-keys deter-
mined through algebraic method. Order analy-
sis is performed taking into account that the
order of S9 is 2 and the order of S7 is 3; we
must also consider that some of the sub-keys
are input to more than a single S-box. As a
result, we find that the order of ks and k521 1s
4, the order for ks:2 and ks22 is 3, and the order
for ksizand ks23 is 2. (See Fig.5.) Consequent-
ly, the number of independent unknowns is
estimated as follows:

L =2x(4C,4,C,+,C,) + 2 x(,Co+,C,) + 2%,C,
=494

When finding the unknowns using brute
force search, the attack equation will hold
with both true and false values if the width of
the equation is smaller than the number of
unknowns. Thus, two or more equations are
required to remove such false keys. Assuming
that m equations are prepared, the required
value for m to determine the true 32-bit values
for the unknowns should be in a range that sat-
isfies 292 x 2<]. As setting m=33 can elimi-
nate the false keys, adding this value 33 to
L=494 yields 527 as the number of required
equations.

As the attack equation is derived based on
9-bit h2(Pk), nine equations can be derived
from a set of sixteenth differentials. Thus, the

22°=2" chosen plaintexts and

attack requires l?J
527 6 . .
TJ“' x49%4=2" E_function calculations.
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Movement of equivalent sub-key K in the last round

5 Conclusions

The current study found that five-round
KASUMI can be attacked with 2% plaintexts
and 2% calculations. This attack is based on
higher order differential cryptanalysis and
combines brute force search and algebraic
method. Results under this method significant-
ly surpass those described elsewhere to date.
KASUMI is the standard cipher algorithm for
third-generation mobile phone systems. How-
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