3 Quantum Info-Communications

3-1 Overview of Quantum
Info-Communications and Research

Activities in NICT

SASAKI Masahide

Present optical communication relies on the intensity control of light. By exploiting the wave
nature of light, transmission with higher capacity and multi-functions must be possible. Its perfor-
mance, however, will be bounded at the shot noise limit in the near future. In quantum info-com-
munications, where one directly controls quantum states of photons, information security based
on physical principle and ultra-high capacity beyond the shot noise limit could be realized. In this
article, we present an overview of quantum info-communications, and review the research activi-

ties in NICT.
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1 Infroduction

Present optical communications rely on
intensity modulation and direct detection of
laser light, while the wave nature of light is
not exploited at all. It is believed that coherent
optical communication, which utilizes the
potential of light as a wave, may improve
reception sensitivity by as much as 20 dB
compared to the conventional direct detection
method. In fact, the sensitivity of homodyne
detection has already reached the limit of
quantum fluctuation, or the “shot noise” limit.
As the volume of transmission per unit power
is increased, communication performance will
ultimately be determined by this quantum
fluctuation.

Quantum fluctuation arises from Heisen-
berg’s uncertainty principle and it is impossi-
ble to remove its effects completely. However,
it is possible to suppress fluctuation within a

certain phase range, although this will result in
an increase in fluctuation for other phases.

This state, in which quantum fluctuation is
artificially controlled, is referred to as the
“squeezed state”[1]. Advanced data process-
ing unrestricted by shot noise limits may be
performed by processing the data using
squeezed light to lock the signal phase at the
phase point of suppressed fluctuation.

In the mid-1980s, methods were estab-
lished to produce squeezed light, which con-
tributed significantly to progress in quantum
optics in the 1980s and 1990s(21-[4]. Also at
that time, a proposal was put forth on quantum
key distribution(s] (6], and a quantum comput-
er was mathematically formulated(7]. By
1994, it was theoretically proven that quantum
computers were able to quickly solve prob-
lems that required massive computations, such
as prime factorization, and hence modern
encryption could easily be broken by quantum
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computers(s]. This led to a widespread recog-
nition of the significance of quantum informa-
tion technology, and the merging of existing
research areas caused explosive progress in
the field.

One such area is quantum optical commu-
nication, representing an innovative attempt to
integrate the most paradoxical aspects of
quantum physics—such as data that simulta-
neously takes the values of 0 and 1, or quan-
tum correlation phenomena that defy common
intuition, resulting from the macroscopic man-
ifestation of the quantum state—into info-
communication technologies.

2 Principles of quantum physics
and overview of quantum
info-communications

There are two basic principles at play in
quantum physics. One is the superposition
principle, which when applied to info-commu-
nication technologies is the basis for the con-
cept of the Qubit, which is a unit of quantum
information that may take the values of 0, 1,
or a superposition of both. By elaborating on
this concept, it is possible to perform ultra-
parallel computation of multiple possibilities.
This is quantum computation, and it entails
the possibility of breaking the security of
modern information systems in the near
future.

However, the second principle luckily
allows us to overcome this crisis. Heisenberg’s
uncertainty principle, which states that it is
impossible to measure the precise state of two
canonically conjugate physical quantities (for
example, the position and momentum of a par-
ticle) simultaneously without the introduction
of an external disturbance. By elaborating on
this principle, it is possible to perform com-
plete detection of eavesdroppers and to devel-
op quantum cryptography that offers uncondi-
tional security, which cannot be broken even
by quantum computers.

On the other hand, the uncertainty princi-
ple, which states that there are fundamental
limitations to measurement, will also ultimate-

ly place a limit on the communication capaci-
ty. It has been clarified that a new coding tech-
nology based on quantum computation, quan-
tum coding, will be essential in order to bring
communication capacity to the ultimate quan-
tum limit. Studies on quantum info-communi-
cations consists of two main branches, based
on the superposition and uncertainty princi-
ples: studies aimed at achieving large capacity
and studies aimed at establishing uncondition-
al security (See Fig. 1). It would appear that
practical applications of quantum cryptogra-
phy are just around the corner, while quantum
computation and quantum coding are still
long-term themes for the future.
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3 R&D project on quantum
info-communication

In order to pursue these themes strategical-
ly and comprehensively, a collaborative pro-
ject between industry, academia, and govern-
ment has been launched for research and
development on quantum info-communica-
tions by the Ministry of Internal Affairs and
Communications (MIC) in 2001. The organi-
zational structure for this project is summa-
rized in Fig. 2.

Under the project promotion board headed
by Dr. Ezaki, there are three main pillars. One
is the NICT intramural research team, which
is charged with pursuing principle demonstra-
tions & developing quantum info-communica-
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tions. The second is NICT extramural activity,
funding for themes which have almost reached
the application stage, such as quantum crypto-
graphic systems and related basic technolo-
gies. The third is the Strategic Information and
Communications R&D Promotion Program of
MIC (SCOPE), which promotes basic
research. In total, 15 teams are funded directly
by MIC.

The main members of all participating
research teams hold team leader conferences
once or twice annually to report on their
results, introduce and analyze the latest find-
ings, and discuss future strategies. These con-
ferences have formed the basis for the national
strategic management of R&D carried out in
close collaboration with researchers at NICT
and other academic and industrial organiza-
tions and the policymakers at MIC.

4 Present State of Research and
Development

Of the two basic principles discussed—the
superposition principle and the uncertainty
principle—the latter can be more readily used
in technical applications. Furthermore, quan-
tum cryptography, a technology enabled by
controlling 1-Qubit level quantum effects
(represented by the BB84 protocol), is nearly
ready for practical application.

(1) Quantum cryptography

Currently, the main security measure pro-
vided over the Internet is a method called the
public key cryptosystem. And the quantum
cryptography now proven to provide uncondi-
tional security is based on a more primitive
secret key cryptosystem. A secret key is a ran-
dom-bit stream shared only by the sender and
the receiver. This key is used to encrypt a
message, and interception may be completely
prevented by limiting the key to one-time use
(a “one-time pad”). Quantum key distribution
is a method of safely sharing this secret key.
In practice, a safe key is extracted from single
photon events detected on the receiver side.
To ensure security, a high-quality single pho-
ton source is recommended; however, for the
time being, a Poisson source, such as an atten-
uated laser light, will suffice, since system
performance is more dependent on the perfor-
mance of the photon detector. Fortunately, a
commercial avalanche photo-diode (APD)
detector may be used for this purpose, and
field tests and commercialization of the sys-
tem have already begun.

Through NICT extramural research, a long
distance field trial over 96 km using the NICT
fiber network of JGN-II has been successfully
performed. A long-term field trial using aerial-
ly installed commercial fiber over 16 km was
also able to be carried out, in which secret
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keys were continuously generated at 13 kbps
for two weeks with no manual adjustment(See
3-2, Hasegawa et al., this issue).
(2) Quantum entanglement

In contrast to the uncertainty principle, for
which actual technical applications have
begun, studies on the application of the super-
position principle are only in the initial stages.
The superposed quantum state breaks down
easily in the ordinary world, rendering it diffi-
cult to control. Furthermore, the superposed
state formed by multiple beams of light spread
macroscopically displays a unique quantum
correlation in which the quantum state of the
beam is affected by the measurement results
of the other beams. This state is called the
“entangled state”, and one of the major R&D
themes in quantum info-communications
involves the generation and control of this
state. In particular, the technology for generat-
ing an entangled photon pair in the optical
fiber band stands as an important elementary
technology in realizing advanced quantum
communications within the existing communi-
cation infrastructure, including quantum key
distribution, quantum teleportation, quantum
secret key sharing, and other applications. In
the course of NICT extramural research, we
have developed an entangled photon-pair gen-
eration technology using four-wave mixing in
an optical fiber and were able to obtain a fairly
good two-photon interference waveform with
visibility of 99.3%. Further, we succeeded in
achieving S = 2.65 + 0.09 > 2 for the violation
of Bell’s inequality, which is proof of quantum
correlation, even at a distance of 20 km (See
3-3, Takesue, this issue).
(3) Quantum teleportation

Quantum teleportation is a new, seemingly
magical info-communication method that
makes use of the entangled state. This will be
important in the following context. The com-
plex state of superposition is stored in the
memory of quantum computers, and is to be
transferred over a network connecting quan-
tum computers. If the quantum state to be sent
is known, it may be encoded and sent as clas-
sical bit information. However, the state of

superposition is disrupted by measurement,
and so the classical method cannot be used.
Quantum teleportation is a method of trans-
mitting the state of superposition[9][10].

Additionally, it has been found that quan-
tum computation may be realized through the
direct use of quantum teleportation. Quantum
coding, aimed at enabling high capacity com-
munications, requires optical quantum compu-
tations, and quantum teleportation is a perfect
constituent element for this technology.

(4) Quantum computation

Functions that lack classical counterparts,
such as prime factorization by polynomial
time, require large-scale quantum computation
exceeding several hundred quantum bits.
However, even small-scale quantum computa-
tion may contribute significantly to enhancing
the comprehensive performance of communi-
cation systems when combined with existing
communication and measurement technolo-
gies. In this case, quantum computation using
light merits close consideration. In general,
interactions between photons are extremely
weak, and it is difficult to construct a basic
gate. However, it has been revealed that small-
scale quantum computation may be realized
by modifying existing technologies using a
photon-number resolving detector and non-
classical light in single-photon states or in the
squeezed state.

The main signal is combined with an auxil-
iary non-classical light to create an entangled
state. Then, only a part of the entangled state is
measured with a photon detector. The remain-
ing light undergoes changes according to the
results of measurement. A quantum gate for
the signal may be effectively achieved by
allowing signal processing to proceed only
when the measurement results correspond to
the desired non-linear transformation.
Although such a correspondence is a random
occurrence, in principle, the probability of suc-
cess for the quantum computation can be effec-
tively raised to 100% by repeating the process-
ing at each gate in advance offline until corre-
spondence is achieved, and then by placing the
correspondence online where the signal is
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located, by quantum teleportation(113-[13].
(5) Quantum coding

The key to achieving high capacity com-
munications lies in the receiving technology.
Based on the latest results of quantum infor-
mation theory, a method for optimizing com-
munication through a linear-loss channel
under the power and bandwidth constraints is
as follows[14]. First, the optimal solution on
the transmission side for maximizing the
channel capacity is to encode a message using
a pulse stream created by modulation of the
amplitude of normal laser light by a continu-
ous variable that follows a Gaussian distribu-
tion. On the transmission side, the generation
of quantum entanglement among pulses will
have no effect in terms of increasing the chan-
nel capacity. However, on the receiving side,
this capacity can be increased by performing
the most advanced decoding operation
allowed by quantum physics on the pulse
stream of the incoming coherent light. Thus,
quantum control is required on the receiving
side.

The ultimate decoding operation is one in
which the optical quantum computation is
incorporated, and this is the essence of quan-
tum coding. In other words, instead of per-
forming opto-electric conversion by measur-
ing each pulse independently, a quantum com-
putation is first performed on the entire block
of the received pulse stream to create an
appropriate state of superposition, and then
each pulse is measured. In this way, it is possi-
ble to increase the net volume of information
that may be retrieved from the received signal.
This method is referred to as quantum-collec-
tive measurement. Figure 3 is a symbolic pre-
sentation of the effects of this method. When
transmitting signals containing quantum noise
(in the nonorthogonal quantum state), it is
possible to retrieve more than twice as much
information by quantum-collective measure-
ment when the communication resources are
doubled. This is referred to as super-additive
quantum coding gain. In conventional decod-
ing, the increase of information is twice at
most and never more than that. Although the

basic principle of the super-additive quantum
coding gain has recently been verified[15],
this verification used a model with polariza-
tion of the quasi-single-photon state and some
degree of freedom of paths, and so the method
is far from practical application. The produc-
tion of a practical application scheme for the
method thus remains as a theme for future
studies.
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By incorporating quantum-collective mea-
surement into classical decoding circuits, it is
possible to reduce dramatically the amount of
calculation required for decoding and to effec-
tively improve transmission capacity[16]. In
long-haul communications, extremely long
codes are used to ensure the precision of trans-
mission, resulting in more time and labor
required for decoding as well as increased
instrumentation costs. A hybrid quantum-clas-
sical coding system with quantum-collective
measurement will reduce these decoding
costs, and the effective transmission rate may
be steadily increased by increasing the scale of
quantum-collective measurement. Further-
more, when the scale of quantum-collective
measurement becomes sufficiently large, it
will be possible to achieve the maximum
channel capacity. This approach is believed to
be the most natural path in the evolution from
present optical communication systems to a
quantum communication system.

5 Strategic issues for the future

(1) Quantum cryptography
Research and development on quantum
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cryptography has reached its final stage in
moving toward practical application. The
strategic goals of NICT extramural research in
the future will be to develop a quantum key
distribution system that may be applied to
metropolitan IP networks within the 50-km
range and to construct a world-class testbed
for mid-to-long range communication exceed-
ing 100 km by the year 2010.

In order to ensure security in actual appli-
cations, a metro-network-compatible quantum
key distribution system should have a mini-
mum key generation speed of 1 Mbps to
accommodate telephone and fax transmis-
sions. Another goal is to establish the tech-
nologies required for free connection switch-
ing between eight or so nodes and the estab-
lishment of an optimal bypass, using the exist-
ing wavelength multiplexing function together
with switching functions. At the same time,
we plan to develop compact and mobile mod-
els of the relevant instruments using optical
integrated circuits.

The goals for the mid-to-long-range quan-
tum key distribution testbed are to realize a
key generation speed of 10 kbps or higher and
to achieve world-class performance in the
trade-off curve between key generation rate
and transmission distance.

(2) Photon detector

The key to achieving the above goals is
the establishment of a high-performance sin-
gle-photon detection technology. The after-
pulse phenomenon of the APD imposes
restrictions on the key generation speed, and
the dark count results in weakened security
and limits the distance of key distribution.
Thus, it may be said that the suppression of
these effects and the enhancement of the
effective photon detection rate form the funda-
mental strategy for improving the performance
of a quantum key distribution system.

A single-photon detection technology with
an effective photon detection rate of up to
10 MHz is required for the realization of a
1-Mbps-class metro-network-compatible
quantum key distribution system. The candi-
dates for such a detection system may largely

be categorized into three groups—the com-
pound semiconductor APD, a combination of
wavelength conversion in the telecom-band to
the near-infrared band and the Si APD, and
superconducting devices.

The ultimate system may be constructed if
fundamental improvements can be made using
the compound semiconductor APD, which
allows direct detection in the telecom-band
and also lends itself to integration and mass
production. However, basic and challenging
issues remain, such as high-quality crystal
growth.

In existing technologies, by using a combi-
nation of wavelength conversion and Si APD,
outstanding system performance has been
realized, with operational speed slightly below
10 MHz and final detection efficiently slightly
below 50%, and expectations are high for the
realization of a mid-to-long-range quantum
key distribution testbed using this method.
However, the band limitations of the wave-
length conversion elements may carry over
and produce limiting factors in the future with
the incorporation of wavelength multiplexing.

The superconducting device—with its
low-noise, high-speed characteristics—is the
most promising candidate from the perspec-
tive of high performance; however, due to the
requirement of a low-noise environment and a
wide range in wavelength sensitivity, the
progress of future R&D in background-light-
shielding measures may become the control-
ling factor with this method. Development of
the above methods will thus be pursued simul-
taneously before a final selection is made.

(3) Quantum repeater

The signal set used in quantum cryptogra-
phy is designed such that it is impossible to
create a copy of the signal without destroying
its quantum state. Such a signal set cannot be
amplified, and thus will be susceptible to
attenuation. In actual optical fiber networks,
there are limits to the distance over which an
encrypted key may be directly distributed,
which at present is thought to be around
200 km.

Advanced technologies such as quantum
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repeater are necessary for creating quantum
cryptography networks exceeding this dis-
tance. The underlying principle for quantum
repeater is quantum teleportation, in which
signals are reconstructed at remote locations
without destroying the quantum state. In quan-
tum teleportation, entangled states are shared
at two points, A and B, located at a distance
closer than the attenuation limit. Points B and
C will also share entanglement states. By per-
forming a special type of measurement at
intermediate point B, it is possible to create an
entangled state stretching from points A to C.
This maneuver is called entanglement swap-
ping, and the entangled state generated may be
used to relay the state of the photon from point
A to a remote point C.

In practice, the entangled state is also
extremely susceptible to attenuation and relax-
ation; thus, numerous pairs of entangled states
must be generated and shared, and a highly
pure pair must be distilled from the numerous,
deteriorated pairs. To control the timing of this
process, a quantum memory—capable of
keeping the quantum state stable for a certain
period of time—is required.

In order to establish the basic technologies
for this method, collaborative R&D efforts are
underway in industry, academia, and govern-
ment based on NICT extramural research;
these efforts are to involve demonstrations on
physical models of quantum memory and vali-
dation experiments on the simplest systems of
quantum repeaters by the year 2010.

(4) Universal photonic gate

Currently, it is predicted that optical com-
munications will reach a limit in transmission
rate at around 10'"¥bits (exabits) per second
due to shot noise limits, regardless of the
extent to which wavelength multiplexing and
multi-value modulation are employed. To
overcome the exabit/second wall, serious con-
sideration must be given to the use of quantum
coding. The key to success in this area is
quantum computation on the receiving side,
using a signal in a coherent state.

In the coherent state, photons are in a state
of Bose-Einstein condensation, and the mini-

mum uncertainty state of the quantum fluctua-
tion may be retained even when subjected to
attenuation. Thus, the coherent state is most
suited for transmission. In the ultimate com-
munication system, such macroscopic Gauss-
ian states must be processed under the super-
position principle to extract the maximum
amount of information per photon. This
requires far more sophisticated technologies
relative to quantum cryptography, which can
be performed by quantum control on the 1-
Qubit level, and highly non-linear effects must
be realized at the level of the photon.
Presently, the basic elements required for
such systems have been theoretically identi-
fied. It is known that if the cubic phase gate
can be implemented and combined with exist-
ing technologies (to be more precise, a Gauss-
ian operation consisting of linear optical ele-
ments, second order non-linear elements, and
homodyne detectors), in principle it will be
possible to create an arbitrary non-linear opti-
cal effect. In other words, an arbitrary photon-
ic quantum circuit may be constructed and a
universal photonic gate set may be obtained as
a result[121013]. This cubic phase gate can be
produced by the optical circuit presented in
Fig. 4. By incorporating this phase gate into
existing optical communication systems, it
will be possible to exceed the shot noise limit.
The most important feature of this circuit
is the entangled state produced by interfer-
ence of two squeezed light beams and a high-
precision photon-number resolving detector.
These two elementary technologies may be
used not only in the cubic phase gate but also
in a wide range of applications. In the figure,
the component for modulating the entangled
state, shown in the top row has already been
developed and is ready for application in pre-
cise measurements exceeding the shot noise
limit[14]. In contrast, the development of a
photon-number resolving detector has not yet
reached a satisfactory level, and further devel-
opment is required. NICT is currently carrying
out research on a photon-number resolving
detector that combines a low-noise semicon-
ductor photodetector with a high-gain, low-
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noise integrated readout circuit (called the
CIPD). The device features top-class perfor-
mance worldwide in terms of sensitivity and
noise characteristics at the telecom-band.
(Seer181-1201 and 3-4, Fujiwara et al., this
issue.)

The theoretical backbone in circuit design
and performance evaluation of systems com-
bining entangled states with photon-number
resolving detectors and exceeding convention-
al shot noise limits has yet to be established,
and NICT is also devoting efforts to this area
of investigation. The latest results are reported
by Kitagawa and Takeoka (3-5, this issue).
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(5) Quantum network

Advances in technologies for quantum
computation, quantum teleportation, and
quantum repeater should allow for the con-
struction of a purely quantum network, or a
quantum LAN and a quantum web. On such a
network, it will be possible to perform quan-
tum distributed processing using linked small-
scale quantum computers, secret key consign-
ment using the entangled state, and quantum
certification for online voting and payment
while ensuring the protection of personal
information. The basic technologies required
to realize such a system are reported by
Hayasaka in this issue (3-6).

6 Conclusions

As demands increase for greater capacities
of communications and ensured security over
networks, miniaturization of electronic
devices and high-density packing of optical
signals have advanced significantly. We have
entered an age in which info-communication
devices can process signals at the levels of the
photon and electron. With such progress, the
theoretical limits to increasing integration and
density of units are beginning to be felt. It is
thus inevitable that info-communication tech-
nologies will enter the realm of quantum
physics, which holds the ultimate laws of
physics. Quantum info-communications pro-
vide us with far more possibilities for the
future than offered by existing systems, and
will no doubt guide the direction of future
info-communication technologies. After com-
munication using light waves has reached its
physical limits, quantum info-communication
technologies will be our only tool for breaking
down the barrier of the petabit/second trans-
mission rate and establishing a firm and secure
foundation for communications in a world of
exabit and zettabit/second transmissions.

Some areas such as quantum cryptography
have already entered the stage of practical
application. However, on the whole, studies
on quantum info-communication technologies
are still in the initial basic science research
phase. New phenomena may yet be discovered
during the development of the necessary ele-
mentary technologies for quantum info-com-
munication. If the significance of the basic-
science aspect of the field is given proper
attention in the context of strategic R&D
efforts toward practical application of quan-
tum info-communication technologies, we
may expect to see the propagation of the
results in a variety of new studies in a range of
fields.
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