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Diverse and highly-developed mobile services will arise on next generation wireless net-
works. Users on the networks will have to securely manage a lot of credentials in their mobile
terminals. It is necessary to provide a secure and easy-to-use framework for managing creden-
tials independent of mobile terminals. In the New Generation Mobile Network Project, we have
designed a secure service framework that separates credentials from a mobile terminal and
stores them into a tamper resistant smartcard. This paper describes an overview of the secure
service framework and its prototype implementation.
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1 Infroduction

With the popularization of wireless com-
munication technologies such as third-genera-
tion cellular phone systems and wireless
LANS, various types of services have come to
be available in the mobile environment in
addition to e-mail and web browsing: Blogs,
SNS services, electronic commerce, electronic
auctions, electronic public services, online
banking, and more. Wireless communication
technologies continue to progress toward more
high-speed and wide-area accesses, such as
ultra-fast wireless LANs, wireless MANs, and
fourth-generation cellular systems, and so
mobile services provided on next-generation
wireless networks are also expected to employ
more advanced technologies. However, from
the viewpoint of the user, ease of use and flex-
ibility of these services are not ideal. For
example, authentication and payment methods
vary among providers, and/or subscription ser-
vices provided by one provider may not be
accessed from another terminal. Therefore, in
order to promote the popularization and devel-

opment of mobile services in the future, it will
be essential to create a service framework that
can offer convenience, flexibility, and consis-
tency.

On the other hand, terminals such as cellu-
lar phones, laptops, and PDAs, (all referred to
below as “mobile terminals”) currently retain
credentials for accessing mobile services (such
as cached passwords, various certificates, and
in the case of cellular phones, subscriber ID
and its corresponding keys) within the individ-
uval unit. Further, several models of cellular
phones with internalized FeliCa[1] functions
have recently entered the market, and impor-
tant personal and accounting information is
now stored convergently on the mobile termi-
nals. Many mobile terminals are equipped
with user authentication functions based on
password systems and biometrics installed
within the individual terminal, but in many
cases, users purposely deactivate these authen-
tication functions due to the significant incon-
venience of using the terminals with these
functions activated. As a result, the damage
incurred when mobile terminals are lost or
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stolen may be enormous. To prevent this risk,
next-generation mobile services will require a
secure framework that offers both conve-
nience and security.

Taking the above considerations into
account, research and development of a secure
service framework—focusing on the basic
technologies for next-generation mobile ser-
vices offering high security and conve-
nience—was carried out on the New Genera-
tion Mobile Network Project(2]. This article
will give an overview of this secure service
framework, and will also report on the proto-
type implementation of the framework on the
Mobile Ethernet integrating various types of
wireless systems.

2 Overview of the secure service
framework

It is expected that a wide spectrum of
mobile services will be popularized and devel-
oped on a next-generation wireless network,
and we will most likely see an explosion in the
number of service providers. Further, in the
Mobile Ethernet[3] (an integrated heteroge-
neous wireless network developed in the
course of the New Generation Mobile Net-
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work Project), a model has been proposed in
which multiple operators (telecommunication
carriers), both large and small, interoperate
various wireless systems according to a stan-
dardized interface. In a next-generation wire-
less network, we may expect a situation in
which the user eventually holds a great num-
ber of credentials both on the network and
application levels, allowing seamless access
and use of various mobile services over a net-
work managed by multiple independent opera-
tors.

To address such a situation, we have
designed a secure service framework com-
posed of a mobile terminal, a contact-less
smartcard, and a self-delegation protocol
between the two devices, providing a balance
between user-friendliness and overall system
security (Fig. 1).

The features of the secure service frame-
work are as follows.

(A) The credentials are separated from the
mobile terminal and stored on a tamper-
resistant™! contact-less smartcard.

(B) The mobile terminal is equipped with a
contact-less smartcard reader and multiple
wireless interfaces (and, as will be
described later, a sensor for biometric
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*1 Resistance to unauthorized analysis by external users of the internal structures of software or hardware and the infor-

mation stored in these programs or devices.

62 Journal of the National Institute of Information and Communications Technology Vol.53 No.4 2006



authentication).

(C) When the user holds the contact-less
smartcard up to the mobile terminal, a
temporarily effective credential (referred
to below as the “the temporal credential”)
will be calculated based on the credentials
stored within the smartcard, and the tem-
poral credential will be transmitted to the
mobile terminal (self-delegation).

(D) The user will perform network and service
authentications using the temporal creden-
tial that has been self-delegated to the
mobile terminal, allowing access to the
mobile services.

(E) The term of validity or the number of valid
access operations for the temporal creden-
tial can be set flexibly according to each
service.

The contact-less smartcard can store multi-
ple credentials on both the network and appli-
cation levels, and so it will be possible to cen-
tralize the credentials held by the user on a
single smartcard. The user need only hold the
smartcard against the mobile terminal to dele-
gate the temporal credentials to the mobile ter-
minal. The mobile terminal will not retain the
original credential permanently; instead it will
use the temporal credentials given by the
smartcard to carry out the required network/
service authentication. The term of validity or
the number of valid access operations for the
temporal credential can be set flexibly accord-
ing to each service. For example, the temporal
credential for network access may be valid for
24 hours, while that for network banking
would be valid only once. This setup will miti-
gate the potential damage incurred by the user
in the case of lost or stolen mobile terminals
by preventing unauthorized use of services.

By separating the credentials from mobile
terminals and storing them in contact-less
smartcards in this manner, the user will have
to keep the contact-less smartcard safely pro-
tected, instead of the mobile terminal. The
contact-less smartcard is tamper-resistant, and
also has the same shape as a bank card or
credit card, so the users will likely be able to
keep this card in relative safety compared to

terminals. However, technical countermea-
sures will have to be devised against unautho-
rized use of the smartcard, and so biometric
authentication was introduced to the present
framework in addition to the above character-
istics (A)-(E), as follows.

(F) The contact-less smartcard will store the
user’s biometric information.

(G) When the user attempts to use the contact-
less smartcard, the biometric information
provided by the user will be verified
against that stored in the smartcard.

(H) After successful verification, the smart-
card will be activated and ready for self-
delegation.

The information required for biometric
authentication will be stored in the contact-
less smartcard, and this information will be
used to check whether the user is the legiti-
mate owner of the card. Unless the biometric
authentication is successful, the smartcard will
not be activated, and self-delegation will not
be carried out, thus preventing unauthorized
use of stolen smartcards. Note that we are
assuming a case in which the sensors for bio-
metric authentication are provided on the
mobile terminals, and that verification will be
made via the mobile terminal.

The present framework should allow the
centralization of multiple credentials on a sin-
gle contact-less smartcard. The user can carry
out self-delegation to a mobile terminal by a
simple motion, enabling access to the mobile
services. The potential damage incurred by the
user in the case of lost or stolen mobile termi-
nals or smartcards will thus be greatly reduced
through the use of this system.

3 Implementation of the secure
service framework prototype

In this section we will describe an experi-
ment for the implementation of the secure ser-
vice framework prototype. The present proto-
type consists of a self-delegation protocol
between the contact-less smartcard and mobile
terminal and a service authentication protocol
between service providers and mobile termi-
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nal. For more information on proactive han-
dover authentication shown in the Fig. 1, a
network authentication technology for the
Mobile Ethernet, see reference (41.

In the framework described above, it is
assumed that the mobile terminals are
equipped with the sensors for biometric
authentication and contact-less smartcard
readers. However, technical considerations
such the physical size of the card readers and
the performance of the terminals (including
power consumption) have hampered the cre-
ation of such a system for currently available
commercial products. Thus, in order to con-
duct a prototype implementation test on cur-
rent terminal models, the contact-less smart-
card readers and biometric authentication sen-
sors that will ultimately be installed in mobile
terminals were placed on a structure separate
from the terminals. This newly incorporated
structure was referred to as the self-delegation
unit.

Self-delegation of the temporal credential
between the contact-less smartcard and the
mobile terminal was made via the self-delega-
tion unit (Fig. 2). The processing involved in
authentication using biometric information
stored on the contact-less smartcard was also
performed on the self-delegation unit™. Note
that in the implementation of the present pro-
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totype, fingerprint authentication was used as
the method for biometric authentication™.

In the experiment, the mobile terminal
accessed the service providers via the Mobile
Ethernet, and the service provided was
assumed to be a video-streaming distribution
service. The protocol for the present prototype
implementation consisted only of the symmet-
ric crypto system. See references [4]and [6]1for
details regarding the self-delegation protocol
using the asymmetric crypto system.

3.1 Hardware architecture

Figure 3 shows the hardware architecture
for the present prototype.
(1) Mobile terminal

The mobile terminal employed was the
Zaurus SL-6000W by Sharp Corporation. The
SL-6000W features Bluethooth and
IEEE802.11b wireless LAN technology, and a
3 G-network card (FOMA card) was inserted
in its compact flash card slot. The mobile ter-
minal was connected to the self-delegation
unit via PAN using internal Bluetooth, and the
internal wireless LAN and the FOMA card
were used to establish connection to the
Mobile Ethernet.
(2) Self-delegation unit

The self-delegation unit consisted of the
Linux box and the OpenBlockS 266 manufac-
tured by Plat’Home Co., Ltd. A Bluetooth
card and a USB card were fixed to the two
PCMCIA adapters added to the main body of
the OpenBlockS 266. In addition, a contact-
less smartcard reader and a fingerprint sensor
were connected to the USB card. The self-del-
egation unit was connected to the mobile ter-
minal via PAN using Bluetooth, and contact-
less communication with ISO/IEC14443 Type
B was established with the smartcard using a
contact-less smartcard RW unit.
(3) Contact-less smartcard

The contact-less smartcard employed was

*2 Insofar as the processing speed of the smartcard allows, the match-on-card method is the most favored method of veri-

fication since this entails biometric authentication without transmitting biometric information from the card.

*3 Fingerprint authentication is commonly known to be vulnerable to forged fingerprints made of gelatin [5]. In the

future, it will be necessary to consider the adoption of multi-modal biometric authentication, which combines multiple

authentication methods (such as iris recognition and voice authentication).

64 Journal of the National Institute of Information and Communications Technology Vol.53 No.4 2006



Smartcard-registration PC

USB

USB

Smartcard
RW
A

ISONEC7816

Service Provider

Ethernet

Movie
Files

802.3

)

Mobile =JRouter
Ethernet

Contact-less
Smartcard

v Self-delegation Unit
(OpenBlockS 266}

sl martcard W-CDMA & : 802.11b
(Java Card 2.4.1) | ™%, Etheret || USB | [ Bluetooth |4 : :
*, ermnel Card Card : | Mobile Terminal H
’..‘ Ty : | (Zaurus SL-6D00W) H
., H H H
‘. J 1 : 4 v
) ) 0 H
Al \ired Link |SO/|EC‘|4443"‘ Contact-less Fingerprint e Bluetooth | [ FOMA WLAN
G P Wireless Link Type-B  [Smartcard RW) Sensor Bluetoot| | (Buitin) Card (o)

[#le <l Hardware architecture

a smartcard by Sharp Corporation, in compli-
ance with Java Card 2.1.1171. The smartcard
has a built-in 16-bit CPU, 8-KB RAM, and a
1-MB flash memory. The card performs con-
tact-less communication (ISO/IEC14443 Type
B compliant) with the self-delegation unit
using a built-in antenna, and also performs
contact communication (ISO/IEC7816 com-
pliant) with the PC for smartcard registration.
(4) Service provider

A general-purpose Linux PC was
employed as the service provider. The service
provider established a LAN connection via the
Ethernet interface to the router connected to
the Mobile Ethernet.
(5) Smartcard-registration PC

A general-purpose Windows PC was used
as the smartcard-registration PC™. The smart-
card-registration PC featured a USB connec-
tion to the contact smartcard RW device, and
performed contact communication (ISC/
IEC7816 compliant) with the smartcard via
the smartcard RW device.

Figure 4 shows the external view of the
implemented prototype.

Maobile

Terminal

Contact-less
Smartcard

External view of the implemented
profotype

3.2 Software architecture
Figure 5 shows the software architecture

of the present prototype.

The details of the software architecture are
omitted here; only the basic flow of the
process will be given.

(0) In preparation, the credentials (key infor-
mation) and biometric information (finger-
print template) are registered on the con-
tact-less smartcard using the PC for smart-
card registration.

(1) Device mutual authentication™ using a

*4 A PC for registering credentials and biometric information on the contact-less smartcard. In actual applications, this

function will be handled by the service provider.

*5 This device mutual authentication is performed by the challenge and response method using 3DES. This process is not

necessary when the mobile terminals perform the functions of the self-delegation unit. Note that the use of the 3DES is

due to the restrictions in the version of Java Card employed here.
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pre-shared key between the self-delegation
unit and the smartcard is made by holding
the smartcard against the self-delegation
unit.

(2) The fingerprint template is transmitted
from the smartcard to the self-delegation
unit.

(3) Fingerprint authentication is carried out by
having the user present the fingertip to the
fingerprint sensor installed in the self-dele-
gation unit. When authentication has been
successfully completed, the self-delegation
unit authorizes communication between
the contact-less smartcard and the mobile
terminal.

(4) Device mutual authentication™ is execut-
ed, using a pre-shared key between the
contact-less smartcard and the mobile ter-
minal.

(5) A temporal credential is calculated by the
contact-less smartcard and self-delegated
to the mobile terminal.

(6) Web browsing on the service provider site

(3h Fingarpsint

[5) Web Access

[iT) Service Auth

8) Videa Streaming

from the mobile terminal is performed via
the Mobile Ethernet.

(7) When video content requiring service
authentication is accessed, service authen-
tication™ between the mobile terminal and
the service provider is performed using a
temporal credential as the key.

(8) When service authentication has been suc-
cessfully performed, the service provider
proceeds with the video distribution.
Figure 6 shows an example of the series of

GUI screenshots for the self-delegation appli-

cation (on the mobile terminal), corresponding

to steps (1)-(5) above.

3.3 Self-delegation protocol and the
service authentication protocol

Here we will discuss the details of the pro-
tocol for the self-delegation process between
the contact-less smartcard and the mobile ter-
minal, in addition to service authentication
performed between the mobile terminal and
the service provider.

*6 This device mutual authentication is performed by the challenge and response method using HAMC SHA-1. Since col-

lusions have been reported with SHA-1, it will be necessary to replace this with a different hash function, such as

SHA-256.
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3.3.1 Definition of symbols
The definitions of the symbols used in the
following sections are provided below.

PID | Contact-less smartcard (Personal Identity Device)
MT | Mobile terminal
SpP Service provider
SList List of information on services provided by SP
Service information (Sid, Uid, Sname, ValidTerm, SExpTime, Krs)
SListMT | Of the SList, those handed over to the mobile terminal
{8id, Sname, ValidTerm)
Sname | Name of service provided by SP
Sid | Service ID uniguely assigned to the service provided by SP
Uid | Uscr ID uniquely assigned to the user signed up for the service provided by SP
R, |Random number
ValidTerm |Term of validity for the temporal credential
CurtTime | Current time
ExpTime | Time of expiration of temporal credential
ExpTime = CurtTime + ValidTerm
SExpTime | Time of expiration of service
Ak, m) | Computation of keyed hash function using key k corresponding to message m
Bk, m) | Encryption computation using key k corresponding to message m
MK | Master key of service provider
Kpy | Pre-shared key between PID and MT
Kes | Pre-shared key (credential) between PID and SP
Krs = A(MK,, Uid)
EKem Encryption key used for cryptographic communication between PID and MT
TKuns | Temporal shared key between PID and SP (temporal credential}
Il Data concatenation
@ | Exclusive disjunction

3.3.2 Details of the protocol

Figure 7 presents the self-delegation and
service authentication protocols. Steps (1)-
(13) correspond to the self-delegation proto-
col, and steps (14)-(21) correspond to the ser-
vice authentication protocol. It is assumed
here that shared keys KPM and KPS have
already been established between the contact-
less smartcard and the mobile terminal and
between the contact-less smartcard and the
service provider, respectively. In addition, the
protocol starts from the state in which biomet-
ric authentication has been completed by the
user and the contact-less smartcard is activat-
ed and ready for self-delegation. (The self-del-
egation unit is omitted from Fig. 7 since it
operates transparently between the smartcard
and the terminal.)

Below is a summary of the processes car-
ried out in each step.

Steps (1)-(7) : Device mutual authentica-
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tion and encryption key (EKPM) sharing
between contact-less smartcard and mobile
terminal

Steps (7)-(11) : Transmission of encrypt-
ed service information list (SListMT) from
contact-less smartcard to mobile terminal, and
transmission of the encrypted service ID for
self-delegation (Sid) and current time from
mobile terminal

Steps (11)-(13) : Computation of tempo-
ral credential (TKMS) in the contact-less
smartcard and transmission of the encrypted
temporal credential, user ID, and the term of
validity of this ID, to the mobile terminal. The
terminal decrypts the information and acquires
the temporal credential.

Steps (14)-(21) : Service authentication
between mobile terminal and service provider
using the temporal credential (mutual authen-
tication)

4 Performance evaluation

In this section, we will evaluate the perfor-
mance of the self-delegation protocol between
the contact-less smartcard and the mobile ter-
minal, which is expected to have the most
impact on the overall usability of the system.
Figure 8 shows the details of the flow of the
protocol, including the self-delegation unit
(GW).

In Fig. 8, time measurements were per-
formed 100 times for each step to calculate the
average time for each. Note that since time
measurements could not be performed for the
contact-less smartcard, an applet that executes
the target process for measurement was
installed in the IC card to measure the time of
communication when the given process was
performed, which was compared to the time
measured for an applet when the process was
not. The difference between the two measure-
ments was regarded as the time required for
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the process on the smartcard. Further, to mea-
sure the communication time between the
smartcard and the mobile terminal, an applet
was installed in the smartcard to receive data
from the mobile terminal and to return data (of
a predetermined size) for each evaluation
item; here, the measured time was regarded as
the communication time.

Tablel shows the results of the perfor-
mance evaluation.

It can be seen from Table 1 that the time
required for computation of the symmetric
crypto system (3 DES with 2 keys) and the
keyed hash function (HMAC SHA-1) in the
mobile terminal were both approximately
5 ms, and that the total processing time
required to complete self-delegation on the
mobile terminal side was less than 80 ms.

In contrast, the time required for computa-
tion in the symmetric crypto system of the
contact-less smartcard and the keyed hash
function were both approximately 100 ms, and

t BEKrw, Than | Uid | EspTimal

Gaw [ ot b
(47 GWCardDisconmect l

the total processing time required to complete
self-delegation on the smartcard side exceeded
1,100 ms.

The process requiring the most time in the
self-delegation protocol is transmission via the
self-delegation unit; the round-trip time
between the terminal and the smartcard
exceeds 300 ms. A total communication time
of more that 2,600 ms was required for com-
pletion of self-delegation, thus Bluetooth com-
munication between the terminal and self-del-
egation unit represents the bottleneck in this
protocol. However, as stated in Section 2, if
the contact-less smartcard reader and the fin-
gerprint sensor can be installed in the mobile
terminal, this communication time will be
negligible.

The present prototype implementation
experiment was constructed using the self-del-
egation protocol only for the symmetric crypto
system, and so we have been able to achieve a
degree of performance that would not impinge
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