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4-2 �Research Activities on Proxy Cryptosystems and 
Homomorphic Encryption Schemes

WANG Lihua

In this paper, we introduce our research activities during the past five years and then give a 
survey about our contributions on designing and developing practical cryptographic protocols 
including proxy (re)-cryptosystems and homomorphic encryption schemes. Among them, proxy 
re-encryption and additively homomorphic encryption are significant cryptographic primitives for 
secure cloud storage and secure data aggregation in wireless sensor networks.
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1 �Introduction

Public-key encryption schemes use a pair 
of keys to encrypt and decrypt data. The key 
for encryption is published, and it is called the 
public key. The key for decryption is paired 
with a public key. It is secretly stored by the 
owner, and called the private key. For exam-
ple, when sending a message to a user Alice, a 
plaintext message is encrypted by using Alice’s 
public key before it is sent. It is difficult for 
users other than Alice to decrypt the cipher-
text (encrypted message) by using only public 
information such as public key; however, Alice 
can easily decrypt the ciphertext by using her 
private key to obtain the plaintext. The point 
here is that Alice’s public key must be used 
to encrypt the data before it is sent to Alice. 
Otherwise, the information could be disclosed, 
or decryption may not work. The approach to 
solve this issue varies depending on infrastruc-
ture.
Public Key Infrastructure (PKI)

In traditional public key cryptography 
(PKC), a public key is simply a string of 
random characters, and it is not possible to 
authenticate the owner of the key, Alice, by the 
key itself. This problem can be solved by using 

certificates provided by a trusted organization 
called a Certificate Authority (CA). The CA 
provides an unforgeable signature and trusted 
link between the public key and the identity 
of Alice. Public key infrastructure (PKI) pub-
lishes and manages the certificate (chain). In 
the PKI framework, it is necessary to obtain 
Alice’s certificate before the ciphertext is sent 
to her to confirm the legitimacy of her certifi-
cate. This method is not efficient or practical, 
especially when the number of users is very 
large.
Identity-Based Cryptography (IBC)

The aforementioned problem was solved 
by identity-based cryptography (IBC) that was 
invented by Shamir[1] in 1984. In this frame-
work, Alice’s identity ID (or e-mail address) 
which is an arbitrary string is used as a pub-
lic key, and Alice’s private key is computed by 
using a master private key that is provided by a 
trusted organization called a private key gen-
erator (PKG) and her ID. The certificate is pro-
vided implicitly, and the public key does not 
require explicit authentication in this method. 
The major drawback of identity-based encryp-
tion (IBE) is that the PKG is trusted uncondi-
tionally. As a result, it makes it possible for the 
PKG to impersonate arbitrary users or decrypt 
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arbitrary ciphertext. Therefore, the IBC frame-
work is suitable for a closed organization 
where the PKG is completely trusted by all 
users within the group.
Certificate-Based Cryptography (CBC)

In order to integrate the advantages of 
IBC into PKI, Gentry[2] proposed the concept 
of certificate-based encryption (CBE). The 
CBE scheme combines public key encryption 
scheme between the certifier and user with 
ID-based encryption scheme. Each user gen-
erates their own public key and private key, 
then requests a certificate from the CA. The 
CA then creates a certificate using the key gen-
eration algorithm of the ID-based encryption 
scheme. The certificate is implicitly used as a 
part of the user’s decryption key (the decryp-
tion key consists of the private key created by 
the user and the certificate). Although the CA 
knows the certificate, as they do not possess 
the user’s private key, they cannot decrypt any 
ciphertext. CBC is a more advanced public key 
authentication framework that inherits the fea-
ture of an implicit certificate from IBC and the 
“key-escrow-free” feature from PKC.

In the activities of Security Fundamentals 
Group from FY2006 to FY2010, with an aim 
to improve the usability for users and secu-
rity, we designed and evaluated cryptographic 
protocols that keep up with the progress of the 
information society and meet the requirements 
of the real world for each of the aforemen-
tioned encryption infrastructure frameworks. 
This paper outlines our research activities 
related to the above. In Chapter 2, we intro-
duce our domestic and international collabora-
tion activities related to efficient pairing-based 
cryptography, as well as our achievements 
related to proxy cryptosystems. In Chapter 
3, we introduce our achievements related to 
homomorphic encryption, as well as the dem-
onstration test of position information authen-
tication that was carried out as a collaboration 
activity in National Institute of Information 
and Communications Technology (NICT). 
Chapter 4 summarizes our contributions to 
date and future tasks.

2 �Research activities on pairing-
based cryptosystem

2.1 �Workshop for efficient pairing 
cryptography

Since Boneh and Franklin[3] published 
the ID-based cryptosystem that uses pair-
ing in 2001, various cryptographic protocols 
based on the bilinear property of pairing have 
been proposed and widely discussed. At that 
time, the computational cost of Weil pair-
ing and Tate pairing was considered to be 10 
times and 5 times higher than exponentiation 
respectively, and due to this large volume of 
complexity of pairing, in many cases the effi-
ciency of cryptographic protocols will be low-
ered when it uses pairings. In this research, 
we conducted joint research with University of 
Tsukuba and Shanghai Jiao Tong University on 
efficient cryptographic protocols that maintain 
properties applicable to the real world, and at 
the same time use pairing at an appropriate 
and minimum frequency; and designed an effi-
cient key agreement[4] scheme and proxy cryp-
tosystem.

In FY2008, we received funding from 
the International Exchange Program/Foreign 
Researcher Invitation Program, and organized 
a workshop to build a long-term relationship 
between the TDT laboratory led by Professor 
Zhenfu Cao of Shanghai Jiao Tong Univer-
sity and the Security Fundamentals Group of 
NICT. The workshop offered various lectures 
on such topics as the current status of pairing 
technologies, the latest trend of cryptographic 
researches, cryptography and implementation 
technologies in application of sensor networks, 
and authentication technology by Eiji Okamoto 
(Professor, University of Tsukuba), Zhenfu 
Cao (Professor, Shanghai Jiao Tong Univer-
sity), Masahiro Mambo (Associate Profes-
sor, University of Tsukuba), Tsuyoshi Takagi 
(Future University-Hakodate), Miao Ying 
(Associate Professor, University of Tsukuba), 
and Akihiro Yamamura (NICT), who are spe-
cialists in this field. The advocated theory of 
Professor Zhenfu Cao, “cryptographic technol-
ogies are created and developed by the market” 
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was adopted as the theme of the workshop. In 
this workshop, Professor Takagi from Future 
University-Hakodate gave a lecture and intro-
duced that Eta pairing on elliptic curve over 
GF(3n) is efficient and it could be adopted for 
cryptographic systems. However, the problem 
was that the insolubilities of the discrete loga-
rithm problem on elliptic curve over GF(3n) 
had not been verified. This was carried into the 
joint research[5] on the strength evaluation of 
cryptographic protocols where security results 
in a discrete logarithm problem, which was 
conducted from FY2009 to FY2010.

(http://nictinfo.nict.go.jp/Announce/event/ 
20081024.html Note: the workshop was also 
held at Shanghai Jiao Tong University in Octo-
ber 2010. http://tdt.sjtu.edu.cn/workshop2010/)

Here we introduce our achievements on 
more practical cryptosystems by considering 
what will meet the requirements of the real 
world, such as a proxy cryptosystem with revo-
cability and a proxy re-encryption scheme that 
prevents collusion attacks.

2.2 �Research on proxy cryptosystems
In 1997, Mambo and Okamoto[6] intro-

duced the concept of proxy cryptosystems 
(Fig. 1). This is also called proxy decryption. 
Proxy decryption is a cryptographic scheme 
that a proxy decryptor decrypts the ciphertext 
encrypted by user Alice’s public key on behalf 
of Alice. The proxy needs to obtain the proxy 
decryption right from Alice in advance.

In 1998, Blaze et al.[7] proposed the con-
cept of proxy re-encryption called a PRE sys-
tem, which is closely related to proxy decryp-
tion. In a PRE system, the proxy (proxy 

re-encryptor) can convert the user Alice’s 
ciphertext to ciphertext for the user Bob with-
out obtaining the information of the plaintext. 
Therefore, the role of proxy has a very strong 
connection to untrusted servers in cloud envi-
ronments.

These two primitives have developed in 
various ways, and especially since the proposal 
of pairing-based IBE[3], proxy decryption sys-
tems and PRE systems with various features 
have been proposed for practical uses. Here we 
introduce a CBE-based proxy decryption sys-
tem and ID-based PRE system that we have 
proposed. Both systems employ the bilinear 
property of pairing.

2.3 �The proposed protocols based on 
pairing

Definition: 1G , 2G  are multiplicative 
groups, order p is a prime number, and g is the 
generator of 1G . When the following conditions 
are satisfied, ê: 211 GGG →×  is an admissible 
bilinear map.
(1)	 Bilinear. abba ggegge ),(ˆ),(ˆ = , 

for all , *
pZba ∈ .

(2)	Non-degenerate. 1),(ˆ
2Ggge ≠ .

(3)	Computable. There is an efficient  
algorithm to compute ),(ˆ hfe  for any 

, 1Ghf ∈ .
Thanks to the bilinear property of abba ggegge ),(ˆ),(ˆ =

abba ggegge ),(ˆ),(ˆ = , the proposed cryptographic protocol 
satisfies the desirable characteristics, and the 
security of the proposed schemes are based on 
the assumptions on the following complexity.
Discrete Logarithm Problem:  

Given 1, Ggg a∈ , or 2, Ga∈µµ , find *
pZa∈ .

Computational Diffie-Hellman (CDH) Problem: 
Given 1,, Gggg ba ∈ , find 1Ggab∈ .

Bilinear Diffie-Hellman (BDH) Problem:  
Given 1,,, Ggggg cba ∈ , find 2),(ˆ Ggge abc∈ .

Decisional Bilinear Diffie-Hellman Assumption 
(dBDH Assumption):
	 Given 1,,, Ggggg cba ∈  and 2GR∈η , dBDH 

Assumption assumes that it is difficult to 
separate abcgge ),(ˆ  from η.

Proxy authority

Original decryptor ProxyEncryptor

Proxy re-encryption

Tran key Secret key

Proxy authority

Original decryptorEncryptor

Proxy decyrption

Proxy

Tran key SSecret keyy

Fig.1 Proxy decryption & proxy re-encryption
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Certificate-based proxy decryption systems 
with revocability

For the first time in our research, a proxy 
decryption system (CBPd) was constructed 
within the CBE framework which is a more 
advanced infrastructure[8]. The proposed 
scheme features the advantages of the tra-
ditional PKC and IBE, as introduced in 1. In 
addition, it has a characteristic called “Revo-
cability” that can retrieve the decryption right 
which was once delegated by means of pub-
lishing common parameters for proxies (proxy 
decryptors).

[Revocability] means a functionality to 
revoke the proxy right from the current proxy 
even during the validity period, and replace the 
proxy with another one (Fig. 2). For example, a 
proxy Charlie was delegated a role of the proj-
ect manager for job project of FY2007 from 
his manager Alice, and so he is able to decrypt 
ciphertext related to the job on behalf of Alice 
until the end of FY2007. However, if Charlie 
resigns or loses her trust for some reason, 
Alice needs to revoke the decryption right that 
was delegated to Charlie.

The proposed scheme features the advan-
tages of the CBE infrastructure, and in this 
scheme receivers generate their own private 
keys and do not delegate the private keys to 
validation centers; therefore, the privacy of the 
recipients is protected, and at the same time, 
it provides more usability for the senders, as 
authentication of PK is not necessary even 
though e-mails are encrypted by the recipient’s 
ID and PK.

ID-based proxy re-encryption constructions 
to prevent collusion attack

In the PRE system[7], the proxy (proxy 
re-encryptor) can convert the user Alice’s 
ciphertext to ciphertext for the user Bob with-
out obtaining the information of the plaintext. 
Therefore, the role of the proxy has a very 
strong connection to untrusted servers in cloud 
environments. This means that when a proxy 
decryption right is converted to a proxy re-
encryption right, the decryption process will 
be divided into the following two steps: re-

encryption process, and decryption process 
by using the private key of the specified user. 
The proxy responsible for the re-encryption 
process can only perform re-encryption, and 
is unable to decrypt the ciphertext. Thank-
fully this allows proxy re-encryption to be 
applied to email forwarding, and secure dis-
tributed file storage and therefore it is a very 
important research theme. For this reason, 
research on PRE has been drawing a great 
deal of attention. In this circumstance, a lot of 
research has been conducted on the ID-based 
PRE (IB-PRE)[9]‒[12]. However, the traditional 
IB-PRE system requires an assumption that a 
proxy does not collude with other users and 
other proxies. This assumption is not realistic 
in a distributed system environment that is not 
managed locally, such as the cloud, and there-
fore it is considered to be an important task 
to design secure IB-PRE protocol that is pro-
tected from collusion attacks.

In 2005, Ateniese et al.[13] presented collu-
sion attacks in the PKI framework for the first 
time, and defined the security requirements 
against collusion attacks, including collusion 
“safeness” and non-transferability (Fig. 3).

Job1  
Ciphertexts for

Jobn

Jan. 1                               Dec.31
|                                                   |

|             τ | 
|                         | 

Jobn: Change the proxy even during the valid period

Job1

…

…

…Job2

Jobn: valid until the end of 2007

Jobn

Original decryptor

Encryptor

Proxies of the 
original decryptor

Fig.2 CBE-based proxy decryption scheme 
with revocability
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Fig.3 Collusion “safeness” and non-
transferability
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1.	 Collusion “safeness”. Even when the 
delegatee Bob, i.e., the decryptor who 
was designated by Alice, colludes with 
Alice’s proxy, Alice’s private key will not 
be disclosed. That is, rkA→B + skB skA↛ , 
where the symbol rkA→B denotes the re-
encryption key for converting Alice’s 
ciphertext to Bob’s, and , skBskA  denote 
Alice’s and Bob’s private key, respectively. 

2.	 Non-transferability. Even when the del-
egatee Bob, i.e., the decryptor who was 
designated by Alice, colludes with Alice’s 
proxy, it is not possible to fake the key 
for converting Alice’s ciphertext to other 
users’ ciphertext except Bob’s. That is, 
rkA→B rkA→C+ skB↛ .

For the first time in the IBE framework, 
our research proposed IB-PRE constructions 
that provide security against collusion attacks, 
such as collusion “safeness” and non-trans-
ferability, by using the approach that the key 
generation center PKG takes part in generating 
the re-encryption key, in fact generating the re-

encryption key seed 
Bu

B

A

idH
idH









)(
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[14], which is 

similar to Matsuo’s approach in [11].
As a result, we came to a conclusion that 

security properties such as collusion “safeness” 
and non-transferability are reduced IND-CPA 
(Indistinguishablity under Chosen Plaintext 
Attack) security versions of an IB-PRE scheme 
in a single-hop scenario. The proposed scheme 
is based on a random oracle assumption and 
is proved IND-CPA/CCA secure under the 
dBDH assumption.

3 �Study on additively homomor-
phic encryption and its appli-
cation to position information 
authentication

3.1 �Discrete-logarithm-based additively 
homomorphic encryption

In homomorphic encryption, when two 
ciphertexts )( 1mEnc , )( 2mEnc  are given, it 
is possible to compute )( 21 mmEnc o  with-

out plaintext or private key, and therefore the 
cryptographic technique has attracted a lot of 
interest especially in usage for privacy protec-
tion. There are various types of homomorphic 
encryption schemes depending on which com-
putation type the symbol “ o ” denotes, includ-
ing additively homomorphic encryption[15], 
multiplicatively homomorphic encryption[16], 
algebraically homomorphic encryption, and 
fully homomorphic encryption.

In 1999, Paillier[15] proposed an additively 
homomorphic encryption based on factoring 
assumption, which is known as a typical addi-
tively homomorphic encryption scheme. This 
method is constructed from three algorithms.
1.	 Key generation: Let n = pq, randomly choose 

base g ∈ B where 1)),mod((gcd 2 =nngL λ . 
Therefore, (n, g) denotes the pub-
lic parameter, and (p, q) (or equivalent 
λ = lcm (p − 1,  q − 1)) denotes the secret 
parameter.

2.	 Encryption process: given plaintext m < n, 
and random number r < n, compute cipher-
text 2modnrgc nm⋅= . 

3.	 Decryption process: For any ciphertext 
2nc < ,

	 compute plaintext n
ngL
ncLm mod

)mod(
)mod(

2

2

λ

λ

= , 

where the function is given by 
n

uuL 1)( −
= .

As Paillier’s homomorphic encryption 
scheme satisfies )()()( 2121 mEncmEncmmEnc ⋅=+

)()()( 2121 mEncmEncmmEnc ⋅=+ , it is additively homomorphic encryp-
tion.

On the other hand, there is no additively 
homomorphic encryption that is based on dis-
crete logarithm problems. Then in the inter-
national conference PKC2006, Chevallier-
Mames, Paillier and Pointcheval[17] announced 
an open problem to “find a discrete logarithm 
based cryptosystem that would help realize 
fully additive or fully multiplicative homomor-
phism”. We solved one of the problems, and 
proposed an additively homomorphic encryp-
tion based on ElGamal cryptosystem[18][19]. 
The original ElGamal cryptosystem is multi-
plicatively homomorphic. We achieved our tar-
get to propose additively homomorphic encryp-
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tion, by lifting the message space of ElGamal 
scheme from M to gM0.
1.	 Key generation: First, choose prime num-

bers p, p0 that satisfy the following condi-
tions.
(1)	 p = 2q + 1, where q denotes a large 

prime number,
(2)	p0 = 2t κ + 1 <  p, where t denotes a small 

prime number, and κ denotes a positive 
integer.

Then, choose a generator g of a subgroup 
of order q of *

pZ  and a generator g0 of *
0pZ . 

Thus, system public parameter is given by 
),,,,( 00 gpgqpparams = , and the plaintext 

space and the ciphertext space is given by 
}2,...,1,0{ 0 −= pM  and **

pp ZZC ×= , respec-
tively.
Next, randomly choose a private key x ∈ Zq 
then compute a public key pgy x mod= .

2.	 Encryption process: input a public key y 
and plaintext m ∈ M, choose a random num-
ber r ∈ Zq, and output ciphertext )mod)mod(,mod(),( 0021 ppgypgcc mrr ⋅=

)mod)mod(,mod(),( 0021 ppgypgcc mrr ⋅= .
3.	 Decryption process: input a private key x 

and ciphertext (c1, c2), and compute plain-
text ))),(,(( 210

ccxDLm g ×= . Here, 
	 pccccxD mod/)),(,( 1221 =× , 

mod)mod( 000
= )1( 0 −pmpgL m

g .
When compared to the aforementioned 

Basic version, it will be noted that the encryp-
tion steps in the proposed scheme are more 
efficient than Paillier’s additively homomor-
phic encryption scheme, but the decryption 
steps are more efficient in Paillier’s scheme. 
When comparing both of the Fast versions[15]
[19], it will be noted that the proposed scheme 
is more efficient (Table 1, [19]).
Inner product homomorphic computation 
based on additively homomorphic scheme

When plaintext satisfies certain condi-
tions, it is possible to realize inner product 
homomorphic computation by using additively 
homomorphic scheme.
■	 Basic rule

)()(ˆ)( baEncbEncaEnc pkpkpk +=+ .
■	 Multiple

)(ˆ)( baEncbaEnc pkpk ⋅=⋅ .
■	 “Inner product” of plaintext vector and 

ciphertext vector is  
)(ˆ)( baEncbaEnc pkpk ⋅=⋅

r r r r
.

Therefore,

,...3,2,1for ,))(~(Dec)(Then

))((

))()((

))()((
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...),2(),1(),0(and
...)),2(()),1(()),0((Given
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=
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This was useful for a demonstration test of 
position information authentication.

3.2 �Demonstration test of position 
information authentication based 
on attentively homomorphic 
encryption

The pre-project of FY2010, “Demonstra-
tion of advanced security technology based 
on time/position information authentication,” 
aimed to utilize the strength of the funda-
mental technologies in NICT. In this project, 
we conducted research and development on 
a position information authentication system 
that prevents position information from being 
fabricated as well as protecting privacy, with 
the collaboration of the Space-Time Standards 
Laboratory[20].

Background: Position information is often 
used in various applications and services, such 
as for identifying transmission sources or tran-

Schemes Enc Dec

Paillier-Basic
[2]expn2+[1]muln2 [1]expn2+[1]muln+Ln

≈[128logp0]mulp0
≈[64logp0]mulp0

Paillier-Fast
[1]expn2+[1]muln2 [logα]muln2+[1]muln+Ln
≈[64logp0]mulp0

 ≈[16logα]mulp0

Our-Basic
[2]expp+[1]expp0

+[1]mulp [1]expp+[1]mulp+Lg0

≈[17logp0]mulp0
≈[(8+loglogp0)logp0]mulp0

 

Our-Fast
[2]expp+[1]expq2

0
+[1]mulp [logx ]mulp+[1]mulp

≈[17logp0]mulp0
≈[4logα]mulp0

 

Table 1 Comparison of complexity
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sit points for physical distribution. However, 
due to the invariability of position informa-
tion, the sender of the information is the only 
resource to rely on, and the authenticity is 
not very credible. In addition, once the posi-
tion information has been obtained, it can be 
used repeatedly, and therefore, it is difficult to 
detect whether or not multiple information is 
used to fabricate a position (collusion attack) 
from interactions over the network. Thus, some 
ways to authenticate position information are 
required.

The simple solution is to perform authen-
tication when obtaining position information, 
for example, by communicating with GPS sat-
ellites. However, there are security issues in 
the existing system, as the user’s own position 
information will be sent to the other party. In 
addition, it should be possible to detect that the 
system to obtain position information and the 
user are located in the same place. It is also 
necessary to prevent the position information 
being illegally obtained by the illegal use of 
the system to obtain position information, with 
a different position computed and fabricated 
from the already obtained position informa-
tion.

In order to solve these issues, it is neces-
sary to utilize not only physically obtained 
information but also instantaneous information 
that is generated tentatively. It is also required 
to establish a trusted third party (TTP) in addi-
tion to users and servers, as well as tamper 
resistance property of devices. Therefore, an 
infrastructure solution will be required to real-
ize position information authentication. This 
aims to achieve the following security require-
ments.
●	 Detect spoofing of position information
●	 Detect illegal use and fabrication of posi-

tion information
●	 Protect the privacy related to position 

information
Following this background, this paper 

applies homomorphic encryption, and pro-
poses two types of protocols, Active Type 
and Passive Type, which authenticate position 
information by utilizing the information that 

can be only generated when a user is in the 
same location.
Quasi-zenith satellites and LEX signal — 
Active Type

Quasi-zenith satellites (QZS)[21] are locat-
ed near the zenith above Japan, and can 
always receive signals without being affected 
by buildings or geographical features. For 
example, as the elevation angle of the current 
geostationary satellite cannot be set to more 
than 48 degrees in Tokyo, the signal from the 
geostationary satellite can be received only in 
limited locations. On the other hand, as the 
elevation angle of quasi-zenith satellites can 
be set to more than 60 degrees, it is possible 
to receive signal in any location. As the quasi-
zenith satellites are always moving, more than 
three satellites are required to provide 24-hour 
service. Due to the fact that the quasi-zenith 
satellites are always moving, from the view-
point of the receivers who are stationary on the 
ground, the distance between the satellites and 
themselves is always changing. LEX signals 
transmitted from the quasi-zenith satellites use 
the occupied bandwidth of 42MHz, therefore, 
distance conversion corresponds to the range 
resolution of 7.1m. In addition, the orbital 
speed of the quasi-zenith satellites relative to 
ground surface is about 2850m/s, therefore, it 
will take about 2.5ms to cause 7m difference 
in the distance between the receiver and satel-
lite (Fig. 4).

Assume the positions of three parties, 
receiver, certificate authority and quasi-zenith 
satellite, are known. Also assume that the time 
of all three parties is synchronized. There is a 

Fig.4 Active Type position authentication
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time difference from when the quasi-zenith sat-
ellite transmits a LEX signal at time T to when 
the user receives the signal (time received by 
user, T0). The distance between the quasi-
zenith satellite and user d = c · | T0 − T | can be 
computed from the time difference | T0 − T |. 
On the other hand, the certificate authority that 
manages the quasi-zenith satellite knows the 
location of the satellite (xi, yi, zi) at the time T, 
therefore, the range of the user's position on the 
ground surface viewed from the quasi-zenith 
satellite can be authenticated by (xi, yi, zi) and 
d = c · | T0 − T |, where c denotes the speed of 
light. Therefore, if the time received by user T0 
is known, the certificate authority will be able 
to authenticate the range of the user’s position 
(Fig. 5). If T, T0, (xi, yi, zi) of three different 
pairs can be obtained, the position of the user 
can be authenticated from the subspace of the 
intersection of three circles. The position infor-
mation authentication scheme that is based 
on this fact is called Active Type. In reality, 
the environment to realize this Active Type 
method is not ready yet, however, a demonstra-
tion test of position information authentication 
has been tried by using radio wave received 
from broadcasting stations.
Broadcasting station and simultaneous  
multiple wave receiver — Passive Type

The basic concept of this type is similar 
to the aforementioned quasi-zenith satellites 
example. It utilizes the fact that when a micro-
wave transmitted from a broadcasting station is 
received at two different points, if the distance 
from the broadcasting station is different in 
these two received points, a deviation will be 

generated in the received waveform. Assume 
there are receiver A and receiver B, and their 
distance from a broadcasting station is dA and 
dB respectively. Let Wa denote the signal wave-
form received by receiver A, and Wb denote 
the one received by receiver B, then input these 
to a cross correlation function to measure the 
degree of difference in the locations. Here, 
there is a time difference between Wa and Wb, 
according to the difference from the broadcast-
ing station between the receiver A and receiver 
B, | dA − dB |. As microwave travels at the same 
speed as light, the time difference with maxi-
mum cross-correlation between Wa and Wb 
can be computed from | dA − dB |. On the con-
trary, when the time difference with maximum 
cross-correlation between Wa and Wb can be 
obtained, the range of the receiver B’s position 
from the receiver A’s viewpoint can be authen-
ticated. If the time difference between three 
different parties can be obtained, the position 
of the receiver can be authenticated from the 
subspace of the intersection of three circles 
(Fig. 6)[22]. The position information authen-
tication scheme that is based on this fact is 
called Passive Type.

In the passive type scheme multiple 
ground waves are received simultane-
ously. Let V denote the set of transmission 
sources of ground waves. Each transmis-
sion source )( Vvi∈  is constantly generating 
signal sequences ,...},{ 21 ii ss . Each entity of 
this scheme passively receives these signal 
sequences. This system is based on an assump-
tion that the time of three entities, certificate 
authority (CA), trusted third party (TTP), and 
user, is accurately synchronized. The time dif-
ference between receipt times is computed by 
correlation method.
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Fig.5 Passive Type position authentication
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The time difference is given by 0τ : ),...}2(),1(max{)( 0 ρρτρ =
),...}2(),1(max{)( 0 ρρτρ = . In order to compute the 

time difference while protecting the privacy 
of the TTP, the signals received by the TTP 
should be encrypted before being sent to the 
user. The user computes the inner product 
between the encrypted sequence received from 
the TTP and the received plaintext sequence 
directly from the ground waves. As this 
ciphertext is based on an inner product homo-
morphic computation as described in 3.1, the 
CA decrypts it as it is in order to obtain )(τρ , 
then 0τ .

Although there are multiple TTPs and their 
locations are known only to the certificate 
authority but not to the user, the position infor-
mation of the TTP is referred to authenticate 
the user’s position information.

The above demonstration test was con-
ducted only by Paillier’s additively homomor-
phic encryption scheme. The remaining tasks 
include demonstration tests by the proposed 
discrete logarithm based scheme, efficiency 

evaluation, and research and development on 
additively homomorphic encryption technol-
ogy where the related plaintext space and 
ciphertext space are equal.

4 �Summary

This paper outlined our research activities 
and achievements on practical encryption pro-
tocols by Security Fundamentals Group from 
FY2006 to FY2010. The above research activi-
ties were supported by incentive research/study 
conducted under NICT special fund, and by 
the International Exchange Program/Foreign 
Researcher Invitation Program. We invited 
specialists in this field to facilitate research 
exchange. Seminars and workshops were held 
(Fig. 6), and the achievements were published 
in international conferences and international 
journals. The achievements included not only 
filing a patent application[23], but also publish-
ing to the world the results of the demonstra-
tion test through an academic presentation. 
The projects were rated as “fully achieved” 
and “surpassed the plan significantly” in the 
post-project evaluation by the examination 

Fig.6 The 2nd workshop of cooperative research between NICT of Japan and Shanghai Jiao Tong 
University of China
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