4-3 A Survey on Oblivious Transfer Protocols
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In this paper, we survey some constructions of oblivious transfer (OT) protocols from public
key encryption schemes. We begin with a simple construction of 1-out-of-2 OT when both the
sender and the receiver are assumed to be honest. We then move to a more complex construc-
tion assuming either dishonest sender or receiver, enjoying the so-called fully simulatable secu-
rity. We then highlight some concrete instantiations secure under the decisional Diffie-Hellman

(DDH) and the decision linear assumptions.
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1 Introduction

1.1 Background

Oblivious transfer protocols(2] have been
extensively studied in the literature. In its sim-
ple form, we have a sender having two mes-
sages and a receiver wants to get one of them
without revealing which one was taken to the
sender. This is called 1-out-of-2 in the litera-
ture, and it is one of the basic tools for building
more complicated protocols (see e.g. [3]). An
illustration is given in Fig. 1.

Oblivious transfer with adaptive queries,
or adaptive OT for short, was first examined
by Naor and Pinkas in [12], in which there
are a sender and a receiver. The sender holds
n messages, and the receiver would like to
retrieve k of them, one after the other, so that:

(1) the sender does not know what the receiver
obtains, and (2) the receiver gets nothing more
beside the k messages. The key applications of
this type of OT are in patent searches, oblivi-
ous search, medical databases etc.

The security notion capturing the above
requirements has evolved in the literature.
The notion of full simulatability was intro-
duced by Camenisch et al. in (1], following the
real-world, ideal-world paradigm. In the ideal
world, there exists a trusted third party (TTP),
to which the sender gives all of his messages.
When a receiver wants to obtain a message,
he simply sends the corresponding index to
the TTP. On the other hand, in the real world,
there is no TTP at all, and the protocol of adap-
tive OT is run by the sender and the receiver.
The intuition of full simulatability is that the

Sender (mg, m;)

Receiver (b=0 or 1)

Cannot know b

\Z[: i l| 1-out-of-2 oblivious transfer
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real world is indistinguishable from the ideal
world, with respect to any poly-time adversary.

Camenisch et al. additionally provided us
with some first constructions of adaptive OT
which were fully simulatable, in both the ran-
dom oracle model (ROM) and the standard
model. In particular, they showed with a refine-
ment that the scheme in ROM of Ogata and
Kurosawal15] achieved fully simulatable secu-
rity. They furthermore gave a construction in
the standard model, using g-based assumptions
(in which g depends on n) in pairing groups.

After the work of Camenisch et al., much
effort has been devoted to further extending
the direction. In [5], Green and Hohenberger
constructed a universally-composable, so
fully-simulatable, scheme under the so-called
g-hidden LRSW assumption. Jarecki and
Liuls] joined the research line with a scheme
based on the g-DHI (Diffie-Hellman Inversion)
assumption yet in RSA groups.

With respect to assumptions which are
not g-based, Kurosawa and Nojimalg] showed
a simple scheme fully simulatable under the
DDH assumption. However, the scheme suf-
fered from a large communication cost of O(n)
in each transfer, as pointed out by Green and
Hohenberger in (6], who further gave a con-
struction under the decision 3-party DDH
(3DDH) assumption in pairing groups. Con-
currently, Kurosawa, Nojima, and Phongli0],

using a verifiable shuffle protocol, overcome
the demerit of [9], reducing the cost to O(1),
while still maintaining the DDH assumption
for security. Furthermore, in [11], the same
authors propose generic constructions of adap-
tive OT, whose instantiations are secure under
standard, well-known assumptions.

1.2 In this paper

The main purpose of this paper is to sur-
vey some constructions of OT from public key
encryption schemes. To begin with, we recall a
simple, well-known construction of 1-out-of-2
OT from PKE schemes (cf. [3]).

We then present a generic method by
Kurosawa, Nojima, and Phongl11] for con-
structing fully simulatable adaptive OT in the
standard model, also using PKE (with some
special properties) as the main building block.
The method then yield protocols from the
DDH and d-linear (d>2) assumptions. A brief
comparison is given in Table 1.

These techniques for oblivious transfer
are very crucial for building more complex
yet highly-functional protocols such as two-
party computation protocols. Indeed, one may
theoretically found cryptography on oblivious
transfer. Therefore, oblivious transfer has been
fitted well as a research direction in the Secu-
rity Fundamentals Group.

T:10) =255 | Fully simulatable adaptive OT schemes without random oracles

Scheme Assumption Comm. Cost Init. Cost
(each transfer)

CNS 1 g-strong DH and g-PDDH o) O (n)
GH [5] g-hidden LRSW (UC secure) o) O (n)
JL 8] g-DHI (RSA group) o) O n)
KN [ DDH O (n) (0X(D)]
GH [6] decision 3-party DH (3DDH) o) O (n)
KNP [10] DDH o) O (n)

(more moves)
DDH 0

KNP [11] o (less moves)
d-Linear O (n)
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2 Notations

Throughout the paper, OT},, denotes the
adaptive OT with n messages of the sender
and k choices of the receiver. ZKPK stands
for zero-knowledge proof of knowledge, while
ZKPM for zero-knowledge proof of member-
ship. WIPK means witness-indistinguishable
proof of knowledge.

We use a[i] to indicate the i-th component
of a. For example, when a is a bit string, a[i] is
the i-th bit; when a is a tuple of elements, a[i]
becomes the i-th element.

3 A simple construction of
1-out-of-2 OT

Suppose we are given a PKE consisting of
algorithms (KGen, Enc, Dec). The algorithm
KGen returns a public key pk and a secret key
sk. Using pk, Enc on input a message m return
a ciphertext ¢ which can be decrypted by Dec
with sk.

Now consider a sender with two messages
mo, m,, and a receiver with a bit b. The receiver
wants to obtain m, without revealing b to the
sender. They perform as follows.

1. The receiver sends (pk,,sk,)«—KGen, and
truly random pk, _, to the sender.

2. The sender sends c,=Enc(pky,m,) and
¢;=Enc (pk;,m,) to the receiver.

3. The receiver, using sk,, decrypts ¢, to get
my,

To ensure that the sender knows nothing
about the bit b, we require that pk, is indistin-
guishable from random. Namely, we require
that KGen outputs random-like public keys.
This is met by many PKE schemes in practice.

To ensure that the receiver cannot obtain
m,_,, we require Enc(pk,_,,m,_,), is indis-
tinguishable from the encryption of zero
Enc (pk,_;,0), which is exactly the standard
semantic security(4] of PKE. This requirement
is also fulfilled by many schemes in the litera-
ture.

4 Generic adaptive OT from
verifiable shuffles

We now describe a generic construction of
adaptive OT having fully-simulatable security.
We first need some building blocks.

4.1 Building blocks

4.1.1 Threshold PKE
We need an 2-out-of-2 threshold PKE

scheme TPKE, which consists of the following

algorithms.

— TGen: Two parties S and R run a protocol
so that they respectively obtain (pk,sks)
and (pk, skg) where pk is the agreed pub-
lic key and sks, ski are the shares of secret
key. (The public key is needed for all algo-
rithms below, and we omit writing it for
clarity.)

— TEnc(M;r): output a ciphertext C for a
plaintext M and a random coin r.

— TDec(skp,C): for Pe{S,R}, output up
which is the decryption share of the cipher-
text C under secret key skp.

— TComb(C, us, ug): output a plaintext M by
combining the input C, us, ug.

We require the following properties on the

TPKE scheme.

Homomorphism: Namely,

TEnc (M;r) @ TEnc (M'; )=
TEnc(M®M';rOr')

where ®, ©, © are the operators on the
corresponding spaces.

Semantic security: We require that for all
M, the ciphertext Enc(M;r) for random r
is (almost) uniformly distributed over the
ciphertext space.

4.1.2 Verifiable shuffles
Consider a set of ciphertexts C;=TEnc

(M;; r)) for 1<i<n of the TPKE scheme form-

ing by S. Let I be the identity element of the

message space. It is easy enough for R to
choose a permutation  on {l,...,n}, and ran-
dom s, to form the set of C;'=C,;, ® TEnc (/; ;)
for 1<i<n, so that both sets of ciphertexts con-
tain the same plaintexts. The set of C;'(1<i<n)
is called a shuffle of the original one. If the
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scheme TPKE is semantically secure, pub-
lishing the shuffle C;'(1<i<n) reveals nothing
on the permutation © to S. Correctness of the
shuffle is verified via the following protocol

ZKPK {(r,s): C'=
Cry®@TEnc(Ls) V1<i<n},

which has efficient implementations for homo-

morphic encryption schemes such as ElGamal

or Paillier as shown in the work of Groth and

Lu(71. More generally, the results of Groth and

Lu apply for homomorphic encryption schemes

with the following properties:

Proper message space: requiring that the
order of the message space does not have
any small prime factor (say less than 2*).

Root extraction: from C‘=TEnc (M;R), it is
possible to efficiently extract (m,r) such
that C=TEnc (m;r) for every e co-prime
with the order of the message space.

The protocols for verifiable shuffles given
in [7] are statistical strong honest verifier
zero-knowledge (HVZK) arguments of three
rounds, and can be turned into fully zero-
knowledge by standard techniques.

4.2 Generic OT protocol

Initialization:

1. The sender S and the receiver R run the
protocol TGen so that they obtain a com-
mon public key pk; and S gets secret key
sks, R gets secret key skz. The receiver R
proves in ZKPK that he knows sk corre-
sponding to pk.

2. For 1<i<n, S computes and sends

C,=TEnc(M;;r;)

to R where r; are randomness used by
TEnc.

3. The sender S then proves to R by ZKPK
that he knows M; for all i (this is equivalent
to proving the knowledge of r; in our below
instantiations).

4. (Shuffling) The receiver R chooses a per-
mutation w on {I,...,n} and randomness s;
for 1<i<n, and computes then sends to S
for all i

C'=C,;, @ TEnc ([;s)),

where [ is the unit element of the message
space.

5. The receiver R proves to S in ZKPK that
he knows 1 and s;(1<i<n) satisfying the
equation at Step 4.

The j-th transfer:

1. The receiver R obtains an index o as input,
and sends C=C",,, to S.

2. The sender S checks

C' € {C]v, RS Cn'}
then computes and sends
us=TDec (sks, C)

to R.

3. The sender S then proves in ZKPM that he
do the right decryption in the above step.

4. The receiver R himself computes the
decryption share

pr=TDec (skg, C)

and then obtaining M, by TComb (pk, C,

Us, UR)-

The following result was established in [11]
by Kurosawa, Nojima, and Phong. See [11] for
a proof.

Theorem: The generic OTy,, from verifiable
shuffles above is fully simulatable, if the

TPKE scheme has semantic security.

4.3 Instantiations from DDH and linear

assumptions

4.3.1 OT,.. from the DDH assumption
We will use the threshold ElGamal encryp-

tion scheme. The scheme works on a cyclic

group G=(G, g,q) where g is the generator of
prime order ¢, and has semantic security under

the DDH assumption on G.

— TGen: S chooses sks=x,«Z, computes
and sends hy«—g™ to R. Similarly, R
chooses skx=x,«—Z, and sends h,«g" to
S. The agreed public key is then h=hh,.

— TEnc(M;r): Output

C=(C[1],C[2D)=(g".M-h")

for r—Z7,and M€G.
— TDec(skp, C): Output up=C[1]* for P is
either S or R.
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— TComb(C, us, ug): Output C[2]/(usug)-
The TPKE scheme satisfies all require-
ments described in Section 4.1. Thus we
obtain the OT},, protocol from the threshold
ElGamal encryption scheme. Since the thresh-
old ElGamal encryption scheme has semantic
security under the DDH assumption, thanks to
the above theorem, the OT},, is fully-simulat-
able under the same assumption.
4.3.2 OTy,, from the d-linear assump-
tions
We also works on G=(G,g,q), and let us
introduce some more notations. For vectors

v=[1],...v[])eG"
u=@[1],..,ullhez)’

define
! A
vau'=u-v'=[Iv[i]""eG.
i=1

Matrix-matrix and matrix-vector mul-
tiplications are defined in the same man-
ner. Sometimes, the - operators are implicitly
understood. Also recall that for u,u'€Z)<,
we have u+u'=w[l]+u'[1],..,ul[l]l+u'[l])
as normal. It is easy to check that (u+u')-v'=
(u-v)u'-vHeG,
and v-(u+u)' =(v-u") v-u") eG.

For d>2, the following PKE scheme, intro-
duced by Naor and Segev(13], has semantic
security under the d-linear assumption.

— Gen: sk—Z"" @ G™ Y The secret
key is sk, and the public key is pk=(op, V)
for y=¢-ske G*'.

— Enc(M;R): On message M € G and random
ReZz ;X" as input, output the ciphertext

C=(Ro, Ry)M)e G "% G.

— Dec(sk,C): On input C and sk, output
C[2]/(C[1]-sk).
The correctness of the PKE scheme comes
from the equation (R-@)-sk=R-(p-sk).
The semantic security of the PKE scheme
implies that, given ¢, y, the pair Enc (1;R)=

References

(R, Ry) is indistinguishable from random
over G"““VxG.

We now present the 2-out-of-2 thresh-
old variant of the above PKE, which then
results in an adaptive OT based on the
decision linear assumption.

— TGen: The parties S and R, using G,
agree on the matrix g€ G“*". They then
choose secrets sks and ski respectively in
Z"1: S publishes ys=¢-sks€ G™' while
R does the same with yy=0-skxe G
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— TDec (skp, C): Output
up=C[1]-skpeG

for Pe{S,R}.
— TComb (C, us, ug): Output C[2]/(usig)-
Using the above scheme with the generic
construction of OT, we obtain an instantia-
tion fully simulatable under the decision linear
assumption.

5 Conclusion

We have surveyed some techniques for
building OT, which is theoretically seen as a
fundamental ingredient for cryptography.

On the practical side, we expect that the
techniques will be useful, in some ways, in
developing privacy-friendly systems in cloud
storage and computing.

There are still rooms for improvements
and we hope to see better OT schemes in the
future.
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