4-5 Research Activity of Quantum Security
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Since only the quantum security can realize the unconditional security, the importance of the
quantum security technologies is increasing. Therefore, it is researched by laboratories in each
country. The quantum security technology is researched also by Security Fundamental Group
aiming at the achievement of the society where the quantum cryptography is widely used in gen-
eral. In this paper, we report the outline of researches of the quantum security in this group of
five years recently, the cooperation with other groups and the relating events such as UQCC.
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1 Introduction

Because of the development of technolo-
gies in recent years, very extensive networks
have been built up, and a huge number of com-
puters have been connected with the networks.
In this situation, the roles played by security
technologies to protect the networks are truly
important. The typical examples of attacks to
the networks include those which crash com-
munications systems themselves such as a DoS
(Denial of Service) attack, computer hacking
with computer viruses or the like, and attacks
aiming at data disclosure and falsification by
masquerading as the other party and retriev-
ing data or by picking up data which flows on
networks. General measures which deal with
these attacks include establishment of a net-
work monitoring mechanism such as nicter(1]
and introduction of antivirus software and
modern cryptography technologies.

Among the measures aforementioned,
many of the modern cryptography technolo-
gies have been based on an idea, with respect
to safety, that the technologies cannot be
beaten even with use of computers. However,
the safety of the technologies has been placed
under threat because of significant improve-

ments in recent computer performance. Typical
measures to deal with this problem and ensure
safety are to change hash functions from
SHA-1 (160 bits) to SHA-2 (256 bits) and to
extend the key length of RSA public-key cryp-
tography from 1024 bits to 2048 bits. How-
ever, system upgrading due to replacement of
cryptographic technologies not only adversely
affects service continuity (BCP) but also
decreases operational safety due to, for exam-
ple, parallel operations of old and new systems
and the necessity of maintaining compatibility
with old data. In addition, new types of com-
puters such as quantum computers have been
introduced to the market. Therefore, cryptog-
raphy technologies whose safety is not affected
by the improvement of computer technologies
have been demanded. With respect to modern
cryptography, methods such as one time pad(2]
have been suggested to meet this demand.
However, those methods are very inefficient
and have not been regarded as practical. On
the other hand, attempts have also been made
to solve the problems by introducing quantum
technologies. In particular, quantum key distri-
bution has drawn attention because it can solve
the biggest problem regarding one time pads,
namely safe key sharing. As a result, demon-
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stration experiments of quantum networks such
as SECOQCI3] and Tokyo QKD network(4]
have been conducted. In this way, using quan-
tum technologies can improve safety regard-
ing communications and data protection, and
quantum security is an attempt to actively uti-
lize quantum technologies.

To deal with the aforementioned problems,
the Security Fundamentals Group has con-
ducted joint research with the Quantum ICT
Group and Space Communication Group. With
the Quantum ICT Group, the Security Funda-
mentals Group has performed safety evaluation
in terms of quantum cryptography and other
quantum security protocols. With the Space
Communications Group, the Group has con-
ducted research on issues such as evaluation
of communication channel capacity regarding
quantum communications when using quan-
tum measurement devices. The Quantum ICT
Group, when the joint research was started, did
not have a framework for following the latest
movements in modern cryptography. On the
other hand, the Security Fundamentals Group
had a limited understanding of experimental
apparatus and safety theories in terms of quan-
tum cryptography. Therefore, the two groups
have attempted to optimally combine their
respective knowledge and experience, resulting
in the achievement of certain research accom-
plishments.

This article outlines the accomplishments
of quantity security research conducted by the
Security Fundamentals Group. In 1.1, research
accomplishments and events in the second
medium-term plan are briefly described in
chronological order. In 1.2, as a representa-
tive major event in this medium-term plan, a
description of Updating Quantum Cryptog-
raphy and Communications (UQCC)is] is
provided. In 1.3, the Tokyo QKD network is
described. In 1.4, the Quantum ICT Commit-
tee is outlined at which the policies of Japanese
quantum cryptographic research are deter-
mined. Then, research conducted by the staff
members of the Security Fundamentals Group
in the second medium-term plan are outlined,
followed by a conclusion.

1.1 Flow of quantum security research
by the Security Fundamentals
Group in the second medium-term
plan

Full-fledged quantum security research
activities by the Security Fundamentals Group
were started when the author was employed
as an expert researcher in 2007, the second
year of the medium-term plan. In this fiscal
year, the Group had not yet started practi-
cal joint research with other groups and con-
ducted research mostly on its own. The accom-
plishments in this fiscal year include a paper
accepted for the IPSJ Journal, in terms of
suggestion of quantum multi-secret sharing(6]
as one variation of quantum secret sharing;
this accomplishment resulted from improve-
ment of the author’s research conducted in his
postgraduate program. As for presentations at
domestic conferences, the author made sugges-
tions about quantum secret sharing between
multiparty and multiparty(7] at the 2008 Sym-
posium on Cryptography and Information
Security (SCIS). In October that year, UQC
(Updating Quantum Cryptography) 2007 was
held in Tokyo for the first time.

In FY 2008, the Security Fundamentals
Group started practical discussions and joint
research with the Quantum ICT Group, evalu-
ated the channel capacity regarding quantum
communication channels, and presented the
results at SCIS 2009(81. In addition, the author
made a presentation about the quantum secret
sharing at International Symposium on Infor-
mation Theory and its Applications (ISITA
2008)[9l. The UQC conference was also held
in Tokyo in 2008.

In also FY 2009, an article about channel
capacity regarding fiber band quantum chan-
nels was accepted for the Journal of the Opti-
cal Society of Americali0]l. To extend the
accomplishments to deep space, the author’s
group worked with the Space Communica-
tion Group, followed by presentation of the
accomplishments at 2010 International Con-
ference on Availability and Security(11]. In
this fiscal year, the group started exchanging
ideas with Dr. Antonio Assalini from Univer-
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sity of Padua, to further develop the research.
In addition, Group Leader Tanaka made a pre-
sentation at SCIS 2010, about examination of
the quantum secret modulation method using
modes of operation[12].

In FY 2010, the final year of the medium-
term plan, such major events as the start of
the operation of the Tokyo QKD network and
UQCC 2010 took place. In addition, two proj-
ects with respect to research & development
promotion fund pre-projects were adopted:
“research and development about ultra-high-
speed mobile communication and high-secu-
rity global quantum key distribution tech-
nologies” and “basic development of quantum
authentication and cryptography technologies
for materialization of high security”. As for
presentations, the author made a presentation
at SCIS 2011 about multiparty simultaneous
quantum identity authentication[13].

1.2 Updating Quantum Cryptographyis;

UQC and UQCC (Fig. 1) are international
conferences organized by NICT, Information-
technology Promotion Agency (IPA), and
National Institute of Advanced Industrial Sci-
ence and Technology (AIST), and were held
three times in total so far.

The first conference was held for three
days from October 1 to 3, 2007, at the con-
vention hall in Akihabara Daibiru, and a lot
of people attended also from overseas orga-
nizations and institutions including the NIST

vacc

(National Institute of Standards and Tech-
nology). On the third day, closed sessions by
experts only were held, and reports were made
about various countries’ latest movements in
quantum cryptography and research/develop-
ment of key technologies. At the discussions,
participants from the NIST actively expressed
their opinions about unconditional safety and
side channel attacks. On the following days,
on October 4 and 5, the second Quantum
ICT Committee was held in the SCAT, and
reports were made by research institutions,
about, for example, openly-selected research
granted by the Ministry of Internal Affairs
and Communications(SCOPE) and research
delegated by NICT, and discussions were held
about future activity schemes.

The second UQC was held for two days
from December 1 and 2, 2008, once again at
the convention hall in Akihabara Daibiru. At
the conference, presentations were made about,
for example, the SECOQC (Secure Commu-
nication based on Quantum Cryptography)
held in the EU and standardization activities
at the ETSI (European Telecommunications
Standards Institute). In addition, ICT-related
Japanese national strategies including quantum
cryptographic technologies were explained by
the participants from the Cabinet Secretariat,
Ministry of Internal Affairs and Communi-
cations, and Ministry of Economy, Trade and
Industry.

The third UQCC was held for three days
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from October 18 to 20, 2010, at ANA Inter-
Continental Hotel in Tokyo. On October 14,
just several days before the conference, the
Tokyo QKD Network, which is the latest quan-
tum cryptography network composed of opti-
cal fiber networks, started to operate in the
Tokyo metropolitan area, and thus the outline
and expectation regarding the Tokyo QKD net-
work were explained, in addition to the latest
domestic and overseas research accomplish-
ments and movements toward actual utiliza-
tion.

1.3 Tokyo QKD networki4]

The Tokyo QKD network (Fig.2) is the
testbed of the quantum cryptography network
whose operation was started in October 14,
2010. NICT’s Quantum ICT Group has played
central roles in its construction and operation,
together with NEC Corporation, Mitsubishi
Electric Corporation, and Nippon Telegraph
and Telephone Public Corporation. The cre-
ation rate of secret keys is 100,000 bits per
second with 45 km optical fiber lines, the
world’s highest speed in actual environments.
In the future the network is likely to be used
for mutual connectivity experiments with other
systems and for research and development of
integrative operation technologies with modern

cryptography.

Tokyo QKD Network

13km Key Management
l \ ® @ Agent

Tokyo QKD Network

1.4 Quantum ICT Committee

The Quantum ICT Committee has been
held once a year. At the committee, reports
were made by research teams adopted by
SCOPE about the latest research accomplish-
ments, and discussions were performed about,
for example, the next research implementation
strategies such as important issues including
the extension methods of quantum cryptog-
raphy related accomplishments, linkage with
other fields, next-generation quantum cryp-
tography, quantum relay, quantum device, and
basic theories regarding quantum information.

2 Research overview

This chapter outlines the research accom-
plishments made by the Security Fundamen-
tals Group’s staff members in the second
medium-term plan.

2.1 Quantum multi-secret sharing

schemeis

A quantum secret sharing scheme converts
secrets handled by a secret sharing scheme
that performs distributed encoding of secrets
to quantum states, and converts the commu-
nication channels used into quantum commu-
nication channels. This article defines a quan-
tum multi-secret sharing scheme for the first
time, in which secret information is turned
into quantum states and multiple secret states

Modern crypto

Quantum crypto

Finite life time Ever lasting

security

* Multi-purposes = .
-Specific devices

+Limited distance

+ Long distance
& speed

Should be combined to serve for
realizing the safe and secure society
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are handled, and suggests its configuration
method. Furthermore, the article clarifies vari-
ous characteristics to be satisfied by a quantum
multi-secret sharing scheme.
Definition: A set of participants is P, and a
set of quantum states of secrets is {S,---S,}.
With respect to individual secrets S, the
auxiliary system used for purification is R,
and the access structure is I. For each I
T'={R,---,R,}\{R;} is defined. Then, a quan-
tum multi-secret sharing scheme satisfies the
following two conditions.
(I) Recoverability

Forall Ael, I(R,:T.A)=I1(R;:S)
(2) Secrecy

Forall Be¢1, I(R,:T,B;)=0

Where I(A: B) represents mutual informa-
tion quantity of system A and system B.

This result is an extension of the definition
of the quantum secret sharing scheme having a
single secret, and (1) indicates that an inverse
transform is present in terms of quantum oper-
ation through which secret S, was distributed.
(2) indicates that an inverse transform is absent
in terms of quantum operation through which
system B, and auxiliary system 7, were distrib-
uted.

The suggested method (Fig.3) is exten-
sion of the quantum secret sharing scheme
which uses a Monotone Span Program (MSP).
An MSP on set P is composed of (Fq,M, g1
such as the following (1) to (4). (1) F: finite
field with order ¢; (2) M: matrix of dx e on F, .
(3) g: function ({1,---d} — P) which assigns
the line of M to participant P; (4) target vec-
tor £. The MSP is accepted when ¢ is included

in subspace generated by submatrix M, of M
where g () € A is resulted in terms of set A.

Such a quantum multi-secret sharing
scheme is called an (m, t,d) quantum threshold
multi-secret sharing scheme such that the num-
ber of secret states is m, the number of shares
is ¢ and all secret states can be reconstructed
by collecting d or more number of shares.
Regarding this quantum threshold secret shar-
ing scheme, the following theorem has been
obtained.

Theorem: An (m,t,d) quantum threshold
multi-secret sharing scheme composed with an
MSP has secrecy if and only if the following
two conditions are satisfied: (1) d>t+m+1;
2)ezt+m+1.

2.2 Quantum secret sharing scheme
between multiparty and
multiparty(71 (o

This is one variation of a quantum secret
sharing scheme like the one in the previous
section. This method distributes secrets in the
classical state, using quantum states (Fig.4). In
the method, participants are divided into two
groups; both groups cooperate to generate dis-
tribution information, but the members of the
individual groups reconstruct distributed infor-
mation separately. The method does not allow
secret information to be selected beforehand,
so that secret information cannot be known
until the secret is reconstructed; it performs
bit sharing and secret distribution at the same
time. This method can be used, for example, to
update distribution information without chang-
ing secret information when part of the distri-
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bution information is leaked.

2.3 Evaluation of channel capacity
regarding fiber band quantum
channel sit101011

In the joint research with the Quantum ICT

Group, communication channel capacity of

quantum communication channels was calcu-

lated for each of the following cases and com-
pared with the theoretical upper limit given by

Giovannetti et al.; with two modulation meth-

ods, phase shift keying (PSK) and quadrature

amplitude modulation (QAM), in fiber band

50 THz (1.2—1.6 wum); Holevo information was

used that gives the maximum quantity of infor-

Proposal

1. Generation of quantumstate(i =1,--- ,m;j = 1,--- ,n)

BObj makes random binary string ¢j € Zz and random ternary stringd; € Z3

And makes the qubit string .
|0) - if¢;=0,d; =0
|1) Ifc]‘=l,dj=0

=-10+ %: ifcj=0,dj=1
~Bloy-11) - ifej=1,d5=1

310y = %2[1) - ifc;=0,d;=2
|R> )§|0> 3L

ifc;=1,d;=2
Bob; sendsld)dj) to Alicey

|¢' )" |P)

2. Quatnumoperation

Alice;creates a;,j € Zo and bj j € Z3
And appliesthe quantum operation UleVal} toJ -th qubit

%= om0 D P agem

b = — (- 1 = =

{v1 = 10) (1] - [1) (0] = 2 )“”*(ﬁ 9-0)
Uy = —\0)—2 3|1)> (0|+( \02)—\1))0'

mation obtained through homodyne detection,
heterodyne detection, square root detection
(SRD), and quantum measurement. The result
has allowed the author’s group to confirm
superiority over the existing optical communi-
cations which do not consider quantum effect
in terms of 1 mW or less input power (Fig.5).

The result has also allowed the author’s
group to confirm that the maximum communi-
cation channel capacity results when the BPSK
modulation method is used for 1uW or less
input power and homodyne detection is per-
formed, and when modulation with more val-
ues is performed for 1 uW to 1 mW input power
and heterodyne detection is performed.

Scheme

3. Measurement
Alicem sends J-th qubitto Bobj and opens B;

Bob]- measure the quantum state.

Measurement basis
dj+3Y;b;j =0 (mod 3) = {|0),[1)}
dj+¥;bi; =1 (mod 3) = {|0),|P)}
dj+ ;b ;=2 (mod 3) = {|Q),|R)}

Measurementresulte; g i}

4. Decision of each share
share of Bobj (SBobj) c;jDej

share of Alice; (s gjice;) ©;0i;

5. Reconstruction of secret

S = @i Alice; = DjSBob;

Quantum secret sharing between multiparty and multiparty
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2.4 Evaluation of channel capacity
regarding quantum communication
channels in terms of space
communications(i1]

The conditions in the previous section were
applied to space communications and calcu-
lations were performed. The diameters of the
transmitting antenna and receiving antenna
were set as 305mm and 10,000mm respec-
tively, and the same items as those in the pre-
vious section were compared. That is, com-
parison with the theoretical upper limit given
by Giovannetti et al. was performed for each
of the following cases; with two modulation
methods phase shift keying (PSK) and quadra-
ture amplitude modulation (QAM), Holevo
information was used that gives the maxi-
mum quantity of information obtained through
homodyne detection, heterodyne detection,
square root detection (SRD), and quantum
measurement (Fig.6). The result shows that,
with respect to communications to Mars, the-

Transmission rate vs. Launch power

BPSK system is better than the

oretically 10Gbits/sec can be achieved when
1'W is used for signal generation, with these
antennas. The result has also allowed the
author’s group to confirm that the maximum
communication channel capacity results when
the BPSK modulation method is used for long
distances or small input power and homodyne
detection is performed, and when modulation
with more values is performed for short dis-
tances or large input power and heterodyne
detection is performed.

2.5 Security evaluation of the quantum
secret modulation methodii2]

The author’s group examined the safety of
the quantum secret modulation method repre-
sented by Y-00. This method has been treated
as one type of stream cipher, and its safety
has been evaluated from that viewpoint. The
results of the evaluations have lead to the con-
clusion that the safety is equivalent to that of
stream ciphers of modern cryptography. For
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this article, the quantum secret modulation
method is treated as a type of cryptography
use mode assuming quantum communications,
not a type of stream cipher. The use of an ide-
ally safe pseudo-random generator is assumed,
and the structural safety was evaluated under
the condition that attacks other than exhaustive
search are not possible.

2.6 Multiparty simultaneous quantum
authentication methodi13]

While quantum cryptography has been
suggested as a method which satisfies uncon-
ditional safety, it has a disadvantage that com-
munication distances are largely restricted.
Therefore, communications over long distances
need key sharing via several nodes. At present,
nodes which are used for this communication
are considered as reliable, but in principle,
such reliability is not ideal. To deal with the
problem, the multiuser quantum authentication
method authenticates multiple nodes at a time
using quantum states, in terms of communi-

Proposal

ol o,

1. Preparation phase

0, ol

Alicel(TTPi . Alice; e

2. Authentication phase(generation of quantum states)
le™)

Alicem

let) l¢?)

-Aliceq Alace;

Alicem

cation channels which pass through multiple
nodes (Fig.7). As for this research, the author’s
group has improved quantum states and quan-
tum conversion which are not safe in terms of
the conventional methods and has suggested a
method superior to the conventional methods.

3 Conclusion

This article outlines the Security Funda-
mentals Group’s research accomplishments
and events regarding quantum cryptography,
in terms of the second medium-term plan. As
aforementioned, the Group’s research about
quantum security has been conducted with
the Quantum ICT Group and the Space Com-
munications Group. In the third medium-term
plan, it is expected that close relationships with
other many research institutions are estab-
lished through joint projects and others, and
more research accomplishments are achieved
through further synergistic effects.

Scheme
3. Authentication phase (operation ofAlice; )

1,
lo1')

4. Auth phase | ement)

accept accept accept
{rejec’: { reject { reject
o) ] l¢t )] )]
Alacey Alice; Alicem

Fig.7 Multiparty simultaneous quantum identity authentication
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