
1 Introduction

Identity-based encryption (IBE) is a public key encryp-
tion that any values, e.g., mail address, name, and so on, 
can be public keys. Though public key certificates are re-
quired in conventional public key encryption schemes since 
public keys are random values, no such a certificate is re-
quired in IBE. An authority called  key generation center 
(KGC) issues a secret key for each identity ID, and the 
secret key can decrypt ciphertexts generated by ID as the 
public key. The first IBE scheme was proposed by Boneh 
and Franklin[1]. They considered how to revoke secret 
keys, where, for a time period T, KGC issues secret keys of 
identitiy ID||T if a user who has ID is not revoked on time 
T. In this system, a time T is also indicated as a part of a 
public key, and users who do not have legitimate secret 
keys on time T can be revoked. On drawback is the cost 
of KGC since KGC needs to re-issue O(N-R) size secret 
keys for each T where N is the number of users and R is 
the number of revoked users. Thus, this scheme is not 
scalable. To circumvent this problem, Boldyreva et al.[2] 
proposed revocable IBE (RIBE) explained in Fig 1. Each 
user is issued a (long-term) secret key skID by KGC as in 
IBE. A ciphertext is generated by using not only the cor-
responding ID but also a time period T. KGC generates key 
update information kuT on time T, and broadcast it (i.e., 
no secure channel is required). If a user is not revoked, 
then the user can compute a decryption key dkID,T from 
skID and kuT. By applying a framework of broadcast encryp-
tion which we call Complete Subtree (CS)[3], the size of 

kuT can be O(Rlog(N/R)). 

2 Decryption key exposure resistance

In the papers[4][5], we pointed out that the security 
model of Boldyreva et al. does not capture decryption key 
exposure resistance though it is captured by the security 
model of Boneh-Franklin. In this section, we introduce 
decryption key exposure resistance. As a remark, the 
Boneh-Franklin paper does not mention decryption key 
exposure resistance. 

In the usual security model of IBE, an adversary 
chooses the challenge identity ID*, and it is required that 
no information of plaintext is revealed from a ciphertext 
computed by using ID* as its public key.  Moreover, the 
adversary is allowed to obtain secret keys of any identity 
except ID*. In RIBE, the adversary chooses not only ID* 
but also the challenge time period T*, and it is required 
that no information of plaintext is revealed from a cipher-
text computed by using ID* and T* as its public key.  The 

Fig.F 1　A framework of RIBE
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adversary is required either the adversary does not obtain 
skID* or the adversary obtains skID* but ID* is revoked on 
time T*. In the security model of Boldyreva et al., the 
adversary is not allowed to obtain a decryption key dkID,T 
(ID,T)≠(ID*,T*). We pointed out that the Boneh-Franklin 
scheme is still secure even if the adversary is allowed to 
obtain dkID,T (ID,T)≠(ID*,T*) but the Boldyreva et al. 
scheme becomes insecure. Since the Boneh-Franklin 
scheme is not scalable, we also proposed the first scalable 
RIBE scheme with decryption key exposure resistance. 
See[4][5] for details. 

Next, we introduce an implementation result by using 
the PBC library[6] in Fig.2. Revoke is an algorithm that 
adds ID of revoked users and its auxiliary information on 
a revocation list, KeyUp is an algorithm that generates kuT, 
and DKG is an algorithm that generates a decryption key 
dkID,T from skID and kuT.

Though the cost of the Revoke algorithm linearly de-
pends on the number of revoked user R, the cost is quite 
efficient.  The cost of the KeyUp depends on the size of 
kuT, i.e, O(Rlog (N/R)). But this algorithm needs to be run 
by KGC only once for each T, and the cost seems reason-
able. The DKG algorithm is run by each user, and its cost 
does not depend on R, and is efficient in practice. 

3 Other schemes

In this section, we introduce an extension of RIBE, 
hierarchical RIBE and RIBE with re-join, and application 
of RIBE to searchable encryption.  In IBE, a single KGC 
issues secret keys for each user. This structure can be ex-
tended by introducing hierarchy of KGC. The hierarchic is 
represented by a tree structure, and a parent node has a 
role of KGC of its children nodes. We proposed hierarchi-
cal IBE with revocation (RHIBE)[7][8][10]‒[13]. In RIBE, 
no re-join functionality after revocation is defined, and 
therefore other ID needs to be used if the corresponding 
secret key is revoked[9]. However, we can consider a case 
that ID is difficult to be changed, e.g., biometrics, it seems 
desirable to use the same ID even after revocation. 
According to this motivation, we proposed RIBE with re-

join functionality. As a well-known result, searchable en-
cryption can be constructed from IBE. By employing 
revocation functionality, we proposed searchable encryp-
tion with keyword revocation[14]. 

4 Conclusion

We introduce revocability in the IBE context. IBE is 
recognized as a useful tool for constructing other crypto-
graphic primitives. As we proposed searchable encryption 
with keyword revocation in [14], we can expect that revo-
cation functionality could be applied for adding functional-
ity to other primitives. In addition to this, there is a room 
for improvement the security level and efficiency of RHIBE. 
We would like to circumvent these problems. 
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