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We report a quantum key distribution (QKD) system which enables us to communicate with

information theoretical security. The security of the QKD is guaranteed by the low of physics.

Basically, the QKD links provides point-to-point secure communication. However, we can extend

application/service ranges by constructing a QKD network. NICT has developed the QKD network

architecture which has a centralized control structure. In this paper, we introduce the QKD

principle, QKD hardware, and the network architecture.

1 Introduction

The concept that everyone can access information, so-
called “Big Data,” via the internet to which PCs, home
electric appliances, automobiles, robots smart meters etc.
are connected, that is, IoT (Internet of Things), has been
spreading very quickly these days. In the society where real
space and cyberspace sophisticatedly merge through IoT,
we have convenience, but at the same time, attackers can
easily execute attacks in cyberspace using malicious soft-
ware (so-called “malware”). Actually, methods of high-
level and systematic attack that are suspected to be from
national entities emerged and became a cause of serious
damage to life, economy and social activities. The threat to
the security of our country has been increasing year by
year. Public key encryption or common key encryption that
we use for network services to guarantee security are based
on difficult mathematical problems. The risk of safety of
such mathematical cryptography increases as calculation
technology progresses. Especially, once an encryption key
is broken, the safety of all functions of encryption based
on it collapses. For example, the safety of RSA cryptography
that is the most typically used public key cryptography is
based on the difficulty of the prime decomposition prob-
lem. Now, the specification of a 1,024-bit key length is at
risk of being decrypted. Therefore, the system is undergo-
ing a shift to a 2,048-bit key length [1]. Here, we have to
pay attention to the fact that updating a cryptography
system forces increased hardware load. For example, com-
paring 1,024 bits with 2,048 bits, the throughput of 2,048

bits uses 5-30 times more load than that of 1,024 bits. This
may degrade performance for the user. Also, even if the
upgrade to 2,048 bits is accomplished, the cryptography
system would cease to be useful when new mathematical
knowledge concerning decrypting of the cryptography al-
gorithm is discovered. The possibility of using a cryptog-
raphy system that has been broken is not zero as the worst
case.

Also, an eavesdropper (usually named Eve) may dupli-
cate and save the data transmitted via a channel even
though she cannot decrypt it now but may decrypt it in
the future when she acquires the key used for the cryptog-
raphy system by chance or acquires a new decryption
technology that enables decryption. For example, Edward
Snowden disclosed the fact in his so-called “Snowden Files”
that the intelligence agencies in the United States record
encrypted data on internet in order that they will be able
to decrypt them in the future. Actually, it is well known
that intelligence agencies in the United States and Europe
have performed wiretapping on a large scale and for a long
time via optical fiber networks (The Guardian, Washington
Post, 2013). The technology used for the purpose was a
tapping device that is used for diagnosis of optical
switches or optical fiber. These days, small commercial
tapping devices are sold that can be used as optical wiretap-
ping devices. It is needless to use special tapping devices
for wiretapping because most advanced optical detectors
can reveal signals inside optical fibers [2]. This is the so-
called “crosstalk” phenomenon between optical fibers, in

which optical signals leak easily between adjacent optical
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fibers in cable when the cable is bent. These facts strongly
suggest the necessity of cryptography technology that has
the so-called “forward secrecy” to ensure confidentiality in
the future.

In order to cope with these clear and present dangers,
quantum key distribution (Quantum Key Distribution:
QK) is the method to share an encryption key with distant
two places, which will theoretically not allow any informa-
tion to be leaked to any other third party (eavesdropper)
by any method. This method, called the BB84 protocol, was
proposed by Bennett (C. H. Bennett) and Brassard
(G. Brassard) in 1984 [3]. It had not so much attracted
attention for about ten years since the proposal. However,
as quantum calculation algorithms that efficiently solve
prime decomposition problems or discrete logarithm
problems were discovered in 1994 [2], and new threats
against key exchange systems or cryptography systems that
are used on the internet emerged, the BB84 protocol sud-
denly came into the spotlight.

The security of QKD does not depend on difficult
mathematical problems but is based on universal physical
laws of quantum mechanics. In the method of QKD, infor-
mation expressed by a random number sequence of 1s and
0s is coded to signals of which quantum mechanical
property is properly controlled for transmission. A safe
random number sequence that is free from the anxiety of
eavesdropping can be shared by excluding bit data that may
have the possibility of being eavesdropped from shared
random numbers, by using the no-cloning theorem where
the quantum state cannot be copied (copying is impossible)
without error and the characteristic that measurement in
the transmission route (so-called “eavesdropping”) always
leaves traces in such signal condition (uncertainty principle).
Actually, “the amount of leak of information to eavesdrop-
pers can be reduced by appropriate signal processing (key
distillation processing) even if QKD communication is
eavesdropped with any technology that is permissible by
physical law” This can be proved by the information the-
ory method. It is said that QKD represents “uncondition-
ally secure” distribution of the key, which implies that there
is no assumption of the ability of eavesdroppers. Encrypted
communication that no computer of any ability nor future
technology can decrypt will be realized by sending crypto-
graphic keys thus shared by proportionate preparation with
the data size of the plaintext bit to be transmitted, by
generating a cryptogram from the plaintext bit data and
XOR, and not using the same cryptographic key more than

once (so-called “Vernam’s one-time pad” (OTP)).

Many organizations have performed research and de-
velopment on this until today. Many protocols other than
the BB84 protocol have been invented one after another [4][5],
and security proof and theory analysis methods have been
developed and performance of instruments have improved.
Several venture companies started in Europe and the USA
since the latter half of 2000 succeeded in commercialization
of QKD devices [6]-[8]. In 2005, a project (The DARPA
Quantum Network) supported by the US Defense Advanced
Research Projects Agency constructed an urban-area QKD
network in Boston in 2005. The key generating rate of a
ring network connecting 3 points was about 1,000 (1 k bits
per second:1 kbps for about 10 km optical fiber [9]. In
2008, a research project in Europe, SECOQC (Secure
Communication based on Quantum Cryptography), con-
structed an urban-area QKD network that connects 6 points
in Vienna. They succeeded in demonstrating and verifying
interconnection of QKD devices of several methods. The
typical key generation rate was 1 kbps for about 30 km of
embedded optical fiber. Encrypted communication of voice
was verified [10]. Since the success of SECOQC, the Europe
Telecommunication Standardize Institute started to stan-
dardize QKD [11].

In Japan, an industry-academia-government collabora-
tion project promoted by the Ministry of Internal Affairs
and Communications and NICT started in 2001, by which
the key generation rate of QKD device improved 100 times.
In 2010, the industry-academia-government team con-
structed a test bed “Tokyo QKD Network,” a key exchange
network consisting of 6 nodes in the Tokyo area, and
succeeded for the first time in the world the confidential
transmission of video [12].

From FY2011 to FY2015, NICT researched and devel-
oped test operation of a QKD system and safety evaluation
technology under the project of “research and development
of secure photonic network technology” (No. 157) funded
for the 5 years [13]. Also, a new application that uses a
cryptography key supplied by a QKD network has been
developed and an application interface for various com-
munication devices such as network switches [14] [15],
smartphones [16] and drones [17] [18] has been developed.
A network solution that has various interfaces other than
a key distribution function and a key management function
is called a QKD platform and it is already being test-oper-
ated on the Tokyo QKD Network. It enables exchanging
cryptography keys that cannot be eavesdropped or de-
crypted by a computer of any ability or any future technol-

ogy between various information communication terminals,

12 Journal of the National Institute of Information and Communications Technology Vol. 64 No. 1 (2017)



3-1 Research and Development of Quantum Key Distribution Network in NICT

that can reinforce the security of the whole system, by
introducing a QKD platform suitable for needs such as
black box and installing the application interface in infor-
mation devices even though users do not know the details
of it.

In 2015, a practical use level verification test started, by
transferring the QKD devices that passed verification tests
under the condition of test bed. For example, Nippon
Electric Company, Limited (NEC) has performed a verifi-
cation test for cryptographic communication of cyber
threat information at the hub a “cyber security factory”
somewhere in Tokyo since July 2015 [19]. It continued
until the end of FY2016. Since then, the subsequent re-
search and development has been performed by the
quantum secure photonic network team.

Toshiba has been performing a cryptography commu-
nication experiment of genome analysis data using a 7-km
circuit line between the Toshiba life science analysis center
in Sendai city and the Tohoku University Tohoku Medical
Megabank Organization since August 2015 [20] until
August 2017. The key generation rate of these QKD de-
vices is more than 50 times faster than that of products of
venture companies abroad. The rate is about 1 Mbps for a
transmission distance of 50 km using standard optical fiber
with an optical loss rate of 0.2 dB/km, and about several
hundred kbps for transmission distance of 50 km using
commercial optical fiber (which averaged an optical loss
rate of about 0.5 dB/km) actually constructed in the Tokyo

area. On the other hand, these days, a national project lead
by the University of Science and Technology of China is
accomplishing infrastructure of nationwide super-highly-
confidential communication by constructing urban area
QKD networks with 50 nodes in Beijing, Jinan, Hefei and
Shanghai and constructing a QKD backbone of total length
of 2000 km with 32 relay nodes [21]. Also, in the USA,
Battelle announced that they had a plan to establish an
inter-city QKD network of 700 km in collaboration with a
venture company from Switzerland, id Quantique, and to
release as open test bed for nonprofit organizations [22].

Thus, the technology of QKD has progressed to the
stage of test operation under the realistic condition of urban
areas or among cities. In the future, it will be necessary to
improve the technology so as to construct a super-confi-
dential communication infrastructure by strengthening its
practicability by stimulating operational experiences of a
QKD platform under realistic condition and knowledge on
safety evaluation. In this article, I provide a rough outline
of QKD and introduce the QKD network architecture for
which NICT is leading the development.

2 Principle of QKD operation

2.1 QKD protocol and its principle
In QKD, a transmitter encodes bit information of a
random number sequence of 1s and Os to appropriate

quantum signals for transmission, and a receiver receives

Random 1101100110011 1°0
Alice Selected basis 4*' % ** @ﬁ @@ ** @g $ % % ‘*"*’
signal | /7331772117
Selected basis **}%@‘f’@g%%@@@‘{‘*@@ E@‘*’
Bob Detection signal I _— — I L//v] f — I L//r] - — % — =
Outputbit | 4 — — 1.0 0— 100 — 1— 0
Alice and Bob pick up sifted key
(case: Alice and Bob select same basis)
check‘ Test bit ‘ O O O ‘
Evaluation ... 1 0 10 1 .......... 0 "
of error rate — =

‘ Key distillation |

Generate secure key 1101...

Fig. 1 Outline of the BB84 protocol using polarization (corresponding table on bit information and base information between transmitter and
receiver)
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quantum signals by using an appropriate measuring
method. Quantum signals must contain at least more than
two non-orthogonal states. Hereafter in this article, I ex-
plain the representative QKD protocol of BB84 as an ex-
ample. The outline of the protocol is shown in Fig. 1. In
the field of cryptography, traditionally, we call the autho-
rized transmitter Alice and the authorized receiver Bob and
the eavesdropper Eve. Hereafter, I follow this tradition.
Also, in the outline of the BB84 protocol, the case that the
polarization state of a single photon as a quantum signal
is used as an example.

In the BB84 protocol, two sets of polarization states,
that is, the Z-base of horizontal and vertical polarization
{|H>, [V>}, and the X-base of dextrorotation and levorota-
tion polarization {|45°>, |-45°>} are used. {|H>, |[V>} is
expressed as {|Z0>, |Z1>}, and {|45°>, |-45°>} is expressed
as {|X0>, |[X1>} to describe the protocol. The transmitter
(Alice) encodes 1s and 0s to the corresponding polarization
state selecting one of the two from the Z-base and the
X-base when she encodes each bit of information of 1s and
0s of a random number sequence to a photon. Therefore,
the quantum signal to be transmitted consist of four com-
ponents of {|Z0>, |Z1>, |X0>, |X1>}. Though the state
vector in each base crosses the other orthogonally, the state
vectors between the Z and X bases do not cross orthogo-

nally. In reality, the inner products are as follows.

(Z1|x0)=(Z1|X1)= L 2)
V2
Figure 2 shows a simple example of a correspondence table
of bit information and base information used between the
transmitter and receiver.

The receiver (Bob) selects one from the Z-base or
X-base at random and independently from the transmitter
to measure photons. Sometimes no photon is detected due
to optical loss in the quantum communication channel.
There is some noise in the quantum communication chan-
nel so that the state detected is different from that of
transmission. Such case is not shown in Fig. 1.

After transmission of this quantum signals, Alice and
Bob do not disclose the bit information but exchange only
the information on the base they actually used (base infor-
mation) via a public transmission channel, and select the
slot where the bases of Alice and Bob coincide (base
comparison). The bit sequence thus remaining is called the
sieving key. Then, a part of the sieving key is selected as a
test bit for comparison between Alice and Bob to evaluate
the bit error rate.

If eavesdropping exists in a quantum transmission
channel, the bit error rate increases. That is because the
sequence retransmitted to Bob always generates errors due
to the non-discriminability theorem or impossibility of

duplication even if Eve tries to copy the sequence of non-

1
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contriving an eavesdropping method. Alice and Bob can
discover eavesdropping by comparing test bits randomly
selected from the sieving key.

Even if Eve does not exist, the bit error rate will increase
when there is noise in a quantum transmission channel. As
there is no method to distinguish if the noise is caused by
Eve or not, all noise in the quantum transmission is as-
sumed to be an effect caused by Eve.

Alice and Bob judge the possibility of eavesdropping
from the bit error rate of the test bit. If they judge that
there is no possibility of eavesdropping, they extract an
ultimately safe random number sequence by processing
appropriate key distillation according to the value of the

bit error rate to extract a cryptographic key.

2.2 Composition of QKD link

A QKD link consists of a “quantum communication
block” for sharing random number data via photons, a “key
distillation block” for extracting safe cryptography key
from shared random number data, and a “control block”
that controls these blocks. The control block supplies a
random number sequence to the quantum communication
block and the key distillation block also supplies a synchro-
nous signal to the quantum communication block for time
synchronization. The rough system structure is shown in
Fig. 2. In most cases, Alice multiplexes the synchronous
signals with quantum signals physically and transmits them
to Bob via a quantum communication channel. In the
following, details of the quantum communication block

and the key distillation block are explained.

* Quantum communication block

The quantum communication block consists of a light
source, encoder, quantum communication channel, de-
crypter and photon detector. It transmits quantum signals
by synchronizing time via synchronous signals.

A laser light source is often used as a light source
rather than a single photon source. Actually, long-distance
QKD can be realized with laser light pulses by controlling
as follows. First of all, the following four procedures should
be performed.

(i) Weak laser light: attenuating laser light to a weak
pulse with a probability of containing two or more photons
per pulse to introduce the light into the communication
channel.

(ii) Phase disordering: controlling the light source or
modulator in order to generate phase-uncorrelated bit

strings.

(iii) Decoy method: introducing pulses of different laser
light intensity other than the signal pulse used for key
generation (decoy pulse) randomly in order to prevent
degradation of transmission performance due to several
photon components not being removed.

(iv) Time-bin signal: generating two pulse pair (time-
bin) [23] and coding bit information and base information
to the pair.

(i) is a requirement to generate a state of which the
main component is a single photon.(ii) and (iii) are re-
quirements to strengthen transmission performance. (iv) is
a requirement to be considered for the case of an optical
fiber quantum transmission channel. Time-bin signal can
suppress the effect of perturbation generated in an optical
fiber more effectively than polarization signal. Actually, the
effect of perturbation can be eliminated by detecting pho-
tons by having two pulses by a receiver interfere because
the two pulses are perturbed almost at the same time. This
is explained in the following by an example of the compo-
sition of encoder devices in practical use for these points
(Fig. 3).

Laser light can be attenuated by an attenuator just be-
fore the exit of the encoder. Hence, the requirement (i)
“weak laser light” is performed at the last step in the en-
coder. Before the step, laser light with sufficient intensity
(classic signal) is coded. Although the laser is in coherent
state of the same phase, correlation between input pulses
must be eliminated in order to improve the transmission
performance of the BB84 protocol. (requirement (ii) “phase
disordering”).

If there is a phase correlation between pulses, Eve
presumes the phase from the pulse sequence and can
perform quantum measurement so as to compensate the
effects by the Decoy method. Therefore, this situation will
deteriorate the safety. In the example of implementation of
a typical high-speed QKD device, a laser light pulse with-
out such phase correlation is generated by a repeat rate of
1.244 GHz. The time interval is about 50 picoseconds
(5 x 107" sec, 50 ps). The laser light pulses are input into
the encoder one after another with an interval of 800 ps.
This pulse sequence is defined as |al>, |a2>, a3>, -, Here,

i01 i02
" a3 =

the amplitude is expressed as al = |ale”, a2 = |ale
|a|eie3, -+, phasesi, 02, 0,-- must change randomly without
correlation each other. In this subsection, I explain how the
laser light pulses of a certain phase are input to an en-
coder and are output as “time-bin signals” that meet the
requirement (iv) with which bit information and base in-

formation are coded.
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Fig. 3 Composition of encoder used for device implementation of the BB84 protocol for optical fiber

transmission and outline of time-bin signal

Laser light pulses can be modulated to pulse pair with
400 ps delay by going through two light paths of different
lengths and by multiplexing them (by going through asym-
metric interferometer). This pulse pair is expressed as |a>r
®|a>s. Here, suffixes F and S mean temporally first pulse
(First) and the second pulse (Second) that imply the posi-
tions of pulses, respectively. Then, the pulse pair are input
to a dual drive optical modulator with two electrodes.
Then, the two pulses are multiplexed after modulated with
phases @1 and ¢2 that correspond to bit information and
base information at each electrode, according to the ran-
dom number sequence applied by random number source
A of the control block shown in Fig. 2. The states are de-
scribed by the following equations.

¥, =|a), ®]0), 3)
¥,,)=(0), ®|a), )
4 %
oe oe
VY )=|———) ®|—
‘ Y0> NG ) NG S (5)
A it
‘IIIY0>: ae ae (6)
\/E F \/5 s

Here, |¥z> and |¥z> the states correspond to the
Z-bases, and |WPvo> and |Wv,> are the states corresponding

to the Y-base. These four states have equivalent effect

concerning the Z-base, X-base and the function of QKD
of the polarization mode explained above. Here, the reason
for using Y for the base is only for convenience because
we use input power for the modulator.

After that, the time-bin signals are input to the second
dual drive optical modulator. Then, the signals are modu-
lated randomly into several types of intensity according to
the requirement (iii) “Decoy method” and pass through the
attenuator to become a weak optical pulse. Lastly, it is input
into the optical fiber of quantum communication channel.
One of the examples of the Decoy method is the two set-
tings of signal intensity |a|* = 0.5 photon/time-bin, decoy
intensity |a|’ = 0.2 photons/time-bin, and |a|* = 0 photon/
time-bin (vacuum). It is not possible for real laser light to
decrease the probability that two or more photons are
contained in a pulse to zero. Hence, the state with two or
more photons in the time-bin pulse still remains. In such
a case, a so-called “photon number splitting attack” is pos-
sible for Eve by stealing a photon and transmitting the
others photons to Bob keeping the states.

In this case, a bit error never occurs because the base
and contents of the bit do not change. Therefore, the
eavesdropping cannot be detected. The Decoy method can
improve tolerance to such an attack and can extend trans-
mission distance. If the photon distribution of the light
source is known, the detection rate and error rate of signal
are determined by the loss of the transmission channel.

However, if there is an attack in which a multi-photon state
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is picked up, the rate changes and the amount of informa-
tion leaked to eavesdropper can be estimated. For more
details see [24] and [25].

* Key distillation block

The key distillation block consists of a key distillation
device of the receiver and a public communication channel
for connection. The random number sequence sources of
control block A and B supply the same random number
sequence to the encoder and decrypter to the key distilla-
tion device. Also, the detection signal from the photon
detector is supplied to Bob’s key distillation device via
control block. The data comparing the detection signal of
Bob and its corresponding random number sequence data
is called the “raw key” Time synchronizing is performed
using a synchronous signal for exchanging random number
sequence and detection signals. The raw key thus shared is
processed for key distillation described as follows to extract
the ultimate cryptography key.

Figure 4 shows a rough flow of the key distillation
process (conforming to the BB84 protocol as an example).
After transmission of a photon, numerous data on the raw
key data are created at Alice and Bob. The data is grouped
in as large blocks as possible, for example one million bits,
and the key is distillated by the blocks as is shown in Fig. 4.

(i) For the first, comparing the base via public com-
munication channel and extracting the bit sequence of the
same base as the “sifted key”

(ii) Picking up a part of the sifted key as a test bit and
sharing it between the transmitter and receiver via public
communication channel, and then calculating the rate of
different bits of the Z-base, the so-called “bit error rate PB”

(iii) If this value is larger than a certain threshold Pa,
(PB > Pu), it is judged as a eavesdropping and key distil-
lation is stopped by discarding the whole block.

(iv) If the value is smaller than the threshold (PB < Pw),
an error correction process is applied to the sifted key.

(v) Moreover, estimating the phase error rate and de-
ciding the rate of “sacrificed bits” according to the phase
error rate, and extracting an ultimate safe cryptography key
by performing confidentiality enforcement processing ac-
cording to the rate

Even when Eve eavesdrops, if the bit error rate is
smaller than the threshold (PB < Pu), it is possible to sup-
press the amount of information leaked to Eve to effec-
tively zero by discarding some amount of bits randomly
selected from the “error corrected key” of which confiden-
tiality is strengthened as “sacrificed bits”

For example, in the case of the standard BB84 protocol,
the threshold is about P ~11 %.

In reality, bit errors in QKD can be caused by transmis-
sion errors in the quantum communication channel, device
errors at modulation and demodulation and noise of the
photon detector in addition to eavesdropping. As it is
impossible to distinguish a bit error due to incompleteness
of devices from that by eavesdropping, the worst condition
for transmitters and receivers, it is assumed that all errors
are caused by the eavesdropper.

The most advanced QKD device can suppress the bit
error rate Pu to several % through several 10 km field in-
stalled fibers. If the bit error rate increases from this value,
it is determined that eavesdropping occurred. By the
conventional optical communication diagnosis technology,

the attack where a photon is picked up for measuring from
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the communication channel and is retransmitted by recov-
ering it in the channel cannot be detected but a QKD
device can detect such a sophisticated intermediate attack.

Moreover, any eavesdropping attack that leads to leak-
age of information from an optical communication channel
can be detected even if such eavesdropping attack becomes
more sophisticated in the future. This is a merit that con-
ventional cryptography technology did not have and is a
very important feature for coping with the realization of
eavesdropping of optical communication infrastructure.
On the other hand, in order to guarantee unconditional
safety, some communication performance such as distance
and speed may be sacrificed. The performance of the QKD
link has a cryptography generation rate of 200,000-300,000
bits (200-300 kbps) through field installed fiber of 50 km.

That means that the speed for cryptography of a one-
time pad in real time is capable of an MPEG-4 video at
most. On the contrary, the performance of commercial
devices by Europe, the US and China is worse than that,

about 1 kbps in an urban area.
3 QKD platform

Although there are still upper limits in the distance and
speed of direct transmission of QKD, “key capsule relay
(key relay)” via “reliable node (trusted node)” enables a
wide field and secure key exchange by networking QKD.
The system connecting multiple QKD links for networking
and implementing key management function necessary for
key capsule relay is generally called a “QKD network”

The cost to construct a QKD network is still high, but
a generated cryptography key can be distributed to various
communication devices and control apparatuses to
strengthen security by controlling and managing the key
properly. Also, if a large-size key is prepared, cryptography
can be largely simplified because encoding is only a “simple”
logical sum of the plaintext and key. Hence, the problem
of delay of processing is almost resolved and a cryptography
method for communication devices becomes easy to unite.
So, it will be possible to ensure compatibility in cryptog-
raphy between organizations of different specifications or
methods of security systems by managing key ID properly
and relaying key data. Actually, in a special and important
communication purpose, an exclusive cryptography net-
work system independent from the open internet is used
and its specifications for cryptography are mostly closed.
So, it is forbidden to connect between concerned organiza-

tions and difficult to interact with each other, which is a

basic problem. The introduction of QKD networks will
solve such problems and it is expected to be effective to
improve interconnectivity.

The system of network solution that users can use as a
black box, implementing efficient key management func-
tion necessary for realization of such new added value and
an interface to support various applications on a QKD
network is called a “QKD platform” here. As shown in
Fig. 5, it consists of three layers of a quantum layer, a key
management layer, and a key supply layer.

In the quantum layer, the cryptographic key is distrib-
uted by QKD. QKD itself is done one-by-one via an optical
communication channel such as optical fiber or optical
space communication.

A network is realized by setting reliable nodes and
connecting terminals of QKD links to make a capsule of
the cryptographic key from a QKD link by the other
cryptographic key of the other link (exclusive logical sum
of bits of the key) and relaying them one by one. This key
relay is done in the key management layer. That is, the
cryptography key generated in each QKD link is managed
and operated in the key management layer. In the key
management layer, there is a key management agent (KMA)
device in each node. The device realizes safe key relay by
combining authorization technology not to relay the cryp-
tographic key to anyone other than the legitimate user. The
Wegman-Carter authentication method based on informa-
tion theoretical safety, not on computation amount, is
used [26].

The key management server (KMS) also manages the
condition of creation of cryptographic keys, the condition
of consumption, and the existence of eavesdropping inten-
sively and switches the route in the case of an eavesdrop-
ping attack.

Generally, the specifications for requirement and ac-
ceptance work are different from the application or de-
vices for installation. In order to supply cryptographic keys
to various applications freely, a key supply agent (KSA) is
defined in the key management agent, and the necessary
application interface is implemented. This layer of a key
supplying agent is called the key supply layer. By defining
the key supplying layer, the work of interface design by a
key supply vendor and a key receiving client and the re-
sponsibility of each work can be clarified. Physically, both
the KMA and KSA are implemented in the same device
(such as a PC), so the key management layer and key sup-
ply layer are degenerated.

Thus, the QKD platform consists of a quantum layer
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Fig. 5 Concept of QKD platform. It consists of a quantum layer of QKD, a key management layer for
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for QKD, a key management layer for management and
operation of cryptographic keys, and a key supplying layer
on which the application interface is implemented.

Strengthening security can be realized by introducing
this to an existing network, the existing security functions
can be maintained and the security of various applications
can be strengthened using cryptographic keys that have
forward secrecy. The application layer shown in Fig. 5 is a
general term of protocols that use cryptography keys for
elucidation of the QKD platform. Hence, its meaning is
different from that of “application layer” used for the sev-
enth layer in “OSI (Open Systems Interconnection) refer-
ence model” that is widely used in network design. All of
the applications to which cryptographic keys are supplied
from the QKD platform in any layer of the OSI model are
included together into the application layer in Fig. 4.

The user (client) of the application layer obtains cryp-
tographic keys of the necessary amount by informing the
QKD platform about the person with whom the user wants
to share the cryptographic keys. The QKD platform sup-
plies a cryptography key with forward secrecy in a fixed
format based on the requirement. A cryptographic key
once supplied by the QKD platform is used at the respon-
sibility of the user.

Thus, the boundary of responsibility is in between the

QKD platform and the application layer. On this border, it
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Fig. 6 Outline of key management on QKD platform

is important to supply and receive cryptographic keys using
a common interface. By this system, the developer of the
application can receive a key by only developing a key
receiving client that corresponds to the common interface
and he does not need to know the details of the process in
the QKD platform. On the other hand, the user of the
application layer has management responsibility after re-
ceiving the key. On the contrary, those of the QKD platform
do not need to know the contents of the application.

If there occurs an unexpected situation or a suspicious
incident such as leak of a cryptographic key due to human

error somewhere in the application layer, the user discards
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the block of the saved cryptographic key and receive a new
cryptographic key from the QKD platform to maintain
robust security on the network. The data format for key
management (outline) used in the key management layer
of the QKD platform is shown in Fig. 6.

4 Summary

The principles of a QKD link and a QKD platform that
enables operation of a QKD network are introduced in this
article. These technologies enable improvement of the
safety of transmission channels and storage of data such as
genomic data that require safety for a very long term by
collaboration with present cryptography technology such
as secret sharing [27]. Each country still continues to re-
search energetically in the theory and technology of QKD
and the barrier to pay cost in protecting important infor-
mation is disappearing. NICT will continue to make efforts
in improving the technology level in this field so as to
maintain and develop technology of the best performance
in the world and to offer solutions that ensure safe com-
munication even if technology for decrypting cryptography

suddenly appears.
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