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Distributed storage plays an essential role in realizing robust and secure data storage in a
network over long periods of time. Distributed storage systems consist of a data owner machine,
multiple storage servers and channels to link them. In those systems, secret sharing (SS) scheme
is widely adopted, in which secret data are split into multiple pieces and stored in each server. To
reconstruct them, the data owner should gather plural pieces. Shamir’s (k, n)-threshold scheme,
in which the data are split into n pieces (shares) for storage and at least k pieces of them must be
gathered for reconstruction, furnishes information theoretic security, that is, even if attackers could
collect shares of less than the threshold k, they cannot get any information about the data, even
with unlimited computing power. Behind this scenario, however, assumed is that data transmission
and authentication must be perfectly secure, which is not trivial in practice. Here we propose a
totally information theoretically secure distributed storage system based on a user-friendly single-
password-authenticated SS scheme and secure transmission using quantum key distribution
(QKD), and demonstrate it in the Tokyo metropolitan area (<9gokm). Our system will also be useful

for highly secure data relay with a QKD network, greatly relaxing the security assumptions on the

key relay nodes as well as enhancing the ability of risk management.

1 Introduction

It is urgent to develop cryptographic technologies for
secure confidential communications of certain types of
information, such as genome data in the pharmaceutical
and medical fields because their confidentiality needs to be
kept for generations over hundreds of years. However, there
are concerns that the current cryptographic systems, which
rely on computationally complex of factorization of prime
numbers or distributed logarithms, may not be able to
securely protect confidentiality with the advent of quantum
computers [1]. In addition, the current cryptographic
techniques may not be able to secure safety in 30 years due
to steadily increasing computational capabilities. On the
other hand, lattice-based systems [2][3] are proposed as the
most promising quantum-resistant cryptographic systems.
However, their performance evaluations are scheduled to
be conducted from 2020 to 2022 at the National Institute
of Standards and Technology (NIST) [4]. As such, it will
take several years before solutions to the safety issues we
are currently facing become available. Furthermore, chang-
ing cryptographic systems will likely necessitate a change

in the length of public keys. We therefore might have to

abandon the current communication protocol. In other
words, we might have to drastically modify the current
communication devices if protocols for each layer of the
OSI model are changed. Alternatively, risks of information
leakage may be eliminated by attaching a new system
equipped with a dedicated line to the current communica-
tions system. This method involves a combination of
quantum key distribution, which enables sharing of theo-
retically safe random numbers between the two parties, and
Vernam’s one-time pad [5][6]. The method will completely
eliminate the risks of information being eavesdropped.
Experiments to distribute quantum keys using laid fiber
began in 2000, and a high-speed quantum key distribution
device driven by a GHz-order clock has been developed
[6]-[8]. And, network operations of quantum key distribu-
tion have been conducted in several countries [9]-[11].
While quantum key distribution secures safety when data
is transmitted, it does not help preserve data. In contrast,
Shamir’s secret sharing scheme in modern cryptography
had been known to be a safe data preservation means in
theory [12]. However, information theoretically secure
transmission of the data called “share” that is indispensable

for recovering secret data, was only “assumed” In other
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words, the integration of quantum key distribution and
secret sharing can be a very reasonable approach as they
make up for each other’s shortcomings.

NICT and Tokyo Institute of Technology jointly pro-
posed a totally information theoretically secure distributed
storage system based on a user-friendly single-password-
authenticated secret sharing scheme and secure transmis-
sion using quantum key distribution, and demonstrated a
distributed storage system with information theoretically
secure data transmission, storage, and authentication in
2016 [13]. In this paper, we describe the protocol and the

system.

2 Information theory-based, safe single-
password secret sharing protocol

2.1 Shamir’s (k, n) threshold scheme

In this section, we discuss Shamir’s (k, n) threshold
scheme, on which our scheme is based [12]. The (k, n)
threshold scheme works as follows: first, n owner of secret
data S (integer) creates n individual values called “shares”
out of S; second, the data owner secretly transfers each of
the values to each of 1 to n shared servers; then, the data
owner erases the secret data S; the secret data S is recovered
through a predefined computation on the k shares col-
lected from k servers in collaboration—k is defined as the
threshold. The computation is performed using the for-

mula below.

Share: random k-1" order polynomial of which the

constant term is the secret data
f(X)=a_x"+..+ax+a, (1)

where a, |,....a,,a, are random integers and a,is the secret
data S.

Holders of the i" share receive (i, f (7)), where “I” is
the share-holder identifier. In a reconstruction operation,
a,(=S) is calculated from the pairs of (i, f (7)) collected
from k shared servers. The secret data S is recovered as
follows. When the identifier of k shared servers in collabo-
ration is defined as {i,,...i, }, the following equations rep-

resent shares existing at each share server:
fG)=a, i +..+ai+a,
' )
fG)=a_ii' +..+ai +a,

If (i,,f()), . (i, f(i)) are substituted with numerical

values, k individual linear equations with k variables of

a.,,....a,,a, are generated. Therefore, by solving the simul-

k-12°° 12770

taneous equations, all the unknown variables can be ob-
tained. Then, the secret data S can be reconstructed.
Lagrange Interpolation is applied for actual secret-data
reconstruction.
Figure 1 shows an instance of the (3, 4) threshold
scheme. Substitution of more than three (i, /(7)) pairs is

sufficient for the reconstruction of secret data S.

2.2 Password secret sharing protocol

This protocol protects any secret data from information
leakage. In addition, it allows addition and multiplication
between shares. For instance, the share obtained from
addition of data D™ and D@ is fpw(a) + fp@(ay), and
similarly, the share obtained from DD x D@ g
fpw(a) X fye(a;) . In the multiplying process, however,
the degree of the polynomial f ) (x) X fpe(x) is 2k — 2.
So, 2k—1 of shares is necessary to reconstruct
D®W x D@ . We took advantage of these characteristics to
implement the password-sharing protocol, which requires
only a single password for safe authentication as defined in
information theory. Our scheme can be roughly divided
into three phases: the “registration phase,” where the share
of the secret data and the share of the password are trans-
mitted; the “pre-computation phase,” where shared compu-
tations are executed to secure data secrecy at the time of
data reconstruction; and the “data-reconstruction phase.”
More details are described below using an example of the
(3, 4) threshold.
(1) Registration phase
(1-1) Since each calculation in the finite field with prime

order g = 2™ — 1 can deal with only blocks of length

at most m — 1 bits, secret data D, which has gener-

Shares are distributed to share severs

y share

f(x)=a,x?+a,x+a, (igs F(ig))

Secret data
(i3, f(i3))

(i, £(i2))
(i1, £(iy)) X

Fig. 1 Example of Shamir’s (3, 4) threshold scheme
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ally a much longer length, needs to be divided into
pieces of (m—1)-bit block, say [ pieces;
D = Dy|D;_4| -+ |D,. The data owner sets a (m — 1)
-bit password P, which should have sufficient entropy
against an online dictionary attack, then computes a
message authentication code, MAC = D;P' + D;_,P'™*
+ -+ Dy P, which is denoted as D, and finally
adds it to the data for later purpose of message au-
thentication.

(1-2) For each data block, data shares fp (1), fp,(2),
fv,3), fDi(4) are created for storage server 1, 2, 3,
and 4, respectively, by using polynomial fp,, of degree
at most 2, where i=1,..,l+ 1. Password shares
), 2), fr3), fp(4) are created by using
polynomial fp of degree at most 1.

(1-3) They are then sent to the corresponding storage serv-
ers.

(1-4) Each server stores the set of shares.

(2) Pre-computation and communication phase

(2-1) Each server generates a random number, denoted as
R; for the j-th storage server, and makes its shares
fri(, frj(2), frj(3), frj(4) by using polynomial
frj of degree at most 1. Furthermore, each server
generates shares of the “0” f,;(1), f5,(2), fo;(3), fo;(4)
by using polynomial f;; of degree at most 2, such
that f;(0) = 0 should hold so as to keep confiden-
tiality of the share in the data reconstruction phase
without changing the value of the data share.

(2-2) The storage servers send these shares to each other.

(2-3) Each server receives three shares of three random
numbers and three shares of the “0,” and stores them
together with the ones produced by itself.
For ITS, the above procedure has to be iterated I+1
times before each data reconstruction of [ blocks of
secret data. That is, j-th storage server has to keep
141 sets of (fri (D, fr2U), frz (), fra (), for (D,
fo2(), fo3(), foa (1)) -

(3) Data reconstruction phase Let P’ be the password in
the data owner’s memory.

(3-1) The data owner chooses three storage servers among
the four. We may assume that they are storage server
1, 2, and 3 without loss of generality, denote them as
a set L={1, 2, 3}.

(3-2) The data owner generates shares of P', fpr(1),
fp(2), fpr(3) by using polynomial fp of degree
at most 1.

(3-3) Each set (L, fpr(j)) is sent to each corresponding
storage server (request).

(3-4) If [L| # 3, the request is rejected regarding it as an
improper request. Otherwise, for each data block,

each server, say j-th one, computes R = fz;(j) + fro

O + frs(), Z = fo1() + fo2() + fo3(j) and
Fj = (D —fr()R+ Z + fo,() (3)

The Fj; (i=1,..,0+1) are then sent to the data
owner (response). Here, note that R and Z should be
discarded at each request-response for ITS.

(3-5) For each data block, the data owner finds polyno-
mial F;j(x) of degree 2 that satisfies F;(j) = F; for
all j. F;(0) is the reconstructed block.
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(3-6) The data owner calculates MAC from F;(0), ..., F;(0)
as in the first phase. If F;,;(0) is equal to the calcu-
lated MAC, the data owner successfully reconstructs
the secret data D.

In the procedure described above, note that there are
no risks of data leakage when P’ # P , because secret data
is masked by fr; and fo;. Therefore, the procedure ensures
safe data transmission, data preservation, password authen-
tication and data reconstruction in line with information

theory. Figure 2 shows an outline of the protocol.

3 Implementation of and experiments on
QKD network

To put the scheme we developed into practice, a com-
munications network with networked QKD links is re-
quired. Since 2010, NICT and JGN have been
cooperatively operating Tokyo QKD Network, whose op-
eration center is based at NICT Headquarters (Koganei)
[14]. Even with QKD systems made in Japan having world-
highest performances, our QKD network is susceptible to

transmission path losses because the system uses a series

Distributed storage network

of single photons as transmission media. However, the key
generation rate of these systems is 1 M bps with transmis-
sion of 50 km optical fiber[7] [8]. To extend the effective
service area of QKD, we have been conducting operations
on a connection of QKD links—a number of QKD links
are interconnected at a connector. Such a connector is
called a node, and it preserves the key information as a
normal bit-stream. Such a node, because it is strictly pro-
tected to secure its safety so that no risks of intrusion and
information theft assumedly exist, is defined as a “trusted
node”

Service-area extension is realized by relaying the other
linK’s key stored in a node after being exclusive-OR pro-
cessed from a link to another link. The operation of such
a QKD network requires a network architecture enabling
strict key management. Since 2010, NICT has been devel-
oping a QKD network architecture and communication
applications using a QKD key [11] [15] [16]. The network
architecture we proposed has a structure of 3 layers follow-
ing the OSI model; the layer called the quantum layer
contains QKD links; in the key-management layer, keys

generated in individual QKD systems are format-converted
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Fig. 3 Schematic diagram of QKD platform and shared storage network constructed on Tokyo QKD Network
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Table 1 Protocol and communication distance / loss in Tokyo QKD Network
Profocol Transmission
Length (km) Loss (dB)

NEC-0 BB84 with decoy 50 (Spooled fiber NICT premise) 10

NEC-1 BB84 with decoy 22 (field installed 95% areal line) 13

Toshiba BB84 with decoy 45 (field installed 50% areal line) 14.5
NTT-NICT DPS-QKD 90 (field installed 50% areal line) 28.6
Gakushuin CV-QKD 2 (NICT premise) 2
SeQureNet CV-QKD 2 (NICT premise) 2

to the predefined format that enables relays between QKD
links and the provision of safe keys to various kinds of
applications; on top of the key-management layer, the ap-
plication layer is placed, where various kinds of communi-
cation applications using safe keys are developed in line
with information theory. We call the combination of the
quantum layer and the key-management layer the QKD
platform. Below, we describe in detail the configuration of
the key-management layer. Each “trusted node” is equipped
with a key management agent (KMA) which is in charge
of collection and management of keys from QKD links.
Each KMA, interconnected with other KMAs via an au-
thenticated communication path, is in charge of key-relay-
ing. At the time of key-relaying, other additional
information such as a key-ID attached when the key is
created is transmitted.

The QKD platform has a key management server
(KMS), which is placed in a trusted node. KMS, in charge
of the collection from KMAs of QKD-link information
such as the error rate, key creation rate, or the stored key
amount, determines the key-relay route using the stored
key amount and key creation rate, issues a route change
order on the occasion of a drop in the stored key amount
or an incident, and furthermore, monitors the life-cycle of
the keys stored in KMAs, and issues an order to KMA for
removing a key that lives longer than a predefined time
from birth.

A key supply agent (KSA) is a device placed in each
node, which works as an interface device from the QKD
platform to the application layer, supplies a key in the
format the application specifies, makes a record of the key
ID, the application type and the date of supply, and deliv-
ers such information to the KMS.

One of the most significant ideas on the QKD platform
is that the boundary of responsibility is set between the
QKD platform and the application layer. Therefore, only

very limited information crosses the border—no means is
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Fig. 4 Processing time in three phases (registration, pre-
computation and reconstruction. (a) Processing time
dependency on mersenne prime index size at data size of
46 kilobytes. (b) Processing time dependency on file size
at the mersenne prime of 291,

available in the application to access any data but the key
supplied by the QKD platform, and at the same time, the
QKD platform has no means to access any data belonging
to the application layer such as what kinds of contents are
being handled in an application. So, such strict authority
separation in terms of access to devices belonging to the
other side ensures the essential protection of network se-

curity.
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The QKD links which form the Tokyo QKD Network
are managed and operated by NEC, Toshiba, Gakushuin
University, NTT-NICT and SeQureNet [7][8][17]-[19].
The link operated by NTT-NICT uses JGN’s dark fiber
between Koganei and Otemachi [14]. Leaving the details
of those systems to other chapters, we summarize their
QKD link protocols, transmission distances and transmis-
sion loss in Table 1.

We constructed a system capable of safe password
authentication, data transmission, data preservation and
data reconstruction in line with information theory, on the
distributed storage. Figure 4 shows secret sharing process-
ing time in the three phases (registration, pre-computation
and reconstruction). Figure 4 (a) shows the dependency of
processing time on the Mersenne prime index size when
the data size is 46 kilobytes, and Figure 4 (b) shows the
dependency of processing time on file size when a Mersenne

44497 .
-1 is used.

prime of 2

Note that the results shown in Fig.4 were obtained
using conventional-type PCs; so, a drastic processing per-
formance improvement would be expected if high-perfor-
mance servers were used. However, the most significant
factor limiting the processing speed of the current system
is the key-synchronization process (i.e., key-sorting process
which is executed on a server) that is essential to OTP
encryption using the QKD platform supplied. So, we expect
that software improvement will enable high-speed process-
ing. On the other hand, we have proved by experience that
our current system is capable of completing the process
from registration to reconstruction of 10 M of data—often
used for mail transmission—in approximately two minutes.
This is the world’s first successful demonstration of a system
capable of safe password authentication, data transmission,
data preservation and data reconstruction in line with in-

formation theory.

4 Summary

Thus, by combining QKD and a newly developed
password-authenticated secret sharing scheme, we demon-
strated, for the first time to our best knowledge, a distrib-
uted storage system with information theoretically secure
data transmission, storage, and authentication in a metro-
politan area network. This system uses a QKD network
capable of generating information theoretically secure keys.
We are currently planning to construct a system enabling
safe data secrecy preservation for a very long time, by

periodically updating shares stored in servers and adding

long-term data leakage prevention capabilities to our sys-
tem. Even if various new types of cryptographic schemes
and networks systems become available, risks of eavesdrop-
ping and code-breaking will always exist if they are inca-
pable of ensuring safety in line with information theory.
The system we developed is not technically decodable and
is therefore expected to be very robust against the types of
attacks anticipated in the near future. NICT is capable of
quickly responding to potential decryption threats by
providing safe system solutions to Japanese people. NICT
is also responsible for continuously enhancing relevant
technologies and preparing for future threats.

Our system uses secret computation, which is essential
in secret sharing. It is promising to apply the secret com-
putation technology in cloud services, such as statistical
data computations while protecting users’ privacy informa-
tion attached to the data. NICT will continue to pursue
functional enhancement in communications technology,
thereby fulfilling our duty to offer safe information com-

munications systems.
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