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The polarization characteristics of a laser source from space were measured through space-
to-ground atmospheric transmission paths. An existing Japanese laser communication satellite
and the NICT’s optical ground station were used to measure Stokes parameters and the degree
of polarization of the laser beam transmitted from the satellite. As a result, the polarization was
preserved within an rms error of 1.6°, and the degree of polarization was 99.4 + 4.4% through
the space-to-ground atmosphere. These results contribute to the link estimation for quantum
key distribution via satellites and provide the potential for enhancements in quantum cryptogra-

phy worldwide in the future.
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1 Introduction

Recently, there have been many dangers
and threats to society, such as frequent large-
scale disasters and accidents, worldwide infec-
tious diseases, recurrent terrorism, and the de-
terioration of homeland security. Besides
being intellectual and industrial inventions and
innovations, science and technology are also a
means to create social values and can help
provide answers for these crises that threaten
the world’s security and safetyo 10 Because of
sophisticated eavesdropping technology, the
information and communications technology
sector needs to be able to prevent information
leakage and illegal access; therefore, quantum
cryptography technology has become more
important to information security.

Novel methods have been studied that uti-
lize the principles governing quantum cryptog-
raphy to ensure unconditional securityo2oarg

these include quantum teleportation between
distant partieso 4, which theoretically cannot
be broken according to the laws of physics.
Technologies for quantum teleportation and
quantum channel coding that defeats the clas-
sical Shannon limit have been verifiedosa Fi-
ber-based quantum cryptography systems for
commercial use are already being sold by
some venture companies: Cerberis, Vectis, and
Clavis from Id Quantique in Switzerland;
MagiQ QPN Security Gateway 7505 from
MagiQ Technologies in the USA; and SQBox
from SmartQuantum in Francen em st In Swit-
zerland, an Internet vote using quantum cryp-
tography was conducted in October 2007 for
the mayoral election in Genevaoon These de-
tails show the maturity of the technology level
for quantum key distribution (QKD).

QKD using optical fibres is limited to a
distance of approximately 100 km due to
transmission losses, nonlinearity, and back-
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ground noise. Using free-space QKD would
enable the long-distance transmission of pho-
tons; therefore, satellite quantum cryptography
is an ideal application of QKDo1oo110 It is
important to investigate the feasibility of such
satellite QKD for future space applications. A
low earth orbit (LEO) satellite usually orbits
the Earth at about 7 km/s, which causes the
Doppler shift. The polarization is the best
means for satellite QKD to be used under the
Doppler shift comparing with the time-bin
method. However, the depolarization from
space to ground has never been measured pre-
cisely so far.

In this paper, a highly polarized artificial
laser source with a degree of polarization
(DOP) of more than 99% onboard a satellite is
used for measuring the polarization and the
obtained polarization characteristics through
space to ground are presented.

2 Earth scale global QKD using
optical ground stations

2.1 Principle of QKD

Various quantum states can be used for
QKD, however, the polarization is one of the
most stable way. Figure 1 shows the detection
of a polarized single photon. For example, the
vertical polarized single photon can be
reflected by the polarized beam splitter (PBS)

PBS

Lz

I_—|-po|arized “B” detector
single photon ]
“A” detector

-“A” detector is always OFF.
-“B” detector is always ON.

Polarized single photon detection

and the detector “A” is always ON in the left-
handed figure. The detector “B” is always
OFF. On the other hand, in the right-handed
figure, a O-polarized single photon can be de-
tected by the detectors “A” and “B” with the
probabilities of sin? # and cos® 6. Here, the
both detectors cannot be ON simultaneously
and it is impossible to determine which polar-
ization was sent after the detection. Therefore,
we can say the followings:

— It is possible to distinguish a vertical polar-
ized single photon,

— It is impossible to distinguish a #-polarized
single photon (perfect random when 0 = 45°),
— It is impossible to determine which polar-
ization was sent after the detection.

QKD uses these characteristics. Figure 2
shows the key exchange between a transmitter
(Alice) and a receiver (Bob) based on BB84.
Alice has original bits and sends the transmit-
ted states with two types of polarizations, e.g.
rectilinear (vertical and horizontal) and diago-
nal (at 45° and 135°). Bob receives the trans-
mitted states with the decision of rectilinear or
diagonal in the polarization states. After the
reception, Bob and Alice exchange only the
information of the polarization states by public
communication means and they select only the
common bits with the same polarization states.

PBS

4

B-polarized
single photon

B

“B” detector

u

“A” detector

- “A” detector is ON with the probability of sinZ6.
- “B” detector is ON with the probability of cos?6.
- Both detectors can not be ON simultaneously
and the polarization can not determined

after the detection.
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In this scenario, they did only the information
exchange of not original bits but the polariza-
tion states, therefore, the eavesdropper (Eve)
cannot succeed to know the information of the
original bits. These common bits are called the
sifted key and shared only between Alice and
Bob. If Eve would read the transmitted states
with the random polarization states, copy them
and send them correctly, however, half of the
information would be random and Bob can
recognize the eavesdropping due to the in-
crease of the bit error ratio.

2.2 QKD with two arbitrary optical
ground stations

A global QKD that uses two arbitrary
ground stations is shown in Fig. 3.
1) A satellite sends a quantum key o = 1001
to a ground station A (OGS A) using quan-
tum entanglement. The satellite and OGS
A save the same quantum key o.
Then, the satellite generates the quantum
key B = 1010 when it is over optical ground
station B (OGS B) after completing half an
orbit. The satellite and OGS B save the
same quantum key f.
Then, the satellite sends information in the
form of the equation y = a xor f = 1001 xor
1010 = 0011 to both the optical ground sta-
tions over public communication links. It is
secure if one can eavesdrop the informa-
tion .
At each optical ground station, the quan-
tum key for the other ground station can be

2)

3)

4)

= 1001 xor 3010

Q. key B

Q. key a
1001 1010
"o

OGS A OGS B

Save a Save B
With With
B =y xora o = yxorf
1010 = xor 1001 1001 = xor 1010

} l

Completion to share Q. key (a.=p)
at OGS Aand B

Zlef<1 Quantum key distribution between two
arbitrary optical ground stations

resolved by an exclusive OR with y and

each saved quantum key.

A global quantum key distribution can be
conducted between two arbitrary optical
ground stations over the Earth, especially for
when the ground stations are located on oppo-
site sides of the earth, e.g., in Japan and Eu-
rope. Future use of quantum cryptography in
long-distance transmission will be significant
in space communications because the trans-
mission distance will be significantly greater
than that offered by present-day optical fiber-
based systems.
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3 Experimental system

3.1 Configuration of the ground-to-
satellite laser communications
experiments

The National Institute of Information and
Communications Technology (NICT, formerly
CRL) measured the polarization characteristics
using an artificial laser source in space. A
LEO satellite, the Optical Inter-Orbit Commu-
nications Engineering Test Satellite (OICETS)
Kirari, was used for this purposen12n The la-
ser communications experiments between the
optical ground station developed by NICT—
located in Koganei of downtown Tokyo—and
OICETS were conducted in cooperation with
the Japan Aerospace Exploration Agency
(JAXA) in March, May and September of
2006; these were called the Kirari Optical
Communication Demonstration Experiments
with the NICT optical ground station
(KODEN). The OICETS satellite was con-
trolled by JAXA from the Kirari operation
center in Tsukuba. The optical ground station
has a 1.5-m telescope located in Koganei, To-
kyo and operated by NICT. The optical anten-
na onboard OICETS is a 26-cm diameter cen-
ter-feed Cassegrain mirror-type telescope. The
laser beam from the satellite is transmitted
with a wavelength of 847 nm and the beam di-
vergence of the downlink laser beam was only
about 6 prad, so the footprint of the optical
beam was only 6 m on the ground at the link
distance of 1,000 km.

After the first trials, NICT noticed that it
would be important to measure the polariza-
tion characteristics through the atmosphere for
satellite QKDuo 130140 Then, NICT initiated
the KODEN experiments again and conducted
the revival experiments from October 2008 to
February 2009 for the confirmation of the po-
larization characteristics through space-to-
ground atmospheric paths.

3.2 System description

Figure 4 shows the configuration of the
polarization measurement setup at the NICT
optical ground station. A polarimeter with a

Laser beam Polarimeter

L
from satellite ——

Data storage system

1.5-m telescope

Transmitter optics

Nk
{

— Receiver optics

Coude optical bench

Collimator

l:}\ {Beacon

Configuration of the NICT optical ground
Station

1.5-cm aperture diameter was equipped beside
the 1.5-m telescope. Data—such as the re-
ceived optical power, Stokes parameters, and
DOP—were directly measured through the
beam expander and recorded at a rate of 10
Hz. The specifications of the polarimeter are
an input power range of —60 dBm to +10 dBm,
normalized Stokes accuracy of less than 0.005,
and DOP accuracy of less than £0.5% at the
wavelengths between 700 to 1,000 nm. The
backscattered lights from the uplink beams did
not influence the polarization measurements
because the aperture of the polarimeter was
different from that of the uplink beams.

3.3 Polarization measurements on the
ground before the launch

The polarization characteristics of the laser
beam onboard the OICETS satellite was mea-
sured during the thermal vacuum test before
launcho 150 The polarization of the emitted la-
ser beam was right-handed circular polariza-
tion (RHCP|q) by the classical optics view-
point, DOP was 99.4%, and the depolarization
was within 0.49%. The definition of the polar-
ization here is defined as Stokes parameters of
(S0, S1, S2, S3) = (1, 0, 0, 1), which is
RHCP|o,.q by the classical optical viewpoint
oaen Circular polarization is usually used for
laser communications terminals because the
received weak laser beam can be isolated from
the transmitted powerful laser beam with or-
thogonal polarization by using a quarter wave
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plate in front of the internal optics. If we fol-
low the definition by the Institute of Electrical
and Electronics Engineers (IEEE), the classi-
cal optics definition of circular polarization is
just the opposite of the IEEE definitiono 1701
The left-handed circular polarization for RF
signals (LHCP|;) is defined as the counter-
clockwise direction of the electro-magnetic
field at the fixed observation plane from the
back-side view of the propagation direction.
This definition is common for satellite com-
munications; however, LHCP|; is regarded as
RHCP|q,;.. and vice versa according to con-
vention.

4 Experimental results of polariza-
tion characteristics through
space-to-ground atmospheric
paths

4.1 Measurements of DOP

Polarization measurements from the space-
craft were conducted from October 2008 to
February 2009. The data were measured in the
night from 16:16:08 to 16:21:58 in the Univer-
sal Time on December 23, 2008. The mini-
mum distance between the ground station and
the satellite was 959.8 km at the maximum el-
evation angle of 35.3°. The duration of the ex-
periment was 350 sec above 15° in the eleva-
tion angle of the satellite. The scintillation
indices ranged from 0.05 to 0.4 according to
the elevation angles and there was no cloud.
DOP with an rms error was measured to be
99.4 + 4.4%. The error of DOP could be at-
tributed to the instrumental error, the backscat-
tered light from the uplink beams, and the po-
larization effect in the atmosphere. The
polarization effect in the atmosphere due to ice
crystals might be negligible because no
significant difference as a function of the ele-
vation angles could be observed. Therefore,
the instrumental error is considered to be dom-
inant in this measurement.

4.2 Measurements of Stokes param-
eters
Figure 5 shows the polarization character-

Polarization characteristics of the downlink
laser beam from the satellite. The blue,
green and red dots show the data when
the optical powers were received at -39
to -35, —41 to -39 and —43 to —41 dBm,
respectively

istics on the Poincaré sphere as a function of
the Stokes parameters of (S1, S2, S3) mea-
sured during the experiment. The rms angular
error on the Poincaré sphere was measured to
be within 3.2° in this experiment. One revolu-
tion of 360° on the Poincaré sphere experienc-
es 180° in the rotation angle of the polariza-
tion; therefore, the rms angular error for the
linear polarization becomes half of 3.2°. This
value includes both the nature of the atmo-
spheric slant path and the instrument error;
however, if we calculate tan (3.2°/2) = 0.028,
the cross leak component of the orthogonal
polarization will be 2.8% from the main com-
ponent, which can be considered as a quantum
bit error ratio (QBER) for QKD. QKD using
optical fibres is limited to a distance of ap-
proximately 100 kmo1srn and in the past po-
larization measurements of a laser beam after
propagation over a horizontal 144 km path, the
QBER was measured to be 4.8 = 1% which
was caused by the various imperfection of
their experimental setupoien According to
QKD theory, the maximal tolerated error has
an upper bound of 11%o 200 Therefore, the er-
ror budget can be considered to be within this
maximal tolerated error for the satellite-to-
ground QKD systems. Thus, it is useful to es-
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timate the link budget for satellite-to-ground
QKD scenarios by using the results presented
here.

5 Conclusion

The polarization characteristics of an
artificial laser source in space were measured
through space-to-ground atmospheric trans-
mission paths. A LEO satellite and an optical
ground station were used to measure Stokes
parameters and the degree of polarization of
the laser beam transmitted from the satellite.
The polarization was preserved within an rms
error of 1.6°, and the degree of polarization

was 99.4 + 4.4% through the space-to-ground
atmosphere. These results contribute to the
link estimation for QKD via space and provide
the upper bound based on the measurements
and the potential for enhancements in quantum
cryptography worldwide in the future.
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