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Recently, overlay networks are gaining attention as a means to eliminate single point of
failure in the application layer. This paper focuses on secure routing in overlay networks. A
threat model is presented, along with our countermeasure proposal. Our proposal consists of
blind forwarding, distributed trust anchor, and probabilistic testing. Unlike previous contributions
on this topic, our proposal is based on trust anchor. Furthermore, we attempt to reconstruct the
threat model, based on the insights gained from previous contributions. We also briefly describe
our phase-1 development efforts of a software framework that implements essential functions of
secure overlay. Our software framework attempts to address application-specific threat models.
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