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2-4 Buffer-Overflow Detection in C Program by Static
Detection
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Buffer_overflow is the most dangerous vulnerability implicit in C programs. whether a
Buffer_oveflow emerges or not in the program runtime, is depend upon inputs of the C program.
We developed algorithms and tools to detect buffer_overflows, not accidentally partial detection
by monitoring program runtime situation, but exhaustively detection by static-analysis of C
source code before the program run. The exhaustively detection is the detection of, not only the
source code position where a Buffer_overflow emerges, but also the essential source code
structure makes the Buffer_overflow vulnerability.
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