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The widely used algorithmic problems,the quadratic residue problem and the decision
Diffie-Hellman problem, are characterized as the subgroup membership problem. Several
cryptographic schemes are realized assuming the hardness of the subgroup membership

problem.We apply the subgroup membership problem
a bit commitment and a private information retrieval.
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BIRL 72969 XC% DBIZi% %, DBII#H oL
g=g0glgs, «giil, gl BEHL, Th%
UZET b0 G DFRGRE HIZBUT 2 HoHiE A
YN—=y THED R TH BYH. DB go,
g1, g2 eZi-l, -1 DI HEND S DILH A5
SENRTERV, URLMT vy 7 FTHE#HEZ -
TWADT, g HIZBT I EIPIET S
ENTE D, xi-i=0 DEH LI OLAHITRY .
MELICEY, g3 HICET %, EoTUIRI
FHOE Y b xi-1 2452 03T& %, ZOff
HMpEF IV, B HEA v N—3 y THIEO#
BEFHWPL TR, BEEMEEIZEZERE W,
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I BETH b,

3.3 Z¥—L

WABERA Y N—= oy THEZMEH LT, PIR
AF =2 %ZHWT %,

AT 270

I—H UL VAP VAV AL —F IGIC
52 AN L, Z2o0MoXT (G H) & GOHS
BEHICBILEHOSHEA Y N—Yy THED -0
DSy T ETRBSL, 2T kidkFa) T
4RNFGRA=FTHY, GOTRTORLIIER k
DONAL FVFITRBENG, GOFWGTE HICE
FBEAEERA VN =Yy FIREZHET B, BE
Gl¥. DBE UomHIZXY., HEINE, —
F. Uld HOWGEERA Y N—= » THIED 720
DTy T FTIHREREIRYT 5, DBE U
W ORI, B GNTHEIFENhS, XX DB
WKWEoTHRFBENDEF—IR—-Z2TH b,
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ZLTn=t, 22Tt IIEDEKTHS LK
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URPTORET, HFDPELE Y b xiai @
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a=at+f 0<a, <t and0< B <t-1
a=at+ P, 0<a, <t and0< B, <t-1
a,=at+pf, 0<a, <t and0< B, <t-1

(3.2)

a,=at+pf, 05a,_,<t-land0< B <t-1
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ThHbo
ZullsusDITHLT, Uk, H2S t-1
THDIC gwo, gu, -y G pu-1), G ButD), -oy Qlut=1)
DT VT NGRS, 20 S=GCHM»MH
—FBD2F U F A, S=GCHMS glu p.) &
So Ulds Q) ZUTOEHIZERT 5,

(g(u,O)sg(u,l)s---’g(u,ﬂ.,—l)’g(u,ﬂ,),g(u,p,,+1),---g(u,z-1) 3.3)

2%0, Q) I3 GOXDHITHY., f.FKH
DIIE—BEPD T ¥ ¥ 112 S=G H » 5EiTh,
DO, —FkD T ¥ F AT HHiEEh
T, 20EEQM,Q®), - QMix X
ITHOE Y b xin D12 DBWE b4 (Query)
DIk pFREhd) 2R L. UldQuery (i)
% DBIZ#%%. %Q ) X t MOBE G DOITLH S
DT, Qi kxtxI¥y b THb, £-T.
Query ) 1X kxtxI¥y b2 H 5,
AT VT2

Query} (i) 252 FW Y, DBZFY) Y V5 —
FR—=ZAM O, W T 7 — 7 X — R & f§ 5
T5h, TAF X &2t xtDONLF Y= N2
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Xy X, Xy e X,
X X.
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X, X 0 e e X,
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#F#¥o =7 v by bxi-1id. DO, 1) D
(a1, BORGTTHDLILEIHEET D, (a1 /il
B. 2w ehs,) % Target DO, 1)
LAl
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#3 5o
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AL LTALT,

Yo N Yo oo Via

+ Viu Yo

D(0,2) = W Y 1+2 21
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EWRET Ho TS, kOTF—FRXR—=2 D
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E e ppa
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EIITEHT 5o
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Sowso
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