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In this paper, we show the strength of 128 bit secret key - 64 bit block ciipher KASUMI which
is the standard cipher algorithm in the third generation mobile phone system, against higher
order differential attack. KASUMI is a variant of MISTY1 which has provable security against
linear and differential cryptanalysis. Our attack algorithm is a chosen plaintext attack and uses
higher order differential property. We found the effective choice of plaintexts for the attack by
computer simulations. When the effective chosen plaintexts are used, 5 round KASUMI (original
has 8 round) can be attacked by 222 chosen plaintexts and 2% computational cost..
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