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3-6 On Multi Rounds Elimination Method for Higher Order
Differential Cryptanalysis
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A multi rounds elimination method for higher order differential cryptanalysis is consisted of
two rounds elimination attack and probabilistic higher order differential cryptanalysis. A
probabilistic higher order differential cryptanalysis is a method using a value of higher order
differential which holds with probability. The success of attack depends on the probability,
however, the necessary number of chosen plaintext and computational cost become very small.
ICEBERG is a block cipher with sixteen round SPN structure. In this paper, we analyze its
higher order differential property, and estimate its strength against higher order differential
attacks. As the result, we found that five round ICEBERG is attackable using eighth order
differential with 2,304 chosen cipher texts and 28 times round function calculations. And in the
case using probabilistic seventh order differential, it is attackable with 1,152 chosen cipher texts
and 28 times round function calculations and probability about 0.7.
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