G EREravT r45E

3-7 ETRSICHITIHHRDIRE LS

3-7 Error Detection and Authentication in Quantum Key
Distribution

INFFEEBA  ABH—
YAMAMURA Akihiro and ISHIZUKA Hirokazu

5

BEFES (DFWEFEEEZFALABXRMAF—L)ICEVTRMILORERY) RH & EEROET
3. EELMBETHD, EFEESICHITIRMIRICH T 2B HREEEEROIICEAT AN
HEERETHEPEARXDENTH D, 7 —IVEAROEEFRS L VFHICET 3% > Hh0OES
HFEAL., EEFHREFSEI S BV E Reed-Solomon HFELEDBRYETEFSICE D HFEEIRE
T3, 7-IVBEABOEEERICETIMER /Ny 2 1BAROMEICRBICEELTVWS, Ealdxr.
IELFIREhTWVWBEES/NY 2 2% SHA-1 & MD5 B EEFERISEBS AV EEAL TV D
B, STERICKZERICKVIREET 5,

Detecting errors in a raw key and authenticating a private key are crucial for quantum key
distribution schemes. Our aim is to propose practical methods for error detection and
authentication in quantum key distribution schemes. We introduce several concepts about
neighborhood collision free properties of Boolean functions, which are closely related to hash
functions, and propose methods based on neighborhood collision free functions and error
correcting codes such as Reed-Solomon code. We also examine whether or not widely used
cryptographic hash functions SHA-1 and MD5 satisfy the neighborhood collision free property by
computation experiments.
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